http: /www. jsjkx. com

4 A A 2
O tﬁlm sa;tg? DOI: 10. 11896/jsikx. 190400001

AN X R AR B B 7 MR i AL

T O XEH#E EIRHE FRASA
BrIT b AFHENMEERA¥K w8 211816
(wanghui@njtech. edu. cn)

W E EAMNMAAKREEABOE-BAE PR B FES KBGO L LN, L LA T8 ML EFIRIE,AD S
BEEOERTRARZLEAM, BRCHAMARET AT ZABFRELLABAFTE CRALTERH AT LETEYE =
FRBELLGTER, AR X PRETE PO ERBELFLFTERTNEF KRBT LA, H 5 ERMN T @
PBFT &t Lk A tift Hash m B H ik B EF KB L LA B AT oA XKEE T ARIET EFHIFEW TS T 18 9%
Flaf Xt TAHNBBE L LAARM LR Z T 55X BEANABR L UG ERTREOE =57 B EWFEST KB RIET KB
W E ARG BT 4R S Lucene M B HLHIRP EFWRAFFAETHEGREE R, FRIHAN MR TIHEE
iE 8 (Proof of Work, POW) | J& 4 4% #iE B (Delegated Proof of Stake, DPOS) & ik . %k #t &) PBFT X n F X A EF R4 2 %
RETEAEGBEM AL T ML TERWHABERL KERLALAZBMELET SR EEY AERE, LALTHE 4L
WA E R, FRHBBEEAN,. EPONGEFRBAMAL KW PBFT X R A SRR BB R LZANEMN . FATER
BT RA TEAFRG LR METESREE PSS ATERAFRSZZXEFRE AR TR RERZREA TEFZ
BAT R Wy R LR T Kah,

KB BT Rt Rk A ARY BB E 5 R

FEESES TP393

Medical Data Storage Mechanism Integrating Blockchain Technology
WANG Hui, LIU Yu-xiang, CAO Shun-xiang and ZHOU Ming-ming

School of Computer Science and Technology, Nanjing University of Technology,Nanjing 211816, China

Abstract The Singularity and centrality of Medical Institutions’ existing database storage makes the security, integrity and
traceability of electronic medical data impossible to be guaranteed,as a result,the medical privacy of patients is threatened. Al-
though existing research has proposed a secure data storage scheme based on cloud storage.,it needs to rely on a fully trusted
third party to ensure the reliability of interaction. Therefore, this paper proposed a decentralized block chain information manage-
ment scheme to achieve the safe storage of medical data. This scheme adopts improved PBFT consensus algorithm and optimized
Hash encryption algorithm to store medical data safely and effectively in distributed database to ensure the integrity and traceabi-
lity of medical data. At the same time,it proposes and designs a new data interaction system to prevent the direct interaction be-
tween the third party and the database, prevent the untrustworthy third party from maliciously destroying medical data and en-
sure the data. Finally.through access control and Lucene search mechanism to ensure patient privacy and achieve rapid retrieval of
medical data. Experiments show that the improved PBFT consensus algorithm provides better stability and throughput than proof
of work(POW) and delegated proof of stake (DPOS). Compared with the common database interaction,the data interaction sys-
tem in this paper effectively prevents the direct operation of the database and has better security and tamper resistance. The ex-
perimental data show that the decentralized medical data storage system,the improved PBFT consensus algorithm and the data in-
teraction system architecture have realized the security, traceability and tamper-proof of medical data, solved the difficulties of
centralized storage,traceability and vulnerability of medical data,and laid a foundation for further promoting the application of
block chain technology in the development of medical information industry.

Keywords Medical blockchain,Consensus algorithm, Privacy protection,Data interaction, Access control
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Fig. 1 Working principle of blockchain
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