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Reliable Logic Analysis Method of Multi-party Non-repudiation Protocol
YUAN Bo-ao LIU Jun

(College of Command Information Systems, Army Engineering University of PLA,Nanjing 210007, China)
Abstract Multi-party non-repudiation protocol needs to meet three main security goals of non-repudiation, fairness and
timeliness, but the existing formal analysis methods for multi-party non-repudiation proctocol are just simple extensions
of those applied to two-party protocols. At the same time,each method can not cover all three security goals and has
limited ability to analyze one goal with result unreliable. In this paper.the existing analysis methods were compared and
the SVO logic was chosen for further study. Time factor was introduced in the logic system with relevant syntax defini-
tion and deduction axioms brought in explicitly. Then. the semantic model of the improved logic was stated and the
soundness of logic system was proved,causing that the improved logic system can support the analysis of all three secu-
rity goals of multi-party non-repudiation protocol. In the end,a typical multi-party non-repudiation protocol was ana-

lyzed with the improved logic and the defects of timeliness and fairness were found with corresponding attacks stated.

Among the defects, the defect of fairness was discovered for the first time.
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XEFRE A £ X B m N 1 % S0 Ere (B S ia AL % 7 X
Xk AT 0 B 3, R LU A R, € R TR
UEHE T K45 : Eoo=So ( frw s R+ lstsc) s Eor; = Sg,
S Os Lot ) s Suby = So (fsw s R s sty Ep (k) Fl Cony, =
Strp (fem sOsR s Loty Ep (B) 35 0 R B 25 4 . 43 5L
T ERORE e M REARTEHIEYE . ER R, X% 3 c
BB R BT B UEHE =4k O X258 £ (948 38 A 7T A& DAIE 4%
MERTTP W%k WAGAT GRS . BT ERR, 5
LA Eoop.Eory, » Suby, Ml Cony, 1R ERFT LB .
DHEBEBET X .O=>REREERO MEHREAR &
HE XY RRFERX W ERY BEHE: XY Fom F08
X @it FTP N EER Y 2R3 B,
FH O FREEDUL, M FIEES R IR 2L
D WL 1, S5 R i 51 Wl 2 A& B2 OEHR W B 2) b . &
O BeBE— A3 (1 B A gk Sz A7 Br il , BN R %9 B 3) (I
P 1), ek 1 st ) 1 3 ) 42 ACUIE 4% AS T 3 s TTP i 31 31
B RIERJS WM ¢ 096 &0k 7 FTP B &b A1 A K
FA R BT R WIR B AETR] ¢ IF B A WA A L A
S5 R AN 2 B A A Bh IR AR S TTP Z ) 2 3 i
{538 fFHE I A SR A, B 5 2 R —E 4
P % 7 BB BT {5 T R K ORI B [ R ¢4, TTP 1 B
AR A .
4.2 ERESH
BAE tp R PMLZ I JE UM S 5 F 0 1 b 5 8 b
BIRFIE] . BSR4 KM B T EHR 5 9 Rk
Pl1.1 J BlusA, PK,(O,k,)
P1.2 J BlusA, PK,(R;.k)
P1.3 J BlosA, PK,(TTP .krwp)
56 32 A e i) 19 41 5
P2 ] BlusA, (R, €R")
2 2y 7 I B EAT AR O A R, B4R 19 H 48 32 4
R T
P3  J BlusA, (J RevdA,, {Eoo,Eor; sCon,})
R TTP 2RI & RA WS Sub, J5 A 277 1k

KM protocol
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P4 ] BlusA, (TTP SaidAy, Con,, = TTP RcudAr,
Sub,)

OM R, 5 TTP MEFHEIHAEKAANH, RE TTP &
A T AR TATT— 2 RRAE ML IS B 2 B R PR S

P5 ] BlusA, (TTP SaidAr+, Cony,—>(O RevdAr, Con, A
T.<T,NT,<T,*+t))

P6  J BlusA,, (TTP SaidAr, Cony,—>(R; Rc"ud/\»qV Con, N\
T, <T,ANT,<T,.+wt))

FRR T A CAFE G B R, AR Eoo J5 A
2Kk Eori ,O f(UAEWL R Eor; J5 A 2458 Sub, :

P7 ] BluvsA,, (O SaidAr, Sub,, = (O Rcvd A r, Eor; A
T,<T.»

P8 J BlusA, (R; SaidAr, Eor;, = (R, RcvdATy FEoo A\
T,<T.,))

KM B350 B B 2 5K 2% 3 < 9 L 118 % R W AT
VL TE 38 24 1 B ) B P 58 . DA A8 R, R ), FEm BR A H AR
H

Gl J BlusA, (R; RecvdAr, m N R; SaidA+, Eor;,, N
T, <T.NT,<t+)

HAr G1 i R, Wb g R TEFEZE Eory, » R WO 7] & AR
oI5 B ¢ +ep ZATERAT Cony  iE T ARAR A SCTH B m. A BE
WEW] b3 B AR sl BE U PR ISXT T 4k R, A4t BRPE. T
Gl AT HEBIE D,

H¥r 1 Gl J BlusA, (R, RevdAr, m AR, SaidATy Eor;, \
T,<T,ANT,<t+tp)

UEH

1 J BlusA,, (P RevdA 1, (Xy 5+, X,)>P RevdA+, X;)

{A5,Nec. }
2)J BlusA, (J RevdA,, Cony) {P3,1),A1,MP. }
3)J BlusA, (PK,(R; k) AP RcudAr, Sk, (XD—>R; Said-

Ar XD {Ad,Nec. }
(D J BlusA,, (PK,(TTPskrp) NJ RcvdA,, Cony)
{P1.3,2),A2,MP. }
5)] BlosA, (TTP SaidA, Con,)  {4),3),Al,MP, }
6)J BlosA, (TTP RevdA, Sub,)  {5).P4.Al,MP. }
7)] BluvsA, (PK,(O.k,) N TTP RcvdA,, Suby)
{P1.1,6),A2,MP. }
8)J BlusA,, (O SaidA, Suby,) (7).3).A1.MP. }
9)J BlusA, (ORecud Ag, Eor, N T, <tx)
{8),P7,A1,MP. }
10)J BlwsA, (O RevdA+, Eor,) {9),A3,MP. }
11)J BlusA, (PK,(R, +k) NO RevdA 1, Eor,)
{P1.2,10),A2,MP. }
12)J BlusA, (R, SaidA+, Eor,)  {11),3),A1,MP. }
13)] BlosA, (R, RevdAr, Eoo A T, <T))
{12),P8,A1,MP. }

14)J BlosA, (R, RevdA 1, Eoo) (13),A3,MP. )
15)J BlosA, (P RevdAq, S(X)—>P RevdA+, X)
{A7,Nec. }

16)J BlusA, (R, RevdA+, Eoop)
17)] BlwsA, (R, RevdAx, o)

{16),{A5,Nec. } A1, MP. }

18)] BlwsA, (R, RevdAr, Cony N tp<<T, N T, <ty +1,)

{5),P6,A1,MP. }

{18),A3,MP. }

}

}

{14),15),A1,MP. }

19)] BlusA, (R, RevdAr, Con,)
20)J BlusA, (R; RcvdAr, Cony,)  {19),15),A1,MP.
21)J BlusA, (R, ReodAr, Ex (k) {1),20),A1,MP.
22)] BlusA, (R, ReodAr, Ex (X) AR € R >R, Reud
Ar XD { A8, Nec. }
23)] BlusA, (R, RevdAr, k)
{21),P2,A2,MP. ,22),A1,MP. }
24)] BlusA, (P RevdAr, X—>P SeesA+. X) {A9,Nec. }
25)] BlusA,, (R; SeesAt, k) {23),24),A1,MP. }
26)J BlusA, (R; RcvdAv, m N T,=max(T,,T,))
{17),25).{A6.Nec. } ,Al.MP. }
2] BlusA, (T, <T, AT, <tg Np T, N T, <tp+11)
{13),9),18){A3,Nec. },{A2,Nec. } ,Al,MP. }
28)J BlusA, (T, <T,) {27),{A11,Nec. } ,MP. }
29)J . BlusA, (T,=T.) (26),28))
30)J BlusA, (T, <T,)
{27),29),{A11,Nec. },{Al12,Nec. } , MP. }
31)J BlosA,, (T, <itx+12)
{18),29),{A12,Nec. } .MP. }
32)J BlusA,, (R, RcvdAr, m AR, SaidAr, Eor, NT,<
T, AT, <tg+1ta) {26),12),30),31),{A12,Nec. } ,MP. }
MIEM] 3238 T, <<tp +4. HH5 G1 9 T, <<t
IEM 5) A5 .20 B TTP A Cony, WIRFA], i PRS2 5E . 2>
AT S 6] B AR B T e PR 2, B 2 <<tu Hotp =1t T HERY; T,
JR; 75 TTP kb 3K 43 Con, [9BFIAT, By XT38 M 15 38 09 1%
T, =tp+1a ZTTRERY W DAE 4ty WAL BIZER TTP A
A5 Cony BB ] 07 4 15 3 A dme AN T AT B [ 4 B8 AR F 3 4%
ERAFAR Cony , T IX A IE & KM B0 30U B 2 B BRI £ IR
W O TEHE L S R W BR ¢ W38 Sub, . 71 TTP A
Con, JE T TTP 5 R; Z I M{FE ., #3 R BT EKHR
Con, MIANREIE # 2 1R B, BRI Y i R 1 B B 2 3 17 1
WHATEE ARG UM R R H O R T HIWHE R, &5 UHWIE
P MHWCE R AR B RER O S 5l IEE. 4
MEZ B FRSES T R ES I REAE 4%
EHRRGAE M AT AG EEL R FLE
i, % P A R A8 SR TR BE PR IIE H C P RLES .
4.3 NEEFH
KM PRS2 - 25Kk 22 31 8 e B2 4 7 A B 1 7 B
CUEIRD o [a] B 3RAS 5 AR B (4 E H CTH B o 78 X5 B BR P 43 i
L, GL AT FR R PAT T AR ATE B R B R g T Rk
UEHE o AF A BR M B A B B % e E AT TR B R A R
A O BB AP B AR I I RAIE B,
H#5x 2 G2 J BlusA, (O SaidAr, m NORcodA+, Cony)
TEH]
33)J BlusA,, (O SaidA, Sub,) (8))
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34)J BlusA, (O SaidA, Eg (k)
{33),{A10,Nec. } ,Al,MP. }
35)J BlusA, (] RevdA,, Eoo) {P3,1),A1,MP. }
36)J BlusA,, (O SaidA,, Eoop)
{P1.1,35),{A4,Nec. } , Al,MP. }
37)J BlusA, (O SaidA, ¢)
{36),{A10,Nec. } ,Al,MP. }
38)J BlusA, (O SaidA, Ey (k) NO SaidA, ¢)
{34),37),A2,MP. }
W R, AT RS R O B A T RS E YR A
B S E R (k) R A B SO B %8 3 o0 (R TBIRIE I Ex
(B yc Mm =3 Z IR MXT R E &, TTIL A5 3 £k O B9 k3%
TIHE m W5, th R 38— R B8 T i o Oy =X
& 2 fim. Fi& O FBER T WA LS E RunA FlRunB ,
WIS B IR EPUIIE 5 4k RA FI 34k RB #4047 KM
W, ER O RS =07 TTP R M5 B 91 B O,
HI A2 e T RunA M RunB (934 B 115 3k RA fl £ &
RB JC %) 07 A 2 32 1 2 Jn % O =008 4 09 %% 4, a8 T O 7 3R
A3 0F R ) TH B m s [ BRE BR R SRR O AT LA B A Uh i & 1
RunA 1 RunB RIS A UEPE , 3 2 A0 4K O #1087 LA [
MU UE T 1) &9k AR 3% T IH B m , T 8 BB 3801 A
PEBRIE o BRI 2 S P it B TR A 5 B BB AT 45 A B, BRI
RRF ORMGTHWE R, 25 ILMIEYR ., il R, )
KR LZERE O S H5HBUWIES ., £k O TLE NS 5P
WO S0 T F K R, HIBA LM TEHE CRIE A © WAL

B2 AT st
Fig. 2 Defect of fairness

ERIE AT —MEETEZ AT EAD AT
SN /A O =N I R Sy N o ol = I 7 0| = W o o T
B——TSVO ., ZZHEARE TR A THRFEER,
O H T R A T AR SO TR T AH R Y R ) 3 RN L 9 X 32
BRGME ARBIEAT T AL T 248 R G50 R 5 W
X — A~ B () 22 O R T A A W SR AT T R PR R S 43
BT 43 91 5 BT JF o 77 A A B R 2 S e Bl TG o 8 S
R R E R A, B4, TSVO BB BAETEE X L hilS
57T R WA R T4 1 ) B ) 0 22 2 5 0y 2 18] S AT
NIRRT — A I E
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