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Vulnerability Detection Using Bidirectional Long Short-term Memory Networks
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Abstract With the continuous development of the application of computer technology,the number and demand of software con-
tinue to increase,and the difficulty of development is constantly escalating. Code reuse and the complexity of the code itself have
inevitably introduced a number of vulnerabilities in software. These vulnerabilities hidden in massive code are hard to find. But
once they are exploited by people,it will lead to irreparable economic losses. In order to discover software vulnerabilities in time,
firstly, this paper extracts the method body from the source code to form a method set,and then constructs an abstract syntax tree
for each method in the method set. The statements in the method are extracted by means of the abstract syntax tree to form a
statement set. The customized variable name, method name and string with some uniform identifiers are replaced. A separate node
number is assigned to each statement to form a node set. Secondly,data flow and control flow analysis are used to extract data de-
pendencies and control dependencies between nodes. Then, the node set extracted from the method body. the inter-node data de-
pendency relationship and control dependency relationship are combined into a feature representation corresponding to the meth-
od,and further processed into a feature matrix by using one-hot encoding. Finally,each matrix is labeled with a vulnerability tag
to generate training samples,and a neural network is used to train the corresponding vulnerability classification model. In order to
learn the context information of the sequence better, the BiLSTM network is selected and the Attention layer is added to further
improve the performance of the model. In the experiment,the accuracy and recall rate of the vulnerability detection results reach
95.3% and 93. 5% respectively, which confirmes that the proposed method can detect the security vulnerabilities in the code
more accurately.

Keywords Vulnerability detection,Feature representation, BiLSTM, Attention, Classification model
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Fig.1 Overall architecture of the proposed method
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O SC PR T IR T H ANTLR4™ . DI 2 iR — B &
2% oh X 3 H W IR (CWE?Y -120 ; Buffer Copy without Checking
Size of Input) 128 HAR i 4 1], Ho A A 9 Jilt 42 0 35 W AT 43 4
OSID &% .

struct hostent * clienthp;
char hostname[ MAX_LEN];

//create server socket,bind to server address and listen on socket

//accept client connections and process requests
int count=03;
for (count=0;count<C MAX_CONNECTIONS;count+ +) {
int clientlen= sizeof(struct sockaddr_in) ;
int clientsocket=accept(serversocket, (struct sockaddr * ) &.clientaddr,
&.clientlen)
if (clientsocket == 0) {
clienthp= gethostbyaddr((char * ) &.clientaddr. sin_addr. s_addr, si-
zeof(clientaddr. sin_addr. s_addr) . AF_INET) ;
strepy Chostname, clienthp— >>h_name) ;
logOutput(*Accepted client connection from host”, hostname) ;

//process client request

close(clientsocket) ;

}

close(serversocket) ;

P2 Zewh X i I 7 1]
An example of buffer overflow vulnerability

TEZ TR Th S I 55 A 4 52 5 11 % 7 S 9 32 4 0F Ak B 2%
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AT HE 23 H g AR M 32 B 44 T AR ek TS B ORI L DR 2
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Fig. 2
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1. struct hostent * clienthp

2. char hostname[ MAX_LEN]

w

. int count=0

S

. count=0
. count<CMAX_CONNECTIONS
. count+ +

- o o

. int clientlen=sizeo{(struct sockaddr_in)

=3

. int clientsocket = accept (serversocket, (struct sockaddr * ) &clientaddr,

&.clientlen)

. clientsocket =>= 0
10. clienthp= gethostbyaddr((char * ) &.clientaddr. sin_addr. s_addr, sizeof
(clientaddr. sin_addr. s_addr) , AF_INET)

. strepy(hostname, clienthp—>>h_name)
12. logOutput(“Accepted client connection from host”, hostname)

13. close(clientsocket)

14. close(serversocket)

B3 B4

Fig. 3 Set of statements
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;struct hostent * cid_1

n2:char cid_2 [cid_3]

n3:int cid_4=0

nd:cid_4=0

n5:cid_4<Zcid_5

n6:cid_4++

n7:int cid_6 =sizeof(structsockaddr_in)

n8:int cid_7=rcid_8 (cid_9, (structsockaddr * ) & cid_11,& cid_6 )
n9:cid_7>=0
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—
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nl2:cid_17(“cstring_1”,cid_2)

nl3:cid_18Ccid_7)

nl4:cid_18(cid_9)

B4 s
Fig. 4 Set of nodes
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n8—>nl3 label:cid 7
nl0—>nll label:cid_1
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n5—>nT7 label: True
n5—>nl4 label:False

n9—>n6 label: False

n9—>nl0 label: True

P60 T s Ta] A 4 o AR G 3R
Fig. 6 Control dependencies between nodes
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Fig. 7 Histogram of token sequences’ length
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