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GDL: A Gadget Description Language for General Code Reuse Attack
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College of Electronic Engineering, National University of Defense Technology, Hefei 230037, China
Abstract Considering code reuse attacks have various types,and the corresponding gadgets are different in structure,there is no
general method to describe gadgets under multiple code reuse attacks. Combining several common attack models of code reuse at-
tack and Turing machine, this paper proposes a general model of code reuse attack. A gadget description language(GDL) for code
reuse attack is designed to describe the gadget in code reuse attack structurally. Firstly, the development history of code reuse at-
tack is introduced,and the attack model and gadget characteristics of code reuse attack are summarized. Secondly, GDL is de-
signed and the key words and grammatical specifications of various constraint types in GDL are given. Finally,on the basis of
open-source project such as ply and BARF, the gadget searching prototype system named GDLgadget is implemented, which is

based on GDL. The execution process of GDLgadget is described.and the effectiveness of GDILgadget is verified in experiments.
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P B IC A AR A 2 5] I B R B R 2 R
change Fl reserve W] L4 5 A 16 027 A7 45 10 15 10 5 Rm 45 4%
) ) has_path Fl nblock A DA+ &2 3 A B (6 /i J5 4k 5& R Al
FEAR BB s TR B AR addr F1 pos 7 LI T 41 83— A
M bk B G Y 44 B RO TR L YR startwith, end-
with,include,notinclude Fl satisfy RE % FHAH X &) B A9 344, 4
154 R b ARl 5 A Y AR

2 JE RN LY G A 1 X NG R S5 UG OC R UNIE 6 s .

< | ______
Ve r_\_k___l _____ | L__vixl__J—br var I
/ men
/ reserve register
/ change memory
/ > ins
/ mnemonic
/ gadget basicblock Aa;g
[ startwith x:elfe Erﬁn
| block L struct endwith — i
- opcode
\ startwi ith |~ function has_path m,cmde nxpref to
endwith | block notinclude =
\ include \ pos I
\ notinclude \ logic
N pos } I > pos
UEEE ~ \
-~ — — /\/ _ N
— —_ ~
-~ — —
~ - -
- e
L — =

TE 6 452 YR 2 4R & B0 B O% 7 5 R R 2

Fig. 6 Relationship between types and constraint
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[ 6 m L BRLET Sk SR I AT O 2 R AR A X 5 SR
5 Sk 4 1) 48 2 T2 SO0 R B E 19X A48 R block
XA #% block X G40 & A1 48 4 startwith, T 7648 % 4]
G B HAR B A ins XF 4 4R 1 Sk 48 R Y AT
LYK G S T B HE— 25 oE AT 2 A A W 0 4 4, 48 & block
XA #5112 block X G AL & A HE 4 logic, MR RIZN Z 5
o EEH W8 R A5 IR T 2 logic 1R
4.2.3 REERR

TEACHD T B0 b AR 22 B0 T B2 40 R X R 8 A A7 A 51
AT 25 [ AT B 1Y gadget, A8 1 25 AU var B8 XT 27 47 45 oK
b 1 R BEAT R E L 29 4R 4 value SR IE I R 3A K, H
BNF {305 U

(var_definition) : : =“var” (var_name) “{” “

value” (stringconst)

“ . » u}w
H

TR AR, 7T e 2 2 A 32 40 0 i [R] — 25 A7
Ao T A MO G Y A A R — B B AR 2R
B val, i var RN R 44 L B RES L var X Z g X
B4R 2 — A IF B 8 AR IEFE JLAR X G i B 1Y val (B2 —
By, K BNF =0 LT .

(val_definition) : : =“val” (val_name) “{”(var_name) {

“

“or” (var_

name)} “;” “}”

9T BEAR GDL (932 BUMEBE , 57 47 25 P 17 Bl 8 2 3 ] —
T mr P mr BRI G 2 — S A A A L DL
R84 /A W R A B 2 m B (8, B K AR U 4A
H BNF =0 LanF .

“

=

(mr_definition) : 2 =“mr” (mr_name) “{” (mr_condition) “}”

” o« «

(mr_condition) :: = “register” “val” (val_name) “;” | “register”

” &«

(stringconst) “;” | “memory” “val” (val_name) “,” (intconst) “,”

(intconst) “,” (intconst) “;” | “memory” (stringconst) “,” (int-
const) “,” (intconst) “,” (intconst) “;”
4.2.4 FEHhRER

FRFER ins H FIELFZBLFELIRLS . AR S op-
code JF AT IE M KA 5, DI9E 48 2 5 1 5 2 48 4 mne-
monic REWS M arg 45 & # SR 48 E 8 2 B D B ic 77 s A Rk 48 4
xrefl from,xrefl to Fl pos J5 Al 8 — 4> pos M R % . H T4 &
ARG A 28 S| AR 0 0 b il 75 36 2 /Y S8, BNF Ji 0@ )
W
(ins_definition) 1 : =“ins” (ins_name) “{” {{ins_condition)} “}”

« 3

(ins _ condition) :: = “opcode” (stringconst) “;” | “mnemonic”

(stringconst) “;” | “arg” (stringconst) [ (mem_name)] “;” | “xref_
from” (pos_name) “;” | “xref_to” (pos_name) “;” | “pos” (pos_
name) “;” | “nxref_to” (pos_name) “;”

FARSEAD basicblock J T & — A HA R, 9454 st-
artwith, endwith,include fll notinclude J5 7 % 48 4 £ , X #£ 5t
PR T 48 A FIBE AR He 1 B R A48 4 logic J5 #:— 4> logic
XA T8 8 He AR P A7 2 BB U O 5 20 S48 4 pos
JFHE—A> pos XG4, T 6 2 B A B vk 75 W6 2 1 A 4L
BNF i 20 anF
(basicblock_ definition) :: = “basicblock” ( basicblock _name) “{”
{(basicblock_condition)} “}”

5 w6 “ » “

(basicblock_condition) ::=“startwith” “ins” (ins_name) “; end-

with” “ins” (ins_name) “;” | “include” “ins” (ins_name) “;” |

G

“notinclude” “ins” (ins_name) “;” | “logic” (logic_name) “;” |

¢ “ 9

“pos” (pos_name) “;” | “;
FARIEA block ] T 48 & — 4> iE LA A B, 3l W Ll —
AR R IR 240 B 5 ER IR basicblock AR, 37 3
i 2 3R 5 4 bdepth #1 idepth H1 F 48 %€ block A7 35 K i AiE
AR W R B A4 BNF JE R AT
(block_definition) i = “block” (block _name) “{” {{block_condi-
tion)} “}”
(block_condition) : : =“startwith” “ins” (ins_name) “;” | “endwith”

» w9 “

“ . » ‘ “ IRV
ins” (ins_name) *;

“ins” (ins_name) “; include notin-

clude” “ins” (ins_name) “;” | “logic” (logic_name) “;” | “pos” {pos
_name) “;” | (var_exp_name) “(” “bdepth” (pos_name) {“,” (arg_
name)} “)” “;” | (var_exp_name) “(” “idepth” (pos_name) {“,”
(arg_name)} “)” “;”

EAREA struct f—A> s 2 A 4B I (Y FE AR e iy 1, — i
YE Sy Il 5 4, 98 B © 248 R 2 A BEA B 2 (] RO 16 % 4
21484 has_path 2B W A 56 A P 2 6] A i 9K 5 4k ¢ &
il 3 nblock 3 — 25 24 JE A e A< P 22 [ 1 BE 85, 45 A 48 5 )
BEET N 1, BT S AR SR, 3 BNF Ju 20 LF

«

(struct_definition) :{ = “struct” {struct_name) “{

tion) } “}”

” {{struct_condi-

(struct_condition) 1 =“has_path” “(” (basichlock_name) “,” (ba-
sicblock_name) [“,” (var_exp_name) “(” “nblock” { “,” (arg_
name)} “)” ] ;7

1E struct 5B Y JERE b, FEIRZEA gadget F1 function f
kA8 £ FAR PR i BEA R 4L, H BNF fie AT .
(bbs_definition) : 1 =“bbs” (bbs_name)“{” {{(bbs_condition)} “}” |

”» @ 9 ‘ ‘

“notinclude” “ins” (ins_name) “;

“ . »

“satisfy” (logic_name) “;
(function_definition) : : = “function” (function_name)“{” {{function_
“ } ” ‘ “

condition) } startwith” “ins” (ins_name) “;” | “endwith”

“ ”
1

ins” (ins_name) “;” | “notinclude” “ins” (ins_name) “;” | “satis-
fy” (logic_name) “;”
4.2.5 HREAR

LW logic T HIWT gadget B H B T 18 E
FAERIME H BNF JE X0 F .
(logic_definition) : 1 =“log” (log_name)“{” {<(logic_condition)} “}”
(logic_condition) : ¢ =*“change” (mem_name) “;” | “reserve” (mem_
name) “;”

LYPR A var_exp T FI W7 8 A BOR & 0 2 AR5
3 ARAEE A2 09 S 800 R A48 58 75 W7 i 92 BB AR
AR B AT A R X XR A R E L, H BNF =T -

«

(var_exp_definition) :: =“var_exp” (var_exp_name) “(” (arg_name)

“)’H»{H (Variexp> “;n u)w

{“,” (arg_name)}
(var_exp)::=(add_exp) (relop) (add_exp) | (add_exp)
(relop) 1t ="“(=" | “(7 | “)7 [ «“)=" ] “==" ] “1=" | “Q.&" |
“|»

(add_exp) ::=<(add_exp) (addop) (term) | (term)
(addop) 1t =“+" | “«—7”

(term) = (term) (mulop) (factor) | (factor)

(mulop) it =" %7 | “/7 [ “9%”

(factor) i = (unary) (elem) | (elem)

|y | e

(unary) .. =

(elem)::=<(arg name) | (addrconst) | (intconst)
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ZYP A pos T K A T2 A28 R Hb hE = A5 78 95 2 X [H]
P AT RLAE A2 SO BOAS E AR 28 BY BT 7E 1 A B 5 ek B0l i
HhHEFIEE H b HE I3 0 20 R S pos R B e M ik N i 2 Y
HMEREH BNF e LnF .
(pos_definition) : 1 ="“pos” (pos_name)“{” {(pos_condition) }

u)”

(pos_condition) :: = “addr” “start” (pos_argument) “;” | “addr”

”

“end” (pos_argument) “;” | (var_exp_name) “(” “pos” {*,” (arg_

name)} )7 “3”
{pos_argument) :: = “block” (block_name) | “ins” (ins_name) |
“bbs” (bbs_name) | “function” {function name) | (STRING-
CONST)
4.3 Fl

WK 7 FiR . GDL AU 248 & Intel x64 22 R, ir A LA

jmp FHEBEH IS S RIF A7 R EA BT 20 B9 200

B
1 var gen_reg
24
3 value "eax|ebx|ecx|edx|esiledi"; 26 basicblock b_change_reg
43 27 {
5 val gen_reg 28  logic change reg;
6 { 29}
7 gen_reg: 30 basicblock b_indirect_call
83 314
9 mem gen_reg 32 logic reserve reg;
10 { 33 include ins ins_indirect call;
11 register val gen_reg; 34}
12} 35 struct stl
13 ins ins_indirect_call 36 {
14 { 37 has_path(b_change reg, b_indirect call);
15 mnemonic "call"; 38}
16 arg0 gen_reg; 39 gadget gl
17} 40 {
18 log change_reg 41 satisfy stl;
19 ¢ 42}
20 change gen_reg; 43 find gadget g1;
21} 44
22 log reserve_reg
23 {
24 reserve gen_reg;
25}

%l 7  GDL RS 7R il —
Fig. 7 Code for GDL example 1
W 8 frn , GDL AR A% 4 48 2R P AN AH 48 i 3k AR B, 565 —
NEAYE U T TN reg WA HE ZADEAYRE T HF
% reg BEIF H AL “call reg”$84 .

1 var gen_reg

24

3 value "eax|ebx|ecx|edx|esiledi"; 26 basicblock b_change_reg
43 27 {

5 val gen_reg 28  logic change reg;

6 { 29}

7 gen_reg: 30 basicblock b_indirect_call
83 314

9 mem gen_reg 32 logic reserve_reg;

10 { 33 include ins ins_indirect call;
11 register val gen_reg; 34}

12} 35 struct stl

13 ins ins_indirect_call 36 {

14 { 37 has_path(b_change reg, b_indirect call);
15 mnemonic "call"; 38}

16 arg0 gen_reg; 39 gadget gl

17} 40 {

18 log change_reg 41 satisfy stl;

19 ¢ 42}

20 change gen_reg; 43 find gadget g1;

21} 44

22 log reserve_reg

23 {

24 reserve gen_reg;

25}

'8  GDL Ut Rf —
Fig. 8 Code for GDL example 2

5 RERZLE

5.1 |

SCH R AR R g R A B A F IR E - PLY (Python
Lex-Yacc) #l BARF(Binary Analysis and Reverse engineering
Framework) , H:H,PLY J& python BR A& A9 lex(Lexical Ana-
lyzar) il yace( Yet Another Compiler Compiler) T. B, & $#2 it
TORYE AT BT A% R VL A BT AR R0 AR AR, X R F AR R
GDL Ky i) ¥ 7 M7 s Fil ¥ o0 A 4 - LU AT GDL 3C#F s BARF
B/ EEA PE BR ] RRAE R L AR S SRR 22 B AR Al i — 9t
A I e 48 A % AL BT R R 7R REIL(Reverse Engineering
Intermediate Language) , & T 85154 5| gadget ¥ £ 5 B LA
fE5r A LT L HF A A BARF ¥ 0T 42 L9 gadget £ 46
REIL 4. et al b 4 58 R 48 GDLgadget. W11A] 9
Ji 7R

: GDLSearcher E BN :
|

I | |

| T

| i |

: s | |

! v ! !

| [ EFeLYEEE | [HEREAE || [ DAPRH | |

| [attBAE B figadget [ : 5B | |

|

| | . !

| [ 3#% £ GDL |

: 3K By gadgets :

I v I

| ETBARFH | |

: FE gy K :

| ]

K9 BRGSO
Fig. 9 Architecture of prototype system

R R G PAT AR T -

(DM P %M GDL Wi M8 4 5 GDL 3T DL ik
gadget YA, 141 IDA Pro 43 B — kil 3CHF . GDL
RS TR SO A IDA Pro 42 Y IDB SCARVE M A 5

(2)GDLgadget MU GDL 34 SC {4 , 76 332 BUR AR 4 24 3
O3 AT RS KT G 0GR T B M HEAT AR D HE T 5 45 Al 2
B 44 R T 5

(3)GDLgadge B2 HU— i il 3C {4 LA#] 45 /b BARF XF 4, 3¢
B IDB A4 LAAS B BT A 010 R AR S AR B M B

(DAL var FI val X4 6 var 1 val X4 $2 0L H O,
WA ZA~ val X4, B BE AL 5 09 WU 3 7 B A /Y val {8
BN — R val A A PAT —IRE 5 4, Py o8 2 J5 3
AN 6 4

(5) Fe FE 0 M IUF 4 YR 38 R 240 o) 4 A I 6 42, ko A
B var val AUTA LRI, FEXA R HA £
MR R B X 5 5 R R A R KRR X S A RBC R M 7E 3 R
J ¥ IR SR ST S BEAT #E — 2P T 3%

(6) 3 [m] 7 2 iy 3 A 4521 .

¥ GDLgadget 5 i JF i 1) gadget 18 2% T H () JLFh 47
PEHEAT LB S5 Rk 1 g,
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# 1 JUMIFIE gadget # R T H 1R

Characteristics of several open source gadget tools

Table 1

REXH REXH REEIHF RELH ®RF &F

T HA gadget & M) gadget gadget #Yi& X gadget H T AT

i X LN e B F  HEayFE ROP JOP
ROPgadget X X X N/ J N/
ropc X N N4 Ni N4 X
Ropper X X X X NN
angrop X N J NG NG X
rp++ X X X X J o
BARFgadget X N4 X X N X
GDLgadget N N X X N N

R gadget M BAR KRR LR T Xt — e 4% 2 15 4
M4 . ASE AR S B R P AR B 1R S 5 T T gadget
B9 56 38 W A TSR] T A R T RACE BT R — R m
A E B A 145 gadget ZMYE R HHIEM
e AR AR AL B A8 A R i S AR e R 2 B O DA
EHF LM E AL B R, M7 GDLgadget 1, H 7 R
i FI Fl GDL if 5 k48 B gadget 548 4 2 8] 9 B & . GDL-
gadget 2 Mg 25 R ST 09 4K 61 ¢ R 18 R gadget, [ I AE 1% H
FLMmRmEMAKL.

— B LR L A B gadget 4 TF E H A R AT IE X
gadget [ BE 71, ROPgadget B AR B4 33X F Ak 71 . H AR 0% 3 i
JUFd 4 5 1 15 4 S K 1 A Linux F 8 #7247 1 ROP 4 , 9%
T X AP 7 L T 48 A 8 £, HaE A FROR I SO, BN R 1
HoAh i) 2 55 Zh B . angrop A1 rope J& I T ROP B H 35 1k
gadget R M A A T H, Ef16 A sh b4 & ROP T iy
gadget, JF X HE A7 1 Lo M, SRR MR E B XX 1
gadget HEAL HE LI 1Y R BA 45 2 15 LAY gadget, X Fh 7 35 fig
%38 T R 22 Bk i R, vl LS 2 A2 g L 0
2 L 0 A 3E T ROP,

% H i . GDLgadget ¥ A LM gadget 15 L8 % .
—J7 T »GDLgadget & B 455 gadget H Y #4 12 R i 5E 18 2 o]
Tl AR R RIS 5 ik B R H) @ gadget # (1 ik
ARE R T E R gadget 18 L E BWAH AR 55—
T A — R 0 7 e s M 2 A RS A g R
gadget fif , (X W2 ACHS E A Bl BAR B 34k 2 b i i 250
FE i 9B gadget T LAY 33 8 o B = 56 50 21 1R 0 T o 49 R
MiE X B . GDL P XMEBBRARC LW E T4 gad-
get M S AT AR ML IRl AR AT BLA 1Y gadget HEA 2 T 5., i
— A5 B — S P P R A A 1 S R AR
5.2 SEIf

ARICE ek B RA IR R T A ROP M JOP fEA H
F5 s ROPgadget /£ 4 Xf b T. 2. 38 R X 4 % $% Windows Fl
Linux I VLAY 26 52 22 0 — o il 304, 3258 34 55 8 Ubuntu
16. 04LTS #:AE RS . W47 8GB. A £ 30 GB.

WREL “ret’ 54 R I gadget, BEE B 7K A T
20, JU B A FRF Y. text T, LU SR NER 2 R, Mk 2 T
DI T 28 b o fE, R RS R A — B H R
TE7E T 4% ROPgadget fE 1% & # 1M GDLgadget 48 & K #| 1)
gadget, FEZAT LA W 5 1H 1Y AL,

(D IDA FE 43 Bt 3 i) SC {55 32 ) = 3k il SCF A & S

PR 052 0 48 25 22 Fh IR 3R R0 A N AT REAS S B SE
TR N TR AR B A R BOASJE T AT AT bR B i G
A R R B R L. 7E GDLgadget B4t B b T
a7 Fb )5 SR A48 &R L 3X — 3 4 AR T i B 4 bl B B T e 4

() TEd 5 A L gadget 793R 145 R w), i il T BARF
1 gadget # AL L REIL 484 B9 T fig . 1 % T &6 43 45 4 4 4 2o
84 2 B W % Y7 R (Streaming SIMD Extensions, SSE),
BARF 1 3 #p06 Ho 4 4k i REIL 45 4, [H I 76 5% 4k 3 72 o
RS B ORI

#F 2 ROP FHY gadget F it
Table 2 Number of gadgets in ROP

Name Size ROPgadget GDLgadget
kernel32. dll 595 KB 16425 17427
msvert. dll 637KB 22688 24841
AcroRd32. exe 350KB 1676 1708
l'bC:ff/l'_liz?;i‘;"m 1.8MB 80452 82657
libm-2. 23. so 1.1 MB 21560 23209
Proftpd 1.2MB 14176 14938
sudo 137 KB 1695 1689

R LI mp” A< call” 18] 422 Bk 5 38 4 45 B 1Y gadget. % E
B K ERNB L 20, 38 B bR F B text 47, SL 5 45 F 0
%= 3 4,

# 3 JOP F I gadget F it
Table 3 Number of gadgets in JOP

ROPgadget GDLgadget
Name Size
jmp poptijmp  call  jmp pop+jmp call
kernel32. _ . _
dll 595 KB 86 1 419 744 16 1856
msvert,
dll 637 KB 50 0 372 226 7 459
AcroRd
350KB 0 0 543 23 0 744
32. exe
libe6_2.19-
Oubuntu B _
6. 14 1.8MB 4515 932 5874 9592 989 13597
1386. so
libm- B
1.1MB 120 25 32 519 55 118
2.23.s0
Proftpd 1.2MB 229 0 2646 2628 183 2794
sudo 137KB 141 74 81 179 74 456

HRLL“jmp” A1 “ call” 8] 4% Bk % 5 & 45 B ) gadget B,
GDLgadget 48 & ¥ i€ K T ROPgadget, X /&y ROP-
gadget AN HEHH & 3 I 40 “ call/jmp dword ptr [eax+ 4] i35
A T SCHE X 2848 4 1 B T AN D

JE M 2 45 i BARF %F gadget #E47 25 & A4y 25, 0
BARF i G [A i 5 REIL B AR 52 %, LIS 6 H
PR, ffi 1% GDLgadget %5 5 78 Bt 28 )5 T8 A T R i, 3 7T LAl
S fF P At — 3 i 43 T A ZR R AT 03 L AN angr . s2e §F

Z RS B B0l J7 i LOP, COOP 28, ¥y 2k A JF He
gadget 3R T H , H & 7T L3 228 £ 4 FRAF DL B 3 AR B 2 Ji] (1
GERL FRAE 4R B — B R Y gadget, L LOP N i, H loop
gadget EEW MW AFAL, — ML E T HEIR S cmp, T
FIWAG IR B LE s 5 — MMIE T call 19 B H2 Bk, T R 250
WA Bt AT R & 10 TR B9 GDL AR %3198 &K loop gadget,
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1 var_exp gt(t)

24

3 t<=5;

4}

5 var_exp gt2(t)

6 {

7 t<=200;

8}

9 mr gen_reg

10 {

11 register "eax|ebx|ecx|edx]esi|edi";
12}

13 ins ins_indirect_call

14 {

15 mnemonic "call";

16  arg gen_reg;

17}

18 ins ins_cmp

19 ¢

20 opcode "\x43?[\x38-\x3b]";
21}

22 struct sO

23 {

24  include ins ins_cmp;
25}

26 struct s1

274

28 include ins ins_indirect_call;
29}

30 basicblock b_cmp

31¢

32 satisfy s0;

33}

34 basicblock b_call

35 ¢

36  satisfy sl;

37}

38 bbs bbsl

39 {

40  has_path(b_cmp, b_call, gt(ndepth), gt2(nbyte));
41 has_path(b_call, b_cmp, gt(ndepth), gt2(nbyte));
423

43 function f1

44 ¢

45 include bbs bbs1;

46}

47 find bbs bbs0;

48 find function f0;

K10 JHTF 182 loop gadget B GDL 4%
Fig. 10 GDL code for searching loop gadget
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LI Windows XP SP3 1 Ubuntu 12. 04LTS )3 43 4t
= H AR, 528 B8 8 Ubuntu 16. 04LTS 8 GB 30 GB, %t A~
] H 1Y loop gadget #E47 0 ¥k 5 SE 56 45 Tk 4 Jir 4,

F 4 HHILEE T loop gadgets Hit
Table 4 Number of loop gadgets in widely used libraries

Platform Name Size/KB loop gadgets
libe-2. 15. so 1694 6
Linux libdbus-1. so. 3.5. 8 350 3
libssl. so. 1. 0.0 347 1
ntdll. dll 576 4
Windows msvert. dll 335 3
crtdll. dll 146 2

GDLgadget f& 7 GDL i 75 B2 Al F i it SE g, AR g
it GDL 1 5 & LA HRIR E 462 5 gadget UL R 2 A~ HA
Z 8] B R o AH X — S ] B O F I S AR A
YL 0 COOP, M LA 29 3 3R 1 5 Fe k75 B8 4
5348 A R AR SR A B S5 M FEAE A RE FH GDL i 5 i 34 , -f
F GDLgadget 1822,

SC 8 UE B, GDLgadget 3& H F ROP, JOP 1 LOP T
gadget M4 R A5 FEAE LT 1) B0 T A Ja 22 TAE b fige e

D25 1 i 2 SAR KRR BB b AR — 3l 3 SO CFG
B R 7R USSR 20 R R REAL B8 CFG &1 v i LR 1Y
6] B2 51 R (ELAT R A 505 9 4 4 B 4 Sk 3l B 5

2) WA AR LT A0 3R IE LR AR X R T — 2 TAE
T T LLZE A — S LT gadget 15 AP BT H AR SR ST

3) W R 0 2 Rl s AR Bk PR O P A A 4
Tl B50HE e B R A T O 22 L 75 LA LR TAE o DUE IE .

gRiE MRMEAR G Z TR S w
TR LA R 450 A0 AR 25 PR 85 T 8 B 0 6 A0 IS T B L TR T AR G
A LR N B LR % IR 2 AR B ik
T 4% B o o7 77 12 75 R A 09 gadget, ZH0E S0 TR I T B %
KRBT BT UM FuA B XX — ) 8, A S0k
T M E K E Y gadget MR F L ZEF B LU —
T & w40 0 5 O AT A s b () B gadget HEAT A

It BFEM R AR PR B G TE gadget M R AL AR T %
AALH AT E R . SIS R R AR SO R L Y gadget H
WRIE U R SRR S A b S B ROPLJOP 1 LOP 3+
AT gadget EK .

B A LR AP B 00 S B8 38 i, ARG B A 20 F L — A R Jin
S A T 2 2 IR 328 T DA S A 5 e 2 i e O B 4 AR AR R
Tk BoME LA i . AR SCHR A GDL AR 4SS H T 2 At ag
AT R RS A R AE W L 450 T B DL T AN S A
Z [0 20 25 i AR TS R i . H GDL R85 ik, &
FELETIEA S gadget, YL R ZAFEAH Z [0 (8K & , 1 X
T — S F & BB F WG T R S 09 ARG B A My . GDL
AN BE S B A7 3 F L 5 B AR ELAAR Y 15 & AR X GDL AR ik
— 5 BB UM o 3

2 % X #f
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