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Overview of Research on Image Steganalysis Algorithms
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Abstract Image steganography is the technique to hide sensitive or secret data in digital pictures transmitted on the Internet. It
has gone through fast development during the past two decades,and is utilized by criminals including terrorists to exchange infor-
mation which may threaten social security. Many kinds of image steganalysis techniques have been developed to fight back the
threat. By examining the secret information hidden in the suspicious images,image steganalysis can provide digital forensic evi-
dence. This paper firstly gave a survey on the research status of algorithms of image steganography.,then introduced and summa-
rized the image steganalysis techniques by classifying them into two categories: specialized algorithms and generalized algorithms.
For specialized algorithms, the approaches designed for specific image steganography algorithms and specific image types are in-
troduced respectively. For generalized algorithms. the general procedures of image steganalysis based on image features are de-
scribed. Then several classes of image features used for image steganalysis are summarized. Furthermore, the techniques used in
general image steganalysis including machine learning-based classification and feature selection are analyzed by reviewing the

existing research work on image stenanalysis. At last.a brief discussion on future research directions of image steganalysis is

presented.
Keywords Information hiding,Image steganalysis,Image steganalysis algorithm,Machine learning,Feature selection
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Fig. 1 General flow of feature-based image steganalysis
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