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Abstract With the development of the Internet, Weibo has gradually become an important social media. However,in Weibo.ab-
normal users influence the behaviors of users by spreading harmful information,sending malicious links,and even launching mali-
cious attacks,thus affecting the value of social networks. Therefore, it is important to realize the detection of abnormal users.
Based on the Weibo abnormal users and normal user data sets obtained from multiple ways, this paper proposes to comprehensive
extract and analyze various attributes of users. An abnormal user detection model is established through various data mining

methods to identify abnormal user accounts. Experimental results of C4. 5 decision tree and random forest algorithms show that

by using the proposed method, the selected features are effective and the detection accuracy of abnormal users is high.
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Fig. 1 Framework of abnormal user detection on Weibo
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Table 1  Description of Weibo user interface

F A FREXA4 FHREA
uid & 5 45 varchar(20)
screen_name T 5 R varchar(50)
province FRx int
city W5 int
location BT 2 Hy varchar(20)
url AN B RO varchar(80)
gender 5 varchar(10)
followersnum W ¥ int
friendsnum X E % int
statesnum 2 % int
favouritesnum & %4 int
created_at Tk & f) ## B datatime
mid WM A %E varchar(20)
data B R A A datatime
text HE A varchar(50)
source W E kI varchar(100)
reportsnum N & int
commentsnum it % int
attitudesnum B int
topic iE AL varchar(20)
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Table 2 Description of related fields of user basic attributes
F B P
uid JA A id, K 5 B s — AR R
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Z k5 Xk
Tk 5 #Y f 2 6
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Table 3 Related fields of user behavior patterns

F & WA
text % 3.8 NP &N
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Table 4 Selection of Weibo user behavior features
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Prediction effect of various features on abnormal users
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@relation testl_data_all

@attribute followersnum numeric
@attribute friendsnum numeric
@attribute statusesnum numeric
@attribute favouritesnum numeric
@attribute repostsnum numeric
@attribute commentsnum numeric
@attribute attitudesnum numeric
@attribute tNum numeric
@attribute tNum_at numeric
@attribute tNum_A numeric
@attribute tNum_a numeric
@attribute tNum_num numeric

@attribute tNum_space numeric
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@attribute tNum_h numeric
@attribute tTime numeric
@attribute tFrq numeric

@attribute class {No, Yes}

@data
9310, 665, 20 745,4,0,0,0, 150. 5,3,0. 5,12, 5,2,5,130. 5,1,
797.265972,26.020175,No
501,699, 714,13,0,0,0,180,0,0,0, 6,139, 35,0, 867. 524 306,
0.823032,No 3185,2425,26191,335,0,0,0,75.5,0,0.5,8,0,1. 5,
65.5,0.5,188.965278,138.602183,No
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formation) . & F& 7 B 78 5 — 47, #% U~ @ relation (relation-
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Table 5 Evaluation of Weibo abnormal user detection results based on C4. 5 decision tree
TP Rate  FP Rate Precision Recall F-Measure ROC Area Class
E® AP EHE 0.952 0.719 0.869 0.952 0. 909 0.704 No
SH R P 0.281 0.048 0.537 0.281 0.369 0.704 Yes
A A 0. 840 0. 608 0.814 0. 840 0. 819 0.704
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Fig. 3 Confusion matrix of C4. 5 decision tree classification

experiment
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Table 6 Evaluation of Weibo anomaly user detection results based on random forest
TP Rate FP Rate Precision Recall FMeasure ROC Area Class
E®R P FAEE 0.976 0.758 0.866 0.976 0.918 0.795 No
R P 0.242 0.024 0.672 0.242 0. 356 0.795 Yes
o B ) E 0.854 0.636 0.834 0.854 0.824 0.795
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Fig. 4 Confusion matrix of random forest classification experiment

AN 4 BRI R B R, — 3k 513 LN P, Hoh A
433 RLIEH A1 80 A5 7 I A S g 25 R WoR A 431
FLIE & 7 F 2 A 5 % M P 9 OE #4535, ot Bl R Gk
84.4055% 4 73 LIEH A PR 7 0 5 W P R R 4 2L
SR B 5 H R P R BN BOR B AN ARGk 84,405,
4.4 HWMEREEER

BEAS bR o3 2R I G 0 2 2R TR AT R A 1 AR AR B L

W53 4 5y 53 A S I A AT AR L X C4. 5 e SR A B
HILAR R A3 S 1 % S F P AR 0 AR AN — 25 17 A . Az
J5 BATAR R o sk 7 s,
F 7 ARG FEBE XS R P T ROCR 0%
Table 7 Comparison of different classification algorithms on

prediction effect of abnormal users
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F-Measure 87.3 79.4 80.7 90.0 79.5 79.6
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