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HTTPS Encrypted Traffic Classification Method Based on C4.5 Decision Tree
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Abstract The HTTPS protocol is based on the HTTP protocol that does not have an encryption mechanism. By combining with
the SSL/TLS protocol,an SSL/TLS handshake is performed between the client and the server before the data is transmitted,and
the cipher suite used in the communication process is negotiated to securely exchange secret keys and implement mutual authenti-
cation. After establishing a secure communication line,the HTTP application protocol data is encrypted and transmitted, preven-
ting the risk of eavesdropping and tampering of the communication content. The traditional payload—based method can’t handle
encrypted traffic. The classification and analysis of encrypted traffic based on traffic characteristics and machine learning have be-
come the mainstream method. By establishing a supervised learning model, based on network flow data feature engineering,under
the condition of ensuring encryption integrity.the C4. 5 decision tree algorithm is applied in the LAN environment to analyze the
application of HTTPS encrypted data transmission stream in Tencent network, which can effectively realize accurate classification
of the website HTTPS encrypted traffic.
Keywords HTTPS.SSL/TLS,Encrypted traffic,Decision tree.Classification
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Table 1 Parameter settings

Parameter Description Settings
criterion HAE B 4F AR entropy
splitter B AE X 4 5 B best
max_features X| 4 0 R Y R A B AE None
max_depth e S KR E 7
min_samples_split WX R DA 2
max_leal_nodes EAFTFFEK None
class_weight EX R & None
presort HERETHT False
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Fig. 3 Bypass mirror port settings
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Table 2 Network flow number of each type of module and its
proportion

Type Num Percent/ %
Ent 578 15.072
Fashion 717 18.696
Finance 834 21.730
Military 470 12. 256
Sport 500 13.038
Tech 736 19.192
Total 3835 100. 000
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Table 3 Network flow attributes and descriptions

No. Attribution Description

1 frame_time_delta Time delta from previous captured {rame

frame_time_delta
- - - Time delta from previous displayed frame

displayed
3 frame_len Frame length
4 frame_cap_len Frame capture length
5 tep_sreport Source port
6 tep_stream Stream index
7 tep._seq Sequence number
8 tep_nxtseq Next sequence number
9 tep_ack Acknowledgment number
10 window_size_value Window size value
11 window_size Calculated window size
12 initial_rtt Initial Round-Trip Time
13 tep_payload The length of TCP payload
14 record_length The length of record
15 app_data The length of application data
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Fig.4 Line chart of accuracy changes under stratified sampling
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Table 4 Precision and recall rate of each type of module on website

Type Support Precision Recall
Ent 102 0.85 0.70
Fashion 173 0.90 1.00
Finance 162 0.82 0.88
Military 93 0.96 0. 80
Sport 110 0.98 0.85
Tech 127 0.86 0.98
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