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New Approach for Graded and Classified Cloud Data Access Control for Public Security Based on
TFR Model
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Abstract In recent years,the development of big data for public security is accelerating. The unified construction of public securi-
ty data centers around the country has brought about high centralization of sensitive data,thus the risk of leakage of information
regarding national security and illegal use of personal information is sharply increasing. On the basis of traditional data security
protection methods such as data encryption and role-based access control, this paper presents a new access control model based on
data grade and classification. Based on the grading and classification of data sensitivity,personnel and data, this model can achieve
hierarchical control based on the level of data table,data field and data record, which is helpful to achieve precise access authoriza-
tion control of grading and classification for sensitive public security data with higher flexibility and finer granularity,and can be
effectively applied to the construction of data access security control system of modern big data cloud platform for smart public
security. This model has been applied to the construction of smart public security in some areas and has achieved satisfied results.
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Table 1 Five data sensitivity grades defined by GB/T20271—2006
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Table 2 Three data sensitivity grades in public security
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Table 3 Classification based on information attributes
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Fig. 1 Schematic diagram of TFR access control system initialization
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Fig. 2 Relations among cloud platform access authorization system

modules
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