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Network Nearest Neighbor Intrusion Detection Algorithm Based on Adaptive Convolution Filtering
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Abstract The intrusion of the nearest neighbor routing nodes in the deep wireless sensor combination network has the
characteristic of fast load variation,and it is difficult to effectively identify the types of attacks and abnormal network
behavior. Therefore.this paper proposed a network nearest neighbor instrusion detection algorithm based on convolution
filtering. Network traffic is collected in deep wireless sensor combination network,and network intrusion signal model is
constructed. Energy density and attack strength of network intrusion signal are analyzed in terms of time and frequency,
and blind source filtering and abnormal characteristic extraction of network information are achieved by constructing an
adaptive convolution filter. Joint time-frequency analysis method is used to estimate the spectrum parameters of network
intrusion feature neighbor information,and intrusion detection of wireless sensor network is done according to the ab-
normal distribution of spectrum features. Simulation results show that this method has high accuracy for network intru-
sion detection,has high recognition ability and generalization ability for the unknown network traffic sample sequence,
and is superior to HHT detection method and energy management method.
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FT IR 3 4581, SR T AR SC 5 vk i A7 ) 246 A% Han B4 1Y A 3 E
B RIE P A RIS BR T e . TR AR AT AR AR
PRI 2530 48 AR FRAE AR B R332 i AR A 4 TR
3T AR SCO7 35 20 AT 9 285 30 48 A AR O 030 335 4R E 2 R
A 7 A 08 T AR B0 Bl S R P SR A R ST I A A
GUESE '

100 //rf"//i./_j;—:%

90

80
& —e— AKXk
M 60 —+— HHT
B 5 —v— feEEE
g 40

30

20

10
-0 8 6 -4 -2 0 2 4 6 8 10
SNR/dB

B 5 kB XS

Fig.5 Comparison of detection performance
GERIE N TR XL R B R 4 SR AT R

4 A 0 SR BE 7 B — il T N s AR B A I 45 G 48 AR
RGN0 o AR B2 T 2 A SRR A 5 IO 45 Ay A1) A5 A 0 5k 14 152
T 70 A i 5 T8 AT I 266 0 e SR AR R R R 25 AR A 5 A
R 7 W () RO B 2347 0 2 AR A 5 Y B ik 5 3 F 0 o iR
JEE SRR AL S, A 3 A AR R A R AT 0 45 A% i fE R Y
TR 8 D S AR 2 5 SR B BN 23 A O T R AT I 4%
AT AR IE A B BB 2 B A 0 O AR R R AIE A 7
AT LB 43T A8 AARAG I . S A SR AE WL BEAT R 4% AR
RGN F 5 A S % 9 9 0 550 X SR Y ) % U AR AR T )
BA e i1 50 B J1 Mz A BB I, LT 4R AE O R 1 Rk
B,

& % X #

[1] LIH,QIAN C J,SUN L Z.et al. Simulation of a flexible poly-
mer tethered to a flat adsorbing surface [J]. Journal of Applied
Polymer Science,2012,124(1) :282-287.

[2] ZHAO X J,SUN Z X, YUAN Y. An Efficient Association Rule
Mining Algorithm Based on Prejudging and Screening[J]. Jour-
nal of Electronics & Information Technology, 2016, 38 (7):
1654-1659. (in Chinese)

R 2P PNRIAR L R B T I O SO Y o RO 1B B U 4% 4 4 vk
(7], B F 515 B 447, 2016, 38(7) : 1654-1659.

[3] WANG S,ZHAO B F. Network Intrusion Detection Based on
Fuzzy Data Mining and Genetic Algorithm [ ] ]. Computer
Measurement & Control,2012;20(3) :660-663. (in Chinese)
R TURE Y T ROM B 42 4T 354 B T 1 I 2 ARG DN
ARLIT S HLIAE 5 #2012, 20(3) :660-663.

[4]

CECI M,MALERBA D. Classifying Web documents in a hierar-

P————

) . %ﬁﬁﬁi

Bt St

chy of categories:a comprehensive study[J]. Journal of Intelli-

gent Information System,2007,28(1) :37-78.

02 04 06 08 1
t/s

4 PEGE S8 AR I A8 2 A 1) S T 4 2R
Fig. 4 Spectrum parameters extraction results of network

nearest neighbor intrusion

TR AR SO W R RE L f S A5 HHT A
B39 LR Sk 5 SRS I 7 VR R AT X LG L A5 B0 4 A 0 P Rt 2k A
5 s o ST A L AR SCT5 1 BEAT AR AGHIN 114 Al 3
PUT 4L BE T B X A 0BG ) 26 070 &k A AR 7 51 B AR AR AE L
A B R RE I Rz AL RE T .

(5]

[6]

ZHANG W M,CHEN Q Z. Network Intrusion Detection Algo-
rithm Based on HHT with Shift Hierarchical Control[J]. Com-
puter Science,2014,41(12):107-111. (in Chinese)
FE L WRPCEE. BIA R RS i3 I o 0 T 2% A 1R HH'T A6 3%
B A PR, 2014,41(12) :107-111.
CHEN H,WAN G X,XIAO Z J. Intrusion detection method of
deep belief network model based on optimization of data pro-
cessing[ ] ]. Journal of Computer Applications, 2017, 37 (6):
1636-1643. (in Chinese)
BRI, 7135 1 A0 i 1010 A 5000 Ak 0 1 R 1 I 4 A A
M AR I D5 i L) ] T ST AL . 2017,37(6) : 1636-1643.

(T 4% 189 7O



587 H

B L5 FE TR M) A Jaccard AR E AL

189

P A A) - o i 1) 1] Sk E AT S K UG I, AH BLEE & T 2L B B fH o
PR AR Sy 33 T A S8 4] 1 SC ) T I 28 4 S 478 ) 1 AH A
BE . ASCTER SRS Bl i T T S R R E RS
SN Jaccard B4k 4T T X b, DT UE B T B8 Bk 19 A A1
PE . AR 35 AR i SCSCAS B AE R BE TSR T T R ROCR AT AN
RN ] A5 3 — (5 =5 51 a0 H SR ) o, DL R an far
T ) 4 5 ) T R AR TR R AR R AL 4 A R R 4 T SCSCAR AR
BUEETHE R ROR AT T — 2 TEME A

% X

[1] ACHANANUPARP P,HU X,SHEN X. The Evaluation of
Sentence Similarity Measures[ C] // International Conference on
Data Warehousing and Knowledge Discovery. 2008:305-316.

[2] METZLER D,DUMAIS S.MEEK C. Similarity Measures for
Short Segments of Text[ C]// Advances in Information Retrie-
val,European Conference on Ir Research (ECIR 2007). Rome,
Ttaly,2007:16-27.

[3] LI Y,MCLEAN D,BANDAR Z A.et al. Sentence Similarity
Based on Semantic Nets and Corpus Statistics[J]. IEEE Tran-
sactions on Knowledge & Data Engineering,2006,18(8):1138-
1150

[4] AGIRRE E,ALFONSECA E,LACALLE O L D. Approxima-
ting hierarchy-based similarity for WordNet nominal synsets
using topic signatures[ CJ// Proceedings of Gwe. 2004,

[5] ZHANG H J,WANG G S,ZHONG Y X. Text Similarity Com-
puting Based on Hamming Distance[ ] ]. Computer Engineering
and Applications,2001,37(19) :21-22. (in Chinese)
A E L B A B DU S Y SO AR (L
TRHL TR 5 R, 2001.37(19) : 21-22.

[6] GUO Q L,LI Y M,TANG Q. Similarity computing of docu-

R

ments based on VSM[]]. Application Research of Computers.

2008,25(11) :3256-3258. (in Chinese)

SRPR Bk, 2% H Mg, 5 B, JE T VSM I SCAR AH L

(10, 5 HLBL RS ,2008,25(11) 1 3256-3258.
[7] LIAO K J,YANG B B. Similarity Computing of Documents

RGRICRTIE

(8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

Based on Weighted Semantic Network[ ] ]. Journal of Intelli-
gence,2012,31(7):182-186. (in Chinese)
BB WM. B T SO SCAS A UL
M. 2012,31(7) ; 182-186.

LIAO Z F,QIU L X,XIE Y S,et al. A Frequency Enhanced Al-

SRR SELT].

gorithm of Sentence Semantic Similarity[ ] ]. Journal of Hunan
University(Natural Sciences),2013,40(2):82-88. (in Chinese)
B TS  BRTHE  WE LL, A5 L — R R Y OR 18 O SO B T
BELTD. T R 22240 CH AR BE 24 AR . 2013, 40(2) : 82-88.

LIAO ZF,ZHOU G E,LI ] F,et al. A Chinese Short Text Simi-
larity Algorithm Based on Semantic and Syntax[]]. Journal of
Hunan University(Natural Sciences) ,2016,43(2):135-140. (in
Chinese)

BT L A L AR AR B A D SORE SO T VR TR SO L Tk
(I, W R 24224 CH AR 22 D . 2016, 43(2) :135-140.
BENGIO Y,SCHWENK H,SENECAL ] S,et al. A neural
probabilistic language model [ ] ]. Journal of Machine Learning
Research,2003,3(6):1137-1155.

COLLOBERT R, WESTON J,BOTTOU L,et al. Natural Lan-
guage Processing (almost) from Scratch[]]. Journal of Machine
Learning Research,2011,12(1):2493-2537.

MIKOLOV T,SUTSKEVER I,CHEN K,et al. Distributed
Representations of Words and Phrases and their Compositiona-
lity[ J]. Advances in Neural Information Processing Systems.,
2013,26:3111-3119.

HUANG E H,SOCHER R, MANNING C D, et al. Improving
word representations via global context and multiple word pro-
totypes[ C]// Meeting of the Association for Computational Lin-
guistics: Long Papers. 2012.:873-882.

NG J P, ABRECHT V. Better Summarization Evaluation with
Word Embeddings for ROUGE[ C] // Proceedings of the 2015
Conference on Empirical Methods in Natural Language Proces-
sing. 2015.

KUSNER M J.SUN Y.KOLKIN N I,et al. From Word Embed-
dings to Document Distances[ C] // International Conference on

Mechine Learning. 2015:957-966.

(E#H 157 T

[7] LI F,WU C M. Research on Prevention Fluctuation Control
method of Network Intrusion Based on Energy Management
[J]. Computer Simulation,2013,30(12) :45-48. (in Chinese)

R, S ] BT AR G B A I 45 A AR BT I B R O ik Y
[J0. HEHLOT E,2013.30(12) :45-48.

[8] DENG Z H,CAO L B,JIANG Y Z,et al. Minimax probability
TSK fuzzy system classifier: A more transparent and highly in-
terpretable classification model[ J]. IEEE Transactions on Fuzzy
Systems,2015,23(4) :813-826.

[9] HESS R A. Aircraft and rotorcraft system identification-engi-
neering methods with flight test examples[ ] ]. Journal of Gui-
dance, Control,and Dynamics,2013,36(4):1249-1250.

[10] ZHANG H B,HE Q B,KONG F R. Stochastic resonance in an
underdamped system with pinning potential for weak signal de-
tection[ ] ]. Sensors,2015,15(9) :21169-21195.

[11] WANG H X, WANG S Y, WANG X, et al. Analysis of LFM

[12]

[13]

[14]

signals and improvement of IFM system[]]. Acta Armamenta-
rii,2014,35(8) :1193-1199. (in Chinese)

FHbR, B, EAL GEL BERNUIE R S 1 MR UE S T &
ek []]. JE T2 42, 2014,35(8) :1193-1199.

MAHBOUBI H, MOEZZI K, AGHDAM A G,et al. Distributed
deployment algorithms for improved coverage in a network of
wireless mobile sensors[J]. IEEE Transactions on Industrial In-
formatics,2014,10(1) :163-174.

MAHBOUBI H. Distributed deployment algorithms for efficient
coverage in a network of mobile sensors with nonidentical sen-
sing Capabilities J]. IEEE Transactions on Vehicular Technolo-
gy.2014,63(8) :3998-4016.

DAI W. Application of Intrusion Detection Technology in Net-
work Security[ ] ]. Journal of Chongqing University of Technolo-
gy(Natural Science),2018,32(4):156-160,185.
AR ARSI B A AE W 46 22 4 v i o LD . 28 BR 38 1K 4%
e CHRREE) ,2018,32(4) :156-160,185.

(in Chinese)





