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Abstract Hitherto,a centralized management mode is prevalent in Automobile Supply Chain System (ASCS). The difficulty in
data exchange and the information asymmetry between enterprises,nevertheless,are leading to a low efficiency in such system.
Furthermore, critical question of trust is also raised due to the opacity of information. For these reasons,inspired by the emerging
blockchain technology,a novel distributed blockchain—based ASCS with Hyperledger Fabric as a development framework is de-
signed to provide secure and trusted transaction services for mutli— party enterprises. The proposed system is provided with a se-
ries of advantages,such as access control,Data transparency, traceable and non—modifiable. In addition,a multichannel architec-
ture is devised to realize the privacy isolation in enterprise collaboration. In this paper, firstly, the experimental environment is
constructed by utilizing the docker technology,and then the functional interface is tested. Finally, the feasibility of the proposed
system is verified by analyzing the throughput performance. This paper introduces the model of “blockchain—+",which provides a

new idea for the upgrading and transformation of traditional automobile supply chain.
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Fig. 2 System architecture
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Table 5 Interface of smart contract
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userRegister P A
userDestroy ik
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queryUser HFrPEREH
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CC_pravite. go B 17 TEFAA MIE F , INAFLF il I B peer
A DA AR T EAE B BRI 55 LA B R A SRR A A
AR EOE Sk A . CC_public. go iz 7 78 2 338 1 o,
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Hil A :assetname,assetid,ownerid, Asset informations

i 4 1if success,return transaction data else throw exception

Begin:

1. if assetname or assetid or ownerid is empty then

2. return Error(“invlid args”) ;

3. else:

4 get userbytes by GetState and constructUserKey function;

5 if userbytes is empty then

6. return Error(“owner not found”) ;

7 else:

8 Get assetbytes by GetState and constructAssetKey function;
9 if assetbytes is not empty then

10. Return Error(“asset already exist”);

11. else:

12. Add asset information to constructAssetKey(assetid) ;

13. Update user information, add new assets to construc-

tUserKey(ownerid) ;

14. Update asset change record;
End
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R AP P
Hik2 Wirxh
i A :ownerid, assetid, currentownerid
i 4 1if success,return transaction data else throw exception
Begin:

1. if ownerid or assetid or currentownerid is empty then

2. return Error(“invlid args”) ;

3. Else:

4. get originownerbytes by GetState and constructUserKey func-
tion;

5. if originownerbytes is empty then

6. return Error(“user not found”) ;

7. Get currentownerbytes by Getstate and constructUserKey

function;

8. Else if currentownerbytes is empty then

9. Return Error(“user not found”) ;

10. Get assetbytes by Getstate and constructAssetKey function;

11. Else if assetbytes is empty then

12. Return Error(“asset not found”) ;
13. EISC:
14. Instantiate and serialize orginownerbytes object;

15. Aidexist<false;
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Fig. 8 Impact of blockchain conditions

BEIRIE A CHE G IR R B TR B Y )
T B I 92 BT 2 T DX B B 97 B 6 TR R R B Rt
TP BRI A T 3 R L AR L R R SE B T 3 A Al T B R
Ao b FTE BB LU BRIAA [ i olk 18] 1 45 22 B A TE
IS WA Y AN AT BB B X e B SR X TR AR
S b A SCRT T 2l S5 L TN ol B RA B8 B B
B WA ZR G T T REST MRS 45k, h 2 7 H
FrUF ISR B A T REHE 1, R A R G AR kP RE
F7 R A M4BT B0 AE T T R ARG T AT

FAT, i 5 R g8 RO TR OLER I vh kAT SE 86 36 0iE L O R
BEATE B LR R E R IT R . FEA S
LAREEA b T — 20 AR gk 2 58 35 IR R 48 (9 A O e — 4>
VB 5¢ # FY T 3t DL, % eSSk R AT IR 5 R At 45

2 £ x o

[1] SUNGBAE K,TAESOO M. [IEEE 2016 49th Hawaii Interna-
tional Conference on System Sciences (HICSS)-Koloa, HI, USA
(2016. 1. 5-2016. 1. 8)] 2016 49th Hawaii International Con-
ference on System Sciences ( HICSS)-Supply Chain Integration
and Collaboration for Improving Supply Chain Performance: A
Dynamic Capability Theory Perspective[ J]. 2016:307-316.

(2] SR (1 0 4 A% T A5 0 U A i) 76 IX BB A SB[ D]. K% -
K& MR, 2017,

[3] MARODIN G A,FRANK,ALEJANDRO G,et al. Lean produc-
tion and operational performance in the Brazilian automotive
supply chain[]]. Total Quality Management &. Business Excel-
lence,2017:1-16.

[4] AZEVEDO S,CARVALHO H, VIRG'ILIO C M. Trade-offs a-
mong Lean, Agile, Resilient and Green Paradigms in Supply
Chain Management: A Case Study Approach[ M]// Proceedings
of the Seventh International Conference on Management Science
and Engineering Management Lecture Notes in Electrical Engi-
neering. Berlin: Springer, 2014,

[5] Zerif. BERLBESRAT T R F MO R E R ] AR LV E
18.,2016(1) :49-50.

[6] F . AR 52 o4k i 6 4 40 20 0 0F 58 [T . BF4E %R 2018,
509(8):251-253.

(7] Zhuevl . Dhae, 43 W {3k 1 % v XUEE 70 B 250 L B 10 € s BfF 5%
[I7. BART S Tl ,2016,37(11) 1 34-35.
[8] SkFEFH. LY AR VA Z MR 554 BAF 52 [ D], 74 % . 74 % Bl

kK2, 2018.
[9] HBEZ. AR ARG R S REEITID]. mHK. K
K2,2011.

[10] HARSASI M. The impact of supply chain management practices
on competitive advantage[ ]J]. International Journal of Economic
Policy in Emerging Economies,2017,10(3) :240.

[11] KIM H M, LASKOWSKI M. Towards an Ontology-Driven
Blockchain Design for Supply Chain Provenance[ J]. Intelligent
Systems in Accounting, Finance and Management,2018,25(1):
18-27.

[12] A a35 INGE R0 VE R T X M i o AR 199 T 15 3 o 28 38 7 5% 1%

BoFa il B2 5XK . 2018(5) :21-31.

[13] sk, #F Hyperledger Fabric i X B85 1 &R 48 = R 55 1k
[D]. 2018.

[14] YANG Z,YANG K,LEI L,et al. Blockchain-based Decentra-
lized Trust Management in Vehicular Networks[ ] ]. IEEE Inter-
net of Things Journal,2018,6(2):1495-1505.

[15] NAKAMOTO 8. Bitcoin: A peer-to-peer electronic cash system
[OL]. http://bitcoin. org/bitcoin. pdf.

[16] 5, £ K KRgEHERLRICR S REL] AI¥iR,
2016,42(4).

[17] CHRISTIDIS K,DEVETSIKIOTIS M. Blockchains and Smart
Contracts for the Internet of Things[J]. IEEE Access.2016,4:
2292-2303.

[18] WANG S,OUYANG L,YUAN Y.et al. Blockchain-Enabled
Smart Contracts: Architecture, Applications, and Future Trends
[J]. IEEE Transactions on Systems,Man,and Cybernetics: Sys-
tems,2019:1-12.

[19] ANDROULAKI E, BARGER A, BORTNIKOV V,et al. Hy-
perledger Fabric: A Distributed Operating System for Permis-
sioned Blockchains[ C] // Proceedings of the Thinteen EuroSys
Conference,2018:1-15.

[20] TSAI W,BAI X,YU L. Design Issues in Permissioned Block-
chains for Trusted Computing[ C]// 2017 IEEE Symposium on
Service-Oriented System Engineering (SOSE). San Francisco,
CA,2017:153-159.

[217 SOUSA,JOAO,BESSANI A.et al. A Byzantine Fault-Tolerant
Ordering Service for the Hyperledger Fabric Blockchain Plat-
form[C] // 2018 48th Annual IEEE/IFIP International Confe-
rence on Dependable System and Networks(DSN). IEEE,2018.
51-58.

[22] THAKKAR P.NATHAN S.VISHWANATHAN B. Perfor-
mance Benchmarking and Optimizing Hyperledger Fabric Block-
chain Platform[ C]// 2018 IEEE 26th International Symposium
on Modeling, Analysis, and Simulation of Computer and Tele-

communication Systems(MASCOTS). IEEE,2018:264-276.

LIN Xu-dan, born in 1994, received the
B. S. degree. His research interests in-

clude edge computing and blockchain.






