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Authentication Protocol for Smart Meter Based on Quadratic Residues
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(School of Electrical and Electronic Engineering, North China Electric Power University,Baoding, Hebei 071003, China)
Abstract Only little memory in RFID tag is available for security problems under the stadard of EPC Class 1 Gen-2.
Therefore. this paper proposed a RFID authentication protocol based on quadratic residue property. The protocol gua-
rantees the forward security and anonymity of the tag by presetting the hash value of a smart meter ID in the reader and
tag,and validates the identity of the tag by quadratic residue property. Then BAN logic theory is used to prove the secu-

rity. Compared with the other two kinds of smart meter authentication protocols, this protocol has low complexity and

can resist many kinds of attacks.ensuring user’s privacy and security.
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Structure of smart meter information acquisition system
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Fig. 2 Authentication protocol based on quadratic residual theory
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Table 3 Performance comparison of proposed protocol

and other protocols
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