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Abstract In the process of format inference of unknown binary protocols,a large amount of prior knowledge is often introduced,
the experimental operation is complex and the accuracy of the results is low. For this reason,a method that requires less artificial
setting of parameters,simple operation and higher accuracy is proposed to infer the unknown binary protocol format. The prepro-
cessed protocol data is clustered hierarchically,and the optimal clustering is obtained by using CH (Calinski-Harabasz) coefficient
as the evaluation criteria. Through the improved sequence comparison of the clustering results, the protocol data sequence with in-
terval is obtained,continuous intervals are counted and merged to analyze protocol formats. The experimental results show that
the binary protocol format inference method proposed in this paper can infer more than 80 % of the field intervals in the unknown
binary protocol. Compared with the format inference method in AutoReEngine algorithm,the F1-Measure value of the proposed

method is improved by about 30% as a whole.
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Fig. 1 Flow chart of binary protocol format inference
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