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Database Anomaly Access Detection Based on Principal Component Analysis and Random Tree
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Abstract As a platform for data storage and interaction, database contains confidential and important information, making it a
target of malicious personnel attacks. To prevent attacks from outsiders,database administrators can limit unauthorized user ac-
cess through role-based access control system, while masquerade attacks from insiders are often less noticeable. Therefore, the re-
search on database anomaly detection based on user behavior have important practical application value. A user anomaly detection
algorithm PCA-RT based on Principal Component Analysis (PCA) and Random Tree (RT) is proposed for the anomaly detection
of database user access behavior. Firstly,users’ profile is constructed according to the characteristics of the query submitted by
the users,then the principal component analysis is applied to reducing the dimension of the users’ profile and feature selection.
Finally,random tree has trained anomaly detector. The experiments,based on dataset constructed according to TPC-E,which is a
new generation of database performance evaluation standard issued by TPC (Transaction Processing Performance Council) , show
that the user profile and PCA-RT are fast and effective for anomaly detecting of database user access behavior. PCA algorithm re-
duces data during data preprocessing up to more than 35%. The accuracy and recall of PCA-RT algorithm are improved by
1.78% and 9. 76 % respectively. It is proved that the construction method of user profile vector and the PCA-RT algorithm are
effective for anomaly detection of user access behavior in TPC-E database.

Keywords Anomaly detection,Database security, TPC-E, User behavior profile, Principal component analysis, Random tree algorithm

T ZW 5.3 TR AR 2216 JEHCE Mk F ST 00T, T
2018 AF AT T 45 11 Bt A . SRR Y

BEEBARAE IR o SRS MO E A AL S 28 WM bR Ok A Al s 2 S PR L F b L BT O T Y N
)R 1 . 2019 4F 4 BROBCHE M 2R B9 SF 3 RA 392 T B B M ST T AR Sk T 51 A BN 5 L o R S A Y
STt B 8 Y SR R ZRERY . Verizon 3@ i Xt 65 A4S 5620, PR B R TR 25 B B B AR 24 5| S B K it B —

Ff5 H M .2019-08-13 3R 4& H #1.2019-10-22 ASCE A TFHRRE R COSID) 3§ F#_E 77 — e JaRsh EH 8 .

He T - [ FR R A B2 F] SR I H (5700-201972227 A-0-0-00)

This work was supported by the science and technology project of State Grid Corporation of China (5700-201972227 A-0-0-00).
WAEVEH : T (wangxuren@cnu. edu. cn)



2R A BT PCA I BE AU B 5500 A S5 4 1 TR A

95

MXELB AR, SERHEWLTHRE., MEER. AF
68 %4 4 BUHE Tt 78 72 & A J5 LA B AT R g 884

BR AR D AR R PR A R R AN R 0
TG %G B I 2 4 5 b 32 AR T Bl K B E ) 45
2T X S R 4658 A BT AL C T SR, A B A
B 7 )AL BR 7 0 BOHE PR R AT 48 A 1 i B R B R
A P O Y S T R R B NSRS, AR SR IR T
— 3 2 A3 S AT N B AILART ) B TR R P T R R
WJ7 3k PCA-RT, IR I g5 45 b #1PE g 03 25 B 45 7 o 2 19
FRifE TPC-E D EHE 2 A Sy 552 06 400808 48 %o LR A7 PR AR 1T

ASCHS 2 1 A BRI A A O AR E 3
WA PCA BE MBI B % 55 4 Wil T PCA-RT &
T R H R 2R G RO S5 R R S HE B B 5 5 IR AR & TPC-
E BT /9 5030 48 o 45 R0 U 1e] B0 T 2R G i AT Ol B R B
FEE 45 6 T LR A BT PCA-RT BB (1 5200 45 50 B 5 4%
&3,

2 MXIE

S T XU IR B PR 0 R P R AT A R, — B 2 5 X IR
4 7 [l A BR 4 i ok 1 AT T Bk, o 4 AU BR 4 1 o ms B 5 £
P IAZ % f S R R P T REES 10T L3k AL PR s o O vk LB
B 12k B A8 TG 152 A (1) 3 75 B0t b 9 8 2 AR N B 2
W P A E S sk, B Lec " BURIZIEH ARSI AA
TR T 45035 Y iy T 5 (5 R D 580 42 0 B R b A e X B ai
JE S RN R A

Chung %M B I IF & T — Bl 8k 4 4 3R B A I & 55
DEMIDS, i% # e R 8 2048 7 B & 9 25 40 5 0 5 A il 3 )
(A ENT ST G =W P S (ST R AR P S Y L NP
FUES BRI R AE R TAREAT R IR SRR AR T —
T B AR 19 S5 R W A TR

Kamra S0 R 7 H & H 9 SQL i 4), 40 F % A 3
FlORL BE A8 1 P AT 5 8 o T AN R DLt B A Rk i i R
G AR A 5 H G I T P R A A O ) R R A5 L K B
R HE P B Bh e S

53CHERL13 T 19 07 A1 EE . Mathew!™ ™ 5 45 1 15 4 (1 1R
[l 28 S AE S F P AT R R AT L ) 2 1) 25 5 00 48 11 Re AF 44 3
FUAT R 56 B8 5 4 R TR R 00 B 4 28 0k A0 R M A 22 11 R
VAR R S H KR . K R R AE $2 U K 4G A B S TR
JUA I F v TR 2 R S A A I ) b TR TT LA K
oA P e thke R . (R il T A WA R AR B
FUABE e R R 6 AR AE S 4 3 P A AL 18 28 14 A TR, P
W HAN A BCRBAR .

Sallam 250506 25 100 15 ) /Y 15 5 45 0 R 25 3R 45 SR 45 A A
— AL BT A P AR L 4 R B AN 26 DL T A 2 RN 2 AR
B4y ZE AN T H R AR A SR O IR T R A A5 R
B 45 T G5 T ARRAE  ASORE 25 00 25 SR A B0 o5 R A 9 3R Y B A
A —TRFAE A P AT R E .

Ronao %5 T &%t 25 ¥ 2 2% A9 B 2 A ) 18 A 4R B — Fp
HHRLRE AAT R 5 R £ 7 1k e R U b AN kL SR i
FA PCA Xt BT 4 J& M 3k A7 e 2 Jc ) (8 F B BLARE 43 2 1 1 i 3
FR A . KD TR TE A R P AT O B G 8 45 1 1 4

HZEAME Ty — R AE 380 TS Y SRR B

ASSCHR B T IS8 43 BT R B AILARY 84 AR PR S s 1)
S PCA-RT 8 PCA X P A7 S %8 6 1) ek 0 A7 e 4 L 4
JE T YIRS 18] 5 () e SR T BE AL AR 0 3k I G S5 A 000 A6 28 L A 45
R v T ARG I AR R

3 MHXEHEE

3.1 ERSHW

PCA (1) 32 % JEUREUZ DA 06 2008 19 n 4 1) £ 25 () v 4R 1S &
<m) T AL bl . L, 357 A br il 2 0] B 0 1E 28 B 5
WEIRAFE B VI R R FERA o GE50E S Al b, EH i
WA & 4 Ry 7 25 00 k ZERRAEDT . PCA 76 2 BRI H iy
VR 32520« 0 B0 190 Ak B B B b D 0 1 22 2 1) ek R AT R
A TR RAIE AR B K B /N AR OO A5 B — 2 A 1

WA m % n 4500, PCA Bk BHAR NS £ 4 F K
o3 HABBRINT .

DB IR A A A m AT 0 FI B AERE X

DM X B 1M . & 5 R I0 R 8 5 ik
ZHNE B X s

3R P AT C= XL X

DR T 22 C Y R AR R A A A X S A
fiE [ &

5) 44 RR AL [t AR Al R AT 1B A B0 /N 19 0 4 5 HE 371, B
i & B R HEE P

6)Y =X, P B A X [ 2] £ 45 50 .
3.2 BEMLH

BE DL 2 e S AR B 0 — b B Y, PR R Bk
R JE —Fh AR S RO 3 2 2 L R A SRR vh i )2 1Y
B2 — PRSI AL b — R 4G 3 AP IR R
TR DM A BRI B AL, PR SR AR Bk 1) DG B AE T A el AR AR
AR 1) 3 R 3 5 e A 0 K00 40 MR O T AN . AR R T
BEARE R R, P SR A% B 1% 43 ID3, C4. 5, CART 4§, 1D3,
C4.5,CART Bk Il 5 B4 45 5 B 25 1L BB 48 2K
V5 T P B A 7

WINGRARE DA n K Cee=1,2,.n), H P R AE
A m AARFEHEAE (ar a0 va, b RIBFEAE A B9 HUE AT
WBARAE D 2153 m A~FHEA(D Dy, D, } o FHE A BIE
B GD,AE LR

G(D,A)=H(DI|A) (D
Hop, HD) R B4R 42 D (W0 FH ke i 12 J t: BBU(E 19 AS o
B g h .
1G]

. xh |(:b‘
H(D)= %ﬁiD log, D (2)
i H(D|A)FR B A X ER 5 D ) 5 CF 1028 -
H(D\m:é%mm (3)

PSR R S T R PR R R B 2 R P A S
MBI AR . MY Rk TR R P R
PEVERETT 2R DT A M R AR M O O B AL I e
BT EIAE I A . MR T IR B LR Bk i B
i ()4 ELAS 2 it Bl s AR .



96

Com puter Science T HMLE2:  Vol. 47,No. 9, Sep. 2020

4 ETFPCA-RTEEHERERNERS

T PCA-RT B ik 1Y 5 8 K I 2 40 10 2 IRk 45 4 4 &) 1
FioR . 25000 ARG AR 4> R YN 26 R0 3 w4 B B

FiE A HAER T RFPAA PCA
8 E
v
SQL ==
e VR
A P HFAE R B PN PCA

K1 3T PCA-RT Bk ARG LW
Fig.1 PCA-RT system architecture
UEN e S
DX diit BT md s, KRG H EE MM
J AR R
2) H& B 100 B8R 1 KR AE A8 P AT R B0
3FIH PCA B P B9AT S %6 B ) dt 64T PR 2 75 5]
R4k 0% B P AT Sy 6 G 1o
A FIT B ATL RS 8 3k % I R 830 6 A7 11 25, 15 3 S5 o8 A
R,
W B BE R 25 B0 R
1R FH P 38 52 0 A i AT AL 3
2) 3 WA B0 19 AR AE 45 B RRAE ) 1
3 PCA B X I P 04T S % B ) St 647 B 4 75 3]
AR HE (9 I AT S 6 B 1]
A4 R AE 5 0 P AT S e S T et A R R A R o
745 30k I 25 5
5 H4 8 N0 235 SR A A e 7 s e AR IR S 8 Y I SR et
R R

5 ET TPC-E HEHEIEERFITAREBMRIE

SRR &y G R s et A B W O R W |
TPC-E S5 PEAE N L 0BG 45 . TPC FH 45 b #EfEth & 2
— A PR KRB T AR G R o Y R R 2 2, L
SE Y BT TE BOHE R SR R BB © A 2 ko T
TPC-EF J& TPC Hp 2 i 52 19 & 11 5F ST B AL 5 A B &R ¢
(OLTP R 50) 1Y 5o # v DL 55 [ 4] 230F 5 38 5y T A A5
B T 5 P B 248 B BT 53R 5 8 W 22 18] B 28 5 4 Ok L A ik
F A8 i) TR AE Gy AT S PR B A6 5 I 97 2 B8 23 AR 4 17 3% 78 4k
PATIE AT H ML i 55 B . TPC-E 15 12
L5 Ji 55 AR AE B 35 55 #0 A B O BT L B AT LUK 4% 2R 45
)& 2 BIE S TPC-E BI04 25 30 35 A 19 43 b 2%

5.1 ETF TPC-E #ERIBUIE £ HE

Fa 3 B 4 19 1% 4 — A AL B S U 4% Intel Core i7
CPU 3.60 GHz. N 7F N 8 GB Y 64 S & WL, B 1E B 5
CentOS 6.5, 250 iir FI 19 %408 5 o Mysql5. 6, % B T H
TPC #24t ) TPC-E MK T.H—% T Mysql 1 EGen-v1. 5. 1,

FIH TPC {2 48E B AR # TPC-E Bl & B 400 H 12 Fh

Lo Bss, h T AT A AL Oy ik i A R, R T
5 ORI TPC-E B S AF L 30 B 46 .

TPC-E FIHHIRE B KERRGLESA LS
TG 56 B K CAn o 4 0 25 55 552 5 TR B AT 55 ) L R R 22 4
W ALER T S A AR SC Y AE B 5 T 32 5 4 45 A0 WA Y BT
HCE P EIR A R BEESE 5 ) L PR A A O B % 2 5
FE AT EAR I P AL B AR 2. R 5 A B R Y
80 Y6 VE Jy U ZR B Him 4 I A 20 6 FE K 4R . U0 4 1 3L
oA smE 1 e,

# 1 TPC-E /=4 i 52 56 503 48

Table 1 Data distribution of five datasets of TPC-E
Datasetl Dataset2  Dataset3  Datasetd  Datasetd
Training Data _
86574 164290 246184 325165 401363
(Records)
Testing Data
21643 41072 61546 81291 100341
(Records)
Total 108217 205362 307730 406456 501704

5.2 APRITAREHE

B A v AL KR Y B8 A THDE D LB PR 5 R 4 41 4
4,38 3 BN 42 o B B S B 0 R AT R A LM B T AT
Sy B S 1)

i i V=(C,T,As, Ap , Ay, As) F R WA 1 71 42 HL
AR ERE . C R B M A2 A, T & R4
PR, Hm e R HKE BRI E T B R E . e T
5580 22 22 8] i B 2Ry s 2 A 0 P A B A SR e
PRI R 1, BB 0. As.Ap Ao FlA 53 5l Fm
A )T A AL AR R S Pk 1] AT R P ) HE S P )
AT E ) i, KRS 4R & B 4] WHERE 51 &%
o8 M AT B R i A 1A 51 S 1 8 5 HE R B 1 ORDER
BY 51 S0 R 448 15 GROUP BY 31 S E . & 4
ol i R 3 Tk S O R 1 R T 2 T K R Sy
AT BRFE N B ERE 2 A, X s 5 R P A B
S < e BEAT 1) T 5000 2 B U Sk ) e 2R AT A B A B
R RRMBELH ; 45 SR8 T M PR R EEE 4
TP AR R R Z R R N E R
1, wMEA 0,

HR4E TPC-E #3848 e P e 2 ), % 2 A0 P &
(Client) , 3% 3 N7 3 (Products) 3 4 5 TV [5] fE 2443,

#z2 HP®
Table 2 Clients’ table

c_ID c_name
#
2 cy
3 [
4 cy
£3 Mm%

Table 3 Products’ table

p_ID p_price
1 1
2 2
3 5
i 8



2R A BT PCA I BE AU B 5500 A S5 4 1 TR A

97

F4 MBI

Table 4 Vector representation
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Table 5

dimension reduction

Dataset 1  Dataset 2 Dataset 3 Dataset 4 Dataset 5

Original Size
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After Applying
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