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Overview of Deepfake Video Detection Technology

BAO Yu-xuan,LU Tian-liang and DU Yan-hui

College of Police Information Engineering and Network Security,People’s Public Security University of China,Beijing 100038, China
Abstract The abuse of deepfake brings potential threats to the country.society and individuals. Firstly, this paper introduces the
concept and current trend of deepfake,analyzes the generation principle and models of deepfake videos based on generative adver-
sarial networks,and introduces the video data processing algorithms and the mainstream deepfake datasets. Secondly, this paper
summarizes the detection methods based on the tampering features in video frames. Aiming at the detection of visual artifacts and
facial noise features in deepfake video frames, the classification algorithms and models related to machine learning and deep learn-
ing are introduced. Then,specific to inconsistency of time-space state between deepfake video frames,the relevant time series al-
gorithms and detection methods are introduced. Then, the tamper-proof public mechanism based on blockchain tracing and infor-
mation security methods such as digital watermark and video fingerprinting are introduced as supplementary detection means. Fi-
nally.the future research direction of deepfake video detection technology is summarized.
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Fig. 1 Deepfake video generation principle based on autoencoder
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Deepfake datasets

Datasets Number of true/false videos

link

UADFV 49/49
Celeb-DF 590/5639

FF++ 1000/1000
DF-TIMIT 320/640

DFDC 1131/4113

https://github. com/danmohaha/WIFS2018_In_Ictu_Oculi

https://github. com/danmohaha/celeb-deepfakeforensics

https://github. com/ondyari/FaceForensics
https://www. idiap. ch/dataset/deepfaketimit

https://www. deepfakedetectionchallenge. ai/
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Fig. 2 Extraction of facial key points
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Fig. 3 Eye color differences between deepfake faces
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Fig. 7 R-CNN two stream network detection method
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