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Abstract The certificateless cryptosystem solves the complex problem of public key certificate management in the traditional
public key cryptosystem and the problem of key escrow in the identity based cryptosystem. This paper proposes a certificateless
signature scheme based on the elliptic curve with no bilinear pairings. Under the assumption of random oracle model and the diffi-
culty of elliptic curve discrete logarithm.,by using the bifurcation lemma (the Forking lemma) , this paper proves that the scheme
can resist the attack of the first class of strong adversaries and the second class of adversaries. Then, the performance of the
scheme is compared with that of the other four certificateless signature schemes based on elliptic curve proposed since 2016, and
all signature schemes are implemented by C language,and the efficiency of all schemes is compared. The results show that the ave-
rage total time consumption of the proposed scheme is similar to that of Jia scheme,and compared with that of Hassouna scheme,
Zhang scheme and Karati scheme, the average total time consumption are decreased by 51.0% ,10.4% and 22.1% respectively,
which shows that the total efficiency of this scheme has some advantages. Finally, the signature scheme of this paper is applied to
the message authentication of Modbus TCP (Transmission Control Protocol) communication in distribution network. The securi-
ty analysis of the proposed authentication protocol shows that the proposed scheme can resist replay attack, camouflage attack
and man in the middle attack.
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Fig. 1 Modbus TCP packet structure of distribution network
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TEAE A5 %5 44 T 58 HEAT VR RE 20 BT 15 A LG, I Hrp Has-

souna ZEH [ R A Zhang ZEAG O AR T WL XL B
PLAE AT R0 L i) L 46 [ — 32 47 335 (CPU 24 Intel Core i7-
5500U@ 2.4 GHz, W17 4 GB(DDR3 1600 MHz) . & #:1F &
44 64 i Windows 10) T, #£ Microsoft Visual Studio 2010
F &4 L G—f FAiTE A BONEH % 9F & /) PBC JE IR
HCIBFRTIMI A ER TR &2 T 5 & 1y 3
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4.1 MHEESIT

K1 TASCRB M ICIEBZEXA T RS 2016 F LI
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FIPERE LLAC A o B R — IR R IE B, C RR —1K
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Table 1 Performance comparison of different schemes
i E 54 I B 3E B B
Hassouna %0121 gy 5 % B+C+E+M +H 4B+H
Zhang %113 gy o7 = C+M +2A+1+H B+3C+3D+2H
Karati 215ty 57 % C+2M +2A+1+H 3C+3D+2H
Jia %16 gy o7 = C+3M +2A+1+2H 4C+2D+2H
KX F % C+2M +A+H 4C+3D+3H

N 1 AT LA H AR SO AR5 4 o B M R A At 4
O R —E %, 5 E B B Hassouna 5572 1 )5 A
Zhang FE B — R 5 Karati 07 59 Jr M
Jia A0 (1 7 SR M BEAHIEL .

4.2 HEILR

G5 —{f FREHLAE R & S SRR Y 60 A
7 O R /Ky 480 bit) 1 0 R84 44 B B e, 43 9 43X 5
P4 24 07 BRIBAT 60 N4 2 V- B FERT VI TE - 4 RE B LA 2 DA
F G55 B0 S B 96 0 B B R O 2 O 1 SRR R L &R
BTN 2 mE 2 fis, MR 2 AAL AL RNELT
BIRAERT 29K 0. 095s, H b 28 2 B BT BIRERT 29 0. 015 s,
BER BEZY S 0.019s, 5 Hassouna 251 By 07 A0 1, A C
T 58 1 25 44 - 35 FE B R 58 91 SF B 1 43 s A T 29 63. 4%
155, 8% . FH MAERT A T2 51.0% . 5 Zhang AN
Karati %77 (1 5 ZEAH o o AR SCJ7 28 10 28 44 57 3 6 B R0 46 90F
BIREIT AL , 725 SFE R 2 B T 29 10 4% M 22. 1%, 5
Jia ZEDV I I R L AR ST E 0 & 4 T Y RE I 56 IE 7 Y RE
At 5 5 2y R RE R AR . FR T D L AR S SO H R R A A e
BT,
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Table 2 Average time-consuming comparison of all schemes
running 60 times
CHA] o s)
S &4 FH BiEFH FETFH
# it Bt %31
Hassouna 20121 gy 5 %= 0.041 0.043 0.194
Zhang %1% o7 % 0.016 0.020 0.106
Karati %150 a5 % 0.016 0.017 0.122
Jia 216 gy % 0.017 0.018 0.097
L 0.015 0.019 0.095
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Fig. 2 Average computation cost of proposed scheme and other

schemes running 60 times

4.3 HESEMNZLRE

B T AR BONEH 4577 4 1) PBC Ji 5L A SCEE 4407
ZM CHEFHLAEIT .
LT
element_init_Zr(r,pairing) ; //# IRk r HZs A R
element_init_G1(R, pairing) ; /¥ R 2 G iy &
CRm B Zs F G i il 728 ek A (AR 2278 PBC FE b ) 2 4k iX
HA B
element_random(r) ;//BHEALEH r
element_mul_zn(R,P,r);//i % R=rP
element_to_bytes(R_bit,R) ; //¥ R F AL N F 57, T [
element_to_bytes(Q_bit, Q) ;//F4F i1k
streat(m_ID_R_Q.1D); / /¥ {5 8 m 5 1D Pf4%, T IF
streat(m_ID_R_Q, (const char * YR_bit);//Pf
streat(m_ID_R_Q, (const char * )Q _bit);//Pf
element_from_hash(h3,m_ID_R_Q,strlen(m_ID_R_Q));//3% hs
element_mul(t,h3,x);//3 & hsx
element_add(t,t,r);//3H5 r+hsx
element_mul(t,t,y);//35 t=y(r+h;x)
/ /B2 £
element_set(R_v,R);
element_set(t_v,t); //HiFEH R HNE 4 (R, 0
element_to_bytes(K_bit_v,K);//F4F ik
strecat(ID_K_v. (const char * YK_bit_v);//BF4E
element_from_hash(hl_v,ID_K_v,strlen(ID_K_v));//i 8 h
element_to_bytes(Q_bit_v,Q);//F H i 1k
streat(ID_K_Q_v. (const char ¥ YK_bit_v);//PFiE
strcat(ID_K_Q_v. (const char * )Q_bit_v);// Bt
element_from_hash(h2_v,ID_K_Q_v,strlen(ID_K_Q_v));//i1 % h,
element_mul_zn(P_left,Ppub,hl_v) ;315 hi Py,
element_add(P_left,P_left,K);//iF5H K+hi Pu,
element_mul_zn(P_temp,.Q.h2_v);//i# h,Q
element_add(P_left,P_left,P_temp) ;
//FE K+ P, +he Q
element_mul_zn(P_left,P_left.t v);
/ /i t(K+hi Py, +he Q)
element_to_bytes(R_bit_v,R_v);//F 4k
streat(m_ID_R_Q v,ID_v);//BFE
strcat(m_ID R_Q _v.(const char * )R_bit_v);//$f#2
streat(m_ID_R_Q_v, (const char * )Q_bit_v);//Pf
element_from_hash(h3_v,m_ID_R_Q_v,strlen(m_ID_R_Q_v));
//it %y
element_mul_zn(P_rignt,Q.h3_v);//3+% h;Q

element_add(P_rignt,R_v,P_rignt);//3 5 R+h;Q
boolisVerify=1 element_cmp (P_left, P_rignt);//%iF %5 t (K +
hi Ppus +he Q =R—+hs Q. 4R B MR /R AE =Ry 1. /W R 0,
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IR B data | ID || T rh, B 20 2R X0t 4 0 42 i s o 58
HIf & 326 i R 3% 3o 0 4R SCHEAT B A IR, 3% 4 SC TG ik a4
AL ity ) 365 TAF b A IR0 RT DAHE AT T B
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