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Abstract Nowadays, various families of malware use domain generation algorithms (DGAs) to generate a large number of pseu-
do-random domain names to connect to C&.C (Command and Control) servers,in order to launch corresponding attacks. There
are two existing methods to detect DGA domains. On the one hand.it is a machine learning method based on the randomness of
DGA domain name to construct artificial features. This kind of algorithm has the problems of time-consuming and laborious artifi-
cial feature engineering and high false alarm rate and so on. On the other hand, LSTM,GRU and other deep learning technologies
are used to learn the sequence relationship of DGA domain names. This kind of algorithm has a low detection accuracy for DGA
domain names with low randomness. Therefore, this paper proposes a domain name generic feature extraction scheme,establishes
a data set containing 41 DGA domain name families,and designs a detection algorithm based on artificial features and depth fea-
tures that enhances the generalization ability of the model and improves the identification types of DGA domain families. Experi-
mental results show that DGA domain name detection algorithm based on artificial features and depth features has achieved higher

accuracy and better generalization ability than traditional deep learning methods.

Keywords Domain generation algorithms,Domain name detection,l.ong short-term memory,Feature engineering
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Table 2 Data set distribution

Rank Family Quantity Ratio/ %
1 legit 1000000 45.4556
2 banjori 452341 20.5614
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5 tinba 72490 3.2951
6 pykspa_vl 14278 2.0127
7 simda 23731 1.0787
8 ramnit 18935 0.8607
9 gameover 11997 0.5453
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Table 3 Data set partitioning

Name Train Validation Test
sampling 80000 20000 20000
all 1407967 351992 439990
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Table 4 Precision,recall and F; score of different algorithms

Name Precision/ % Recall/ % I
Logistic 96.1861 95.1864 0.9568
SVM 97.2327 96.4172 0.9682
LightGBM 98.9348 96.5266 0.9772
DNN 97.7019 97.2833 0.9749
LSTM 98.7921 98.4228 0.9861
GRU 98.8732 98.3955 0.9863
ATT_LSTM 98.8538 98.2861 0.9857
ATT_GRU 98.6572 98.4593 0.9856
Arti&.Deep 99.3932 99. 5596 0.9897
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Table 5 Precision,recall and F; of five folds on all data
Name Precision/ % Recall/ % Fiq
fold_1 99.6792 9.4425 0.9956
fold_2 99.6240 99.4691 0.9955
fold_3 99.6422 99.4346 0.9954
fold_4 99.6071 99.5100 0.9956
fold_5 99.5794 99.5396 0.9956

ensemble 99.7032 99.5371 0.9962
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Table 6 Accuracy and support of dataset with fivefolds model on all data

Family Accuracy/ % Support Family Accuracy/ % Support Family Accuracy/ % Support
legit 99. 644 200000 symmi 100. 000 851 fobber_v2 98. 305 59
banjori 100. 000 90468 shifu 91.732 508 feodo 100. 000 53
emotet 99. 977 66112 suppobox 79. 285 420 tempedreve 80. 000 40
rovnix 99.994 35987 qadars 98.500 400 pykspa_v2_real 97.435 39
tinba 99.662 14498 locky 90.517 232 padcrypt 94.117 34
pykspa_v1 99. 345 8856 dyre 100. 000 200 matsnu 0 26
simda 99.936 4746 cryptolocker 99. 000 200 bamital 100. 000 21
ramnit 96. 144 3787 chinad 100. 000 200 proslikefan 90. 000 20
gameover 100. 000 2399 pykspa_v2_fake . 000 160 vidro 65. 000 20
ranbyus 99. 908 2181 dircrypt . 026 152 gspy 100. 000 19
virut 78.332 1943 vawtrak . 140 149 mydoom 66. 666 9
murofet 99. 941 1712 conficker .319 97 omexo 100. 000 8
necurs 94.070 1636 nymaim . 764 85 tinynuke 100. 000 6
shiotob 99. 435 1594 fobber_v1 100. 000 59 tofsee 100. 000 4

FAASCEE I 526 41 Fp DGAs FFEIE AT BT AR L 3R7
BIATE 800 LA LA 35 A, iRUBI R TE 950 L A 27 b,

PUNRTE 99 % UL 1A 22 Bl BRI, AR SCIBRETH Y 590 35 X 4
KABIT Y DGAs BA 8 0 R Mo HE . (H ), A7 7 43
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PR R K HEAE B DGAs Z %, il virut, suppobox, vawtrak
Hl matsnu . MBI S5 K F  matsnu BN 0, 3X &
i F matsnu (94 BUHL I 2 DA A TE B4 B 3R] 2% rh AR Uk
PR PRAE L Em AR A FEAE RGO B BE AL DA oA S 4R
J B 1 % 28 DGA B 24 09 1R 50 AR AN A, b Ab,
mydoom Fl suppobox 12 % T Hiu F i) DGA & 5. 1M vaw-
trak 25T A M9,

M A S T I LK . B3R JLF DGA 845 520,
PRIt AT LD LR W 5 T AT O . — O T AR TE £ R
BORAIF B DGA TEFEZR 3 5 — 711, 7] DL AN B 2 1 4 A BF
A7 =P,

EERIE AR T N TR 5 R B R E ) DGA 15,
AR M N2 06 Ak Y R I 6 BB o, 5 R R A
TE— RN 2 o) RN T U B ) 2% JC 75 B HUAR AN 5 B A BB .

I KR E 5 IA B L, 5T N DRHE 5 3R
R B B B R B 0 T B R Y 72 A RE L 0E AT BRI TR Y
R B T R R Y R R R AR T A Bk
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