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Multi-keyword Semantic Search Scheme for Encrypted Cloud Data
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Abstract Due to the flexibility, versatility,and low cost of cloud services,it is common to hand over data to cloud server manage-
ment. However,cloud servers are not completely trusted, so it is one of the hot issues in current research to transfer encrypted
data to cloud servers and support encrypted search. Although encryption can protect data privacy and security,it will cover the se-
mantic information of the data itself and increase the difficulty of searching. This paper proposes a secure semantic search solution
for multi-keywords for encrypted cloud data. The core idea is to obtain the topic vector of the document and the word distribution
vector of the topic based on the topic model,and calculate the query keyword to be similar to the semantics of each topic. The que-
ry vector is generated to support the similarity between the query vector and the document subject vector in the same vector
space. The calculation method of calculating the similarity between the query vector and the topic based on EMD combined with
word embedding is proposed to improve the accuracy of semantic similarity. To support efficient semantic search,a topic vector
index tree is constructed and a "greedy search" algorithm is used to optimize keyword search. Finally, theoretical analysis and ex-
perimental results show that the proposed solution can achieve secure multi-keyword semantic sorting search and greatly improve

search efficiency.
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