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Abstract Data stored in the cloud can be illegally stolen or tampered with,exposing users’ data to confidentiality threats. In or-
der to store mass data more safely and efficiently, this paper proposes a storage model CBaaS(Cloud and Blockchain as a service)
that supports the combination of index, traceability and verifiability of Cloud storage and Blockchain, which can enhance the credi-
bility of data in the Cloud. Secondly, blockchain consensus protocol leads to low throughput and slow processing speed of transac-
tions » which seriously restricts the development of decentralized applications. Based on this, this paper implements a three-tier ar-
chitecture Blockchain model TBchain, which improves the scalability of the Blockchain and the throughput of transactions in the
blockchain by dividing a part of the blockchain and locking it in the block of a higher level blockchain. Next,due to the demand of
decentralization, blockchain occupies a large amount of storage space of massive nodes,which greatly limits the development and
application of the database system based on blockchain technology. Part of the transaction is stored locally through TBchain,
which increases the scalability of blockchain capacity. The ETag in the cloud storage object metadata is used to identify the con-
tents of an Object and can be used to check if the contents of the Object have changed. By storing the object metadata in the cloud
storage on the blockchain,the ETag value can be used to check whether the content of the Object changes and the data on the
blockchain can not be tampered with to verify whether the data stored on the cloud is safe and improve the reliability of the data
stored on the cloud. The experimental results show that the TBchain model improves the scalability and storage capacity scalabili-
ty of the blockchain,and the CBaaS model also improves the reliability of data stored in the cloud.
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Fig.1 Traditional blockchain architecture
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Super Blockchain
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Fig. 2 Three-tier architecture model of blockchain
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Input: transaction data

Output: push transaction to Ethereum

Var dataset=read input data;

tra=dataset

1. for tra is not empty do

2. create_new_UnderlyingBlockchain()

3 Generate UB-AGB, UB-RGB, UB-DB, UB-TB
4. create_new_MiddleBlockchain()

5 Generate MB-AGB, MB-RGB,MB-DB, MB-TB
6. create_new_block(SB)

7 GenerateSB-AGB, SB-DB

8. Push_to_ethereum(SB)

9. end for
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