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Abstract Internet of Things systems,such as wireless sensor networks, usually have the characteristics of the high restriction of
the resources and coupling with the physical world,which makes it difficult to debug the equipment after deployed. Therefore, it
is especially important to thoroughly test and profile the systems before deploying to the real world. Due to the intrusiveness, tra-
ditional debugging methods based on the serial port are incompetent for detailed tracing on resource-constrained devices. This pa-
per studies the application of hardware assisted tracing technology in the embedded network sensor systems’ test and evaluation.
Then.it designs and realizes a Hardware Assisted Tracing testBed (HATBED). HATBED consists of a controller,observers,and
targets. It can provide three services,network-wide remote debugging.flexible software tracing and non-invasive software profi-
ling. HATBED can support non-intrusive tracing and profiling without relying on operating systems and applications. In the ex-
periment, this paper benchmarks time and power consumption, time accuracy, and code coverage under bare-metal and FreeR-
TOS. Then,it tests the RIOT-OS examples and completes the ping6 command high time accuracy feature profiling and UDP com-
munication function coverage and basic block coverage. With the help of hardware assisted tracing technology. HATBED can eva-
luate the resource-constrained Internet of Things systems more efficiently and adequately.

Keywords IoT,Hardware assisted tracing, Testbed
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I Indriyal , FIT IoT-Labt), MoteLabt") . X-Sensor'™
TWISTS! , WiLAB"™, D-Cube'®, SensLAB"! % EasiTest""
HRFMREM KT EXT BRI R SR A, W
A — T B 5 TR N O LR A% IR A 9 4% A i 5 4 i i 3R
B T B AT AR AT T4 A% 2 2 90 26 MOk I CPU
RF A REIAGEAE"Y . AVEKSHAN i i % 6l 8 i b 45 8
il fish 2 #8918 B #2731 44 2% (Program Counter, PO) #4157
IS AR 53 M7 o Flocklab! ™ 15 H ok i fi ) fff I GPIO Trac-
ing i 3% H AR T £ 0 B ] UK R 517 . Minerva™™ R H
JTAG o H AT NAFE B 52 RS . X LT 575 28 A
FL32 47 B8 T 85 04 5 ol A6 B8 4010 i LGB 5 RE ) A BRE
WA A 1 2 3 e 5 R 09 7 20 X7 & L (B L 3
BREC D, o R X R AR R R D R R
HEAS 7 AN 52 R 1 BE B9 11T 42 T . 38 5% 304 ) 4% (Mlicrocontroller
Unit, MCU) M HUAT B2 5345, B LIS A &K A R )y is
TRy —LERF B AL B IO SR B P IS AT 0L . A RE A B iE
BRI T #AE RGN )Y . A MCU 38 5 4 i
A 58 K % IR HL, #1140 ARM Cortex-M3/M4 3 st 4
BT 48 4 B B % ¥ J6 (Instrumentation Trace Macrocell,
ITMD) | 88 W %2 55 5 4B F (Data Watchpoint and Trace.,
DWT) L) K i A 2B B % 84 5T (Embedded Trace Macrocell,
ETM) .45 1 g, ¥ £ 1 )5k R 2T 9 MCU #E %
PL B,

#1 ficg ITM&DWT fl ETM & MCUs

Table 1 MCUs with ITM&DWT and ETM
MCU Architecture  ITM  ETM  Year
STM32F103  Cortex-M3 N N 2012
CC2538 Cortex-M3 NG X 2015
EZR32WG  Cortex-M4 N N 2016
SAM4L Cortex-M4 NG N 2017
CC2652 Cortex-M4 N X 2018

3 HATBED Ijggi&it

i Bl B AR o4 ) 2% B9 94 X 32 #F . HATBED 42 it LT

D W2 Ak B2 983 . 38 4 2 B A3 AT 48 W3 (Serial Wire
Debug, SWD) 3 1, HATBED (1 4 1l % 71 % 422 2 9 0 H 45 4
IR0, AR A Hb I8 BT ASOIRAS DL R YA B OC AR AR A B o A T
X A 00 A A B K ) R G AT 4 R T R ) % A 4
AW . LA, HATBED 38 7] DA3E 3 I 2 52 3L & 0 ik 2
oMk B dhik .

2) R BB BEE DB, ITM 42 4E T 32 4o 10, RE g
HEAT FIFO 28 th il B i R A 7 X e 5 printf 4
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ARG TR AH K R 4 0 T R )R R TR b X
BT ME—1 UART F 4725 , 107 LR 1 00 2006 o
T R AR AR AR 2 AT DI R]  AH G B A7 A8 T LA

Jeb FE TR R o 11, PR OG0 Re E TT T BUR o

AR AN ERE BT . TTM Ml DWT 32 #5584 51
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BPEBE L S BRG] R AR AT AR R TTM AN
DWT X553 M58 B (PC REEF Z R Mk e T 50 as . X se Pk v]
FTF R 8 5 R0 R A S RAE G, RS 05
o S b X o Jt R A ET ML B 4 38 B 8 JG RE S LIS A MCU
A ] % U5 R AR SRR B BT 8 A R R BRI R 4 S8 i
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Fig. 1 Architecture of HATBED
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UM220-TIT 4 i W22 5O LU K 36 F CYT7C68013A Y2 4
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Fig.3 Time synchronization between inside and outside

4.3 #EHISE
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CPU. K CPU . K B 7 46 1 15 52 X B0 Y 4 77 L 32 M08 i
JEIRBE 5 Unix B 8] B 8008 56 44 . #2348 81817 Sigrok
BAF @ TPIU,DWT,ITM LA & ETM fift 55 %% %F W 8¢ & %
B2 119 5 A H00HTE A D o B IO AR DG 38 B BOHE L T A8 AT A i I AR
H Unix W B8O 5 38 B 800 DG T,
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AT HATBED #4535 M 68 e I 56 o D3, DL 36 T
HATBED,
5.1 REBEZZE BEFHMIPFIESE

SE R STM32F103VET6 (Cortex-M3 N #%) T & 7,
FEPEEE T HHLAHEE A FreeRTOS BF AT IR, AR AL
T A A 5 1t STM32CubeMX #4F A4 i AR #EACHS . % F
FreeRTOS H 6. B AT 45 LART 18] 5 7 N 58 5. 9286 45 0 A
AR 7 =5 S | Bt ) IF 4 A0 D) #E 7 T X HATBED i 47 9 4
PEAL 8 H, HATBED W88 il 3R 9 B bR i@ i SWO ¥ H
iy B R R 2 AT BRI GPIO B 55 .

DAVEE %R, (U m RGIWE RS 1T F N
B SRR S B S A4S & A e Tk H AR A 10D
PG AR T TR B AR b T DL S8 2R L T AR TR AR R
FMEFB . &M ETM 347 248 4 5 3k, W Al o id s £ 4%
IR R =R R7 N Y TR U

Sigrok 1] LUK 3R 9 PC 5 elf #8 =X 3£ b 1 38 4 M hiE
fERAMEE LIfE C R IRAHS i O¢ ok BOR AU SAT 19 3R
s,

mFk 2 ol AT 10 b g i 6 AR EEAT T &/
A (GlobalCounter) 4 i . DWT WLEE 5 45 Wi I 31X A 42 J& 78
G, AL R EO B ITM (1 PC SRR AR . B )m . @ o PC Al
DWT WA A4k T 10 AR BT g 9 A~ R4, 15 B R 408 5
R 90% . FE FreeRTOS Wik Jin T W5 4~ HE )7 ok 44, I T Ja
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Table 2 Encode and captured results

MCU GlobalCounter Captured
T4 0 0xA <
T4 1 0xB N
ITM_Print 0xC N
Bubble_Sort 0xD <
FFT 0xE N
IFFT 0xF NA
HAL_GPIOWrite_Pin null X
osDelay null N
Binary_InsertSort null N
Find_InsertIndex null <

2B FF4S . ZEMR rh B8 B AE S R I 8 MHz,
UART P42 % 0 1. 152 MHz, RRIAE 4 2, & 5
ETM W] LA7E 28 of X 35 HH 455 1 MCU.L R ATT7E A2 7 i A0
A~ GPIO Fl%% , GPIO B4 X FE T 100 ns, AT Z0 W&, fili JH 7 I
AP GPIO %% ok 3K 45 A7 /1, 4T JF 1TM J= AT 55 J5 0]
AR, B3 ITM 1 ETM J5 . 445 0 By 4047 FA 0158 hn 1
998us, 1E % 1 WAL, [AMRIEIE LF .2 A5 BT i )
BB, ITM ¥ A B EJF 45, 2 H ITM il ETM B, H
AT IS RDRE R0 91 us, HY A% S A J& ETM 5@ i 98 1% MCU
KB 1k FIFO 2 p X 3 th X KB ETM R & — HA T
TR, B 4 HEHLE FreeRTOS (4T 45 B 31 8 &
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Fig.4 Task cycle waveform diagram of bare-metal (left) and

FreeRTOS (right)



g 7, 45 HATBED: 43 A 2CRE 4 By 38 25 9 166 090 ) 3207 &5

261

AR SOl R AR ) B9 7 5 5 i H TTM_Print % 2% 38 55
T BAE AT R] . S22 R R  ITM_Print % i FH 86 us, /5
A TR 8. 6% ;s HAL_UART _Transmit ( B 4% 25 77 #8458 /6)
a7 il 1500 uss UART printf (5 22) 5 J§ 3650 us, i — 25 4,
ITM_Print 3% 4 A~ H M 2. 5us, HEAF MW
0.25%,

N IhFE. F A1 H Tektronix PA1000 3R 5 Hr A AE Ky
W TR, Y EARREE . AT AT 2 R 0 & I BRI A 45
BT, sl s Rk 3 5% 4 g, (UFF)E ITM J&7,
FreeRTOS ZIFERI N 6. 4 mW , 38 A FF g B 80 T 249 1. 54 %5
BHLTIFERE N 6. 2 mW, SR FF IR B30 T 29 1. 53% ., 4
ITM #il ETM ¥ T 55 i, FreeRTOS K&K T 24. 4 mW , 1 #R 4L
MM T 13mW, XJ2E K ETM )3 S5 MCU ¥ 3# .

2 3 FreeRTOS ) I #E M i
Table 3 Power consumption of FreeRTOS

Name Voltage/V Current /mA Power /mA
Tracing OFF 4. 841 85.79 415.3

IT™ 4. 840 87.15 427.1
ITM&ETM 4.845 82.06 397.3

4 WPLUT R HFED

Table 4 Power consumption of Bare-metal

Name Voltage /V Current /mA Power /mA
Tracing OFF 4. 841 85.79 415.3

IT™M 4. 840 87.15 427.1
ITM&ETM 4. 845 82.06 397.3

5.2 BtiEAEE IR

T 22 BsF ) S0 L P v O ) R B R e R B R
Flocklab #£ Open Embedded Linux T ) W 2% 2 b 4/ 3% i [A]
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5 UM220-111 463 /GPS S i He 5 # NTP &R 48, ik 5@ 1
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#H .14~ STM32F103RCT6 JF & AR AE B0 H #r . #%0 H 45
PATHRE IR #8 BB TR AR I 72 Hh im i 8k 1 ms (9
GPIO B%% A1, B P WLEE 72 [A] — I 2058 17 GPIO R4
FRT ok R A B #7109 GPIO %% , 3118 ] sys/time. h 1 (14
gettimeofday PREUFRIC Unix B (A1, e & g ANk 5 prsl,

# 5 GPIO i ] Bbric 45 5

Table 5 Captured GPIO timestamps

Num Unix timestamp Pi # 1 Unix timestamp Pi # 2
1 1555481576.001 333 1555481576.001 337
2 1555481576, 002325 1555481576, 002328
3 1555481576.003324 1555481 576. 003327
4 1555481576.004324 1555481576.004327

WEEIR 1 5 W &£ IR 2 AR HY Unix I (8] 38 0 38 22 29
dus, BESS AT HOEN] NTP W[5 25, LKA 459k #E 47 GPIO I
[E) B bR Iy 5 AT R

2) WA I BESRTR . SEs it E 1 D AEIR 3B ARy ML

#.1 4 STM32F103RCT6 JF & #& 1E 0 8 0 B 5. 1 4
CY7C68013A #1738 BR 445 R4 . H CY7C68013A il i USB
$2 101 5 058 % 4 L o) B AR AT A o R A BA S T RRARAD I
A REMA Y J 1 ms 9 GPIO FHFEACH, S2R L mE 5
JER e 2B A a5 RN 6 TR

I 25 AR W], HATBED #8145 GPIO Bif% /) DWT
PEFR I Unix B[R] L 350 398 > T A 8 A Ak o B 1D 2 & 119 SWO
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Fig. 5 Workflow of automated script
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Thread
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Timestamp:64258 (exact)

Watchpoint 0 address 0x??7?9 1410 --c timestamp: 2019/3/17 21:0:38 -
1552827637, 460484

Watchpoint 0: Write data 0x00000004

Overflow

1IRQ 30

Enter: SysTick

Overflow

& 6 Unix I [i] U fid

Fig. 6 Unix timestamp match
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L H .2 4 STM32F103RCT6 JF % M/ 9 w0 H A5 . 1 4
CY7C68013A M AT 18 Bf 45 R &, H# W H #5 1 $uAT
FreeRTOS #5 #E & i 25 op W7 1] #2 , fi % J& W1 & 5 ms. FF 7€
I 3 06 F N B — > GPIO I K e 1 o B 0l e R 1% 5, e
FFLL 10 ms Sy 5% 55 — A GP1O I o b S By
SN ) B 5 B W B AR 2 AT FreeRTOS #5 i b & v i 4
TR0 — A GPIO -85 H LA Ah 38 o o 52 38 2 i ot I | A%
1B WA S, P T R 55 RR BN BB — A GPIO AR g i By
55 UL RR BRI AE 5, )7 XL 10 ms Sy 8 1) B0 4%
55— GPIO I8 Fo A N SCBE P 41 A [ . B 28 3% 48 40 #r
A BRI S5 B & 7 FT R, D1 e B {5 5. D4 i iR R S
5. [ LLE LGS GPIO BB 16 7Y, M i f7 i Bt
2T 6.928 us; MR AF 5 g B AR 1 A IRQ28 7=/,
TR 18] B Tiraes 8 924 200, W B {5 5 i B I H 47 2 19
TRQ40 77 A=, I 3B B 5] 3 Tiraio 9 924 829 HATBED % 4b
AR BN G H bR 1 R AH S B E W GPIO PN I ] B Topion
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951028, XF B (1Y Ah FB B ] 8 b 1563100718, 750442, #
W B AR 2 eI 0958 W GPIO B B 18] 8 Tepior 0 1001053, %f
JOE B AR 1] A 1563 100 718, 753536, 3% Al 45, Enter:
IRQ28 ) #1 #5 Bsf ] % 4 1 563 100 718. 750 442 — ( Tirges —
Terior)/16M=1563100718. 74876525, Enter: IRQ40 [ 4h B

457840 Ws
e e (457843 K|

. L L FULL ]

£.928000 Hs / 144 3418 kHz
0 [ [

M 1] 8 R 1 563 100 718. 753 536 — ( Tirqio — Tepioz )/16M =
1563100718, 748772, fx 453 8 ZF W 22 {E N 6. 75 us, Ik &
GPIO B ] (29 0. 1us) J& H 5 32 58 40 A7 {04 3K 1 nde -
Wi [ 3k AR 1) R 2 B I 2 AR — B, 3 U ] HATBED i 4% g5 448
H B /N B TS 32 R SR 4

57855 Hs

_ UART }.Rx 0E

)@rm" =300 oooooooo o000 o

» ARM ITH: Trace information
» ARM ITM: Exception trace

O
ARMITTN: Trace information

» ARM ITM: Exception trace

» ARM ITM: Current mode

Thread @

7 RO - R o A

Fig. 7 Simulated wake-up and response

6 HATBED i 325 4 #h

A5 fdi Fl HATBED %} RIOT-OS % gnre_networking i
PEAT T IR, 32 1 2 X ping6 48 & i 4T 40, L 2 2 Al
HATBED Xf gnre BMU P Y udp 38 5 #5417 bR 8O 35 5 24
e E k., B H AR 2 A4 CCl101 By STM32F
103RCT6(Cortex-M3 PI#%) IF &R . 38 B 1 81k 8 MHz,

6.1 Ml 1 pingd 354 R EBES

A 1] ping6 8 AR 5 R 2 09 3% 8 P ) i

WAL B ER O shell FATEL BUIAE E. . 40k 6 51,

HATBED ic 5% 1Y &6 43 38
ZERNE 8 FiR.

B i ) Pulseview A AL 4L J5 19

# 6 ping6 AT AL

Table 6 ping6 successful

COM30 # USB-SERIAL CH340
12 bytes from fe80::{f;39:icmp_seq=0 tt1=64 rssi=18 dBm time=12. 816 ms
12 bytes from {e80::ff:39:icmp_seq=1 ttl=64 rssi=18 dBm time=12. 816 ms
12 bytes from {e80::{f:39:icmp_seq=2 ttl=64 rssi=17 dBm time=12. 823 ms
— fe80:11{f:39 PING statistics —
3 packets transmitted.3 packets received.0% packet loss
round-trip min/avg/max=12. 816/12. 818/12. 823 ms

AR G S G, ST G G, ST, ST ST, ST, | ST, ST S
©6000000 09999999 60000000 69909000 00000000 00999689 (0000000 00090099 00000000 69986660 (0000000 60900880 (00000099 ODIX

< Timestanp: 545224 (exact) >
Enter: TRQ T >

Timestanp: 545246 (exact)
Exit:

< PC: 0x080012a0 >

epio. c:238
< isr_exti
08 00 0s) 00 08 00 os) Q00 )
09000000 09909090 60000000 00DDDDOD (00O0G000 00000909 60000000 O00DDDODD 06000000 00900999
( Timestanp: 545254 (exact) )
[rcioas00ifea ) [ mmwewmemr
Thread
Cecliespicitod > 1 )
fcclix veadbwrstreg T i vansferbyte )
'8  ping6 B EEiC R

Fig. 8 Captured ping6 traces

HATBED {# Fi DWT Watchpoint 5l 52 #1 GPIO 8 %%
DUAl Bh 3R 1 ping6 a3 & F5 0 & A (0 vE R AR IE) . 40, &) 8 H
CPU #E A W7 IRQ7 BB 21, & e 4k Bl 4R i GPIO #i%% 4k )5

FH 3B R UM P15 GPIO B 5% 9 30 i) 3 o B |] 3 9 688 768, 4

B Unix BRI 1561298751, 047557, 1 #E A IRQ7 BN
HREF (] 8y 545 224, Py F B (] Bk A4 3 2 A ok 48 A R
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1/72 ML 8 A IRQ7 BB ZI % 1561 298751, 047 557 — Ao —» R00TRTE 6968 e 10, [15, #20]
(9688768—545224)/72 M=1561298750. 920563 =2019/6/ v ——

. X . 8001824 2000000 cmp 16, #6
23 22:5:50. 920563 (ALEAFED . Gt 4 A1 19 43 25 14 an & 8001826 9000 st 10, [sp, #0]
7 % JE‘;FH HATBED | 1} j"’l lJ__T 11 ping6 *EAjté/‘]}:H Hd‘ o — 8001828 d0o6 beq.n 8001838 <udp_cmd+0x58>
A — 69a8 ldr 10, [15, #24]
12.7974ms,3X 5 ping6 1 H B [B{EIEF #:30 , X B 1TM 00bfd38 bl 800d2a0 <atoi>
4606 mov 16, 10

FRAE 5 RAETT 2R AR PCABATS AT X0 5 3 1 4T 5 4
JE B B[R] 437
7 pingb MR HT AR

Table 7 Part analysis of ping6

Incremental
Nodel (72 MHz)

. Unix timesta mp
timestamp

GPIO # # 9688768 1561298751, 047557
# N\ IRQ7 545224 —9143544/72M
PC:0x080012a0 545246 —9143522/72M
# O IRQ7 545775 —9142993/72M
PC:0x080024a0 (FF # ping6) 123780 —9564988/72M
PC:0x08009144 (4 % ping6) 1045193 —8643575/72M

6.2 £l 2 GNRC UDP @E{EBE XM
WE MR B 175,78 1 55 2 3 O shell #

WP iE 474 8 TAYHE 4, A it B2 i HATBED i 5% F 2k (fif
I DWT Watchpoint ¥l #H ¢ s EA 0 45, i A ETMD ,
IC A B AY 58 B B ] T ek BB A S B AR UL O
UDP i 5 2 F B AE udp_cmd R #H 47, udp_cmd B 5
udp {5 i FEAH G 8 B3 18 A, S IR fdE ] GlobalCounter
S 8 A R EGHEAT S T AE R B 1 b A —
# GlobalCounter B 4 % PR $i %t 107 1Y 44 % . DWT Watch-

RS,

point Y M GlobalCounter It 5 W& {8 B 1Y) PC 5 4 i {8 . IF4%
4 R0 AR I8 RO P
# 8 GNRC 18 1 5541 2 3817 shell 54

Table 8 GNRC shell commands of node 1 and node 2

Num Node 1 Node 2
1 ifconfig 7 add fe80::ff:dc ifconfig 7 add fe80::ff.39
2 ping6 {e80::{f:39 udp server start 8808
i udp send fe80 :: ff: dc 8888
3 udp server start 8808
abedefg 2
. udp send fe80 :: ff: 39 8808 B
abedefg 2
HABTED 243k 5] 18 A sk Bh iy 16 4, o B0 3 %

IKF] 88. 9% AL LS IR AW A L I TR 7 RSB0,
KT HAGHRR, BT H BN MB L 0 2R 5 A Yo
o A T X ARRD 0 AT 58 B A BT TR M T A A R R Y
DWT Watchpoint, i 3 B KB 8, dl AR He A< Sk
5 R IR AE P 7E udp_cmd pRER AR L P9 R Bk S K043 udp_
emd, B 6133 udp_cmd BRI A ACHD , SR 5 ) 4 N B 3
A, R oy AN 9 BTN . 3X HUKG R ECJE 48 4 bl 800d2a0
(B ] atoi o6 B M — M AR A, 00X RO Bk %
beq. n 8001838 5 b. n 800183a M7 IA L K] 4, A5 5] 55
ASEARY, Gt iE SR T B T A PC (E, 5 H TR
FEARYAH VL A5 B Y AR P IR B T 34.5%

e — €002 bn  800183a <udp_cmd+0x5a>

B 9 udp_cmd FA R fl
Fig. 9 udp_cmd basic block example
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WP EAE R AR T £ . A8 SCE 3 R 25 Pl HIE 52
TR AT E i 2 A RIOT-OS MR 52 F 8 F T HAT-
BED 0] H ¥ W 2 G5 5 B 8]0k B2 2R 43 Al ik, AR S i
I8 HATBED B4 RUF G158 A

1) 3k F H o 16 8 3 5 0T 5 5 A 1 BN aE B R
HATBED H.# 72 & F P, A5 B2 52 2% ) 4 Mk 451 . R AR 5
T EA R SR RER S

2)%F Cortex-M3/Md Z §1| 4 A% B8 114l B 38 5% 2050 (9 VR 2

BEJH . BEOK #Z B DL ToT 35 M o AR R A B Ik W % & B &
Cortex-M3/M4 Z 51 N %, A 4 By 38 25 B0 5T 58 % ) K M
BB IT & N RO AT AT 04 0K 5 0 . AR SCFE B
U ECSE N B IE T % I A R

D5 T, BEAERIME ., HATBED il FH % % 4 . IF
BN AT LD S — 2R & A TR RSG5
AR

g5 ATk, 545 55 09 9 8 7 5 M B, HATBED #/]
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