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Abstract Aiming at the privacy of user information stored in the cloud server problem,a scheme based on property
broker re-encryption and fault-tolerant mechanism was proposed. This scheme mainly divides the data stored by users
into files and the security index of files,encrypts them separately and then stores them on different cloud servers. First-
ly,the security index of file is constructed by using the inverted structure and the keywords are preprocessed by using
the fuzzy extractor,so the users can search multi-keywords with fault tolerance through the security index. Secondly . the
access control tree is used for re-encryption of decryption key to realize right management,namely, the effective sharing
of data in cloud. Finally,the scheme is proved to be secure in cloud environment through Complex Triple Diffie-Hellman

problem, proving that the system master key generated by this scheme is secure. Compared with the existing schemes. it

is shown that the scheme can reduce the computational complexity of key re-encryption and decryption, and the

fault-tolerant mechanism improves the efficiency of data retrieval.
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