http: /www. jsjkx. com

DOI:10. 11896/jsikx. 190800003

St A 2

ETRIABANSRERSNEGRMNZERE

REHC BB ERES B B BB
| A AR A TRER T A 475004
DA HAAREAN EAEE BT AH FH 475004
SHHAFHEEE M RIRHE AH HH 475004

(131328 @126. com)

i E MAAL—RAEZAAFAGONELLEMHNLLEHRIF RN EARAEZAMEARGME RA LT LB A AHE
o, XPRE A TR A SRR BA R E L L AABERETAA SR T BROGEZME, 4,80 58
20 3 e S (Piecewise Linear Chaotic Map, PWLCM) #= Logistic Be4F /= &£ R F 69 558 5 71, 5 AR 3 R B ik 5 9] & & 5] 48
Mfo R A A, KRB MRBRINEGE S LEAREATERBEARBEARS T E R BRI R EERBIRIE, KB,
# it Logistic # % A 7] A2 PWLCM i 5 91 3+ A 50 A5 45 05 09 B AR AT B4l 7 B4 RA G I m Z B, ATEG AT E 2
B E o dE MXMRATOMN XA oW EREN IR EL LA LR PR EEAAEGRD . TRAERATARME
N

KER A mE R mE; RS RIS AR BE

FEESES TP391

Image Encryption Algorithm Based on Cyclic Shift and Multiple Chaotic Maps
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Abstract The encryption algorithm implemented by a single chaotic system has a simple structure and is easy to be attacked,
using multiple chaotic systems to encrypt is an effective measure to improve the security of the encryption system. A new image
encryption algorithm based on cyclic shift and multiple chaotic maps was proposed,and cyclic shift operation can change the va-
lues of the pixels efficiently. First,using piece-wise linear chaotic map (PWLCM) and Logistic map to generate different chaotic
sequences, generating index matrix and cyclic shift number according to the different chaotic sequences. Then, the plaintext image
is replaced on the basis of index matrix. The left cyclic shift operation is performed on the replacement image in turn according to
the cyclic shift number. Finally, the image after cyclic shift is scrambled and diffused by Logistic chaotic sequence and PWLCM
chaotic sequence. Ultimately,an encrypted image is obtained. Tests and analyses of image histogram,information entropy.diffe-
rential attack and correlation were carried out. Theoretical analysis and simulation results show that this algorithm has high secu-

rity,a desirable ability to resist different kinds of attacks and can be used to implement an image encryption system.

Keywords Image encryption,Chaotic encryption, Multiple chaotic maps,Index matrix,Cyclic shift
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Fig.1 Example of determining substitution order by index matrix
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Fig. 2 Encryption experiment results
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Table 1 Information entropy of the test images
il I E JF 4 X & X E %
1 Lena(512X512) 7.4455 7.99944
2 Lena(256 X256) 7.5683 7.9978
3 Peppers(256 X256) 7.5256 7.9974
4 Baboon(256 X 256) 7.3385 7.9976
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6(X L7 Lena(256 X256) 7.5683 7.9974
T(XWL7D Peppers(256 X 256) 7.5276 7.9973
8(xCk[10]) Lena(256 X256) 7.5683 7.9975
9(xw[10D Peppers(256 X 256) 7.5256 7.9973
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Table 3 Correlation coefficients of the plain image and ciphered
image

3 1% P, X KFH FH XA
Lena IR S 0.9410 0.9725 0.9186
(256X 256) # X HR 0.0037 0.0025 0.0029
Peppers [ R: & 0.9459 0.9234 0.8508
(256X 256) # X EH K —0.0026 —0.0095 0.0080
Baboon 9 E 0.7452 0.6474 0.6413
(256 X 256) =X E G 0.0014 0.0041 0.0035
Elaine [k S 0.9528 0.9493 0.9267
(256X 256) % EH R —0.0009 —0.0002 —0.0083
Lena 9 X A R 0.9713 0.9400 0.9267
(256x256)7  BEXEMK —0.0230 0.0019 —0.0083
Lena B3 E 0.9757 0.9594 0.9415
(256 256)1100  moCEM&  —0.0037  —0.0029 0.0047
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