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Abstract Password recovery is the key technology of password back and electronic forensics. While encrypted office documents
are widely used,it is of great significance to achieve the effective recovery of office encrypted documents for information security.
Password recovery is a computation-intensive task and requires hardware acceleration to implement the recovery process. Tradi-
tional CPUs and GPUs are limited by the processor structure, which greatly limits the further increase in password verification
speed. In view of this,this paper proposes a password recovery system based on FPGA cluster. Through detailed analysis of the
office encryption mechanism, the password recovery process of each version of office is given. Secondly,the core Hash algorithm
is optimized with a pipeline structure on FPGA, the AES algorithm is improved by LUT merging operation,and the password
generation algorithm is implemented in parallel at high speed. At the same time, the architecture of FPGA is designed with multi-
ple algorithm sub-modules in parallel, which realizes the fast recovery of office password. Finally,the FPGA accelerator card is
used to build the cluster,and the dynamic password segmentation strategy is used to fully explore the low-power and high-per-
formance computing features of FPGAs. The experimental results show that the optimized FPGA accelerator card is more than
twice the GPU in terms of computing speed and energy efficiency ratio, which has obvious advantages and is very suitable for
large-scale deployment in the cloud to shorten the recovery time and retrieve the password.
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Fig. 1 Structure diagram of FPGA acceleration card

it s &1 X Office i 1H 4K, 6145 Hash ZfCF AES &
e A D SUE = B - R NV g 11 | By S O = R - B2 2 3B [
WL AERE G FPGA 8281, HK. il X FPGA #4 X
S R 4 T S A TS A RE 2 45 R RN B0 T B L O DL 2 AR
TR A 4R T B A R G M R m] - R . SRS f FPGA
HRE R RE AT R MEAELE R FPGA 48, )@ i
R A LR 1T A 1) A SR s S B BRI A . AL FPGA £

FEY 0 AL RE T3, R 6 R Al Office 11141 52 19 31 52 I 1 FH 19
R 55 75 5K

3 AERXM

3.1 Office i i Fi 72
WA XS Office fin %% SCRY 09 43 B vl 1, R4 A P 14
Pwd fl Salt 715 H IE#I 1Y Key, Bl AT g% . K02 40 09 A 6
SR R —2E . R AR SO XA AT T T
¥ H A4y A Hash A4, DAL T WAR. &5,
T AES fif % 55 R FEM , A 7 4% Encrypted Verifier # UK i
1T % . Hash 28 . f-IN % . IF 55 EncryptedVerifierHash #
A7 X, DA J S (], X 2 A Office 14 5 1% 7T LA 41
A 5 Ay SCRIEHT 1028 Hash 2 4 L AES/RC4 Jin
fif s P ISR QA 2 Bros . b, EE AR BRIk
Hash %M, 58 A B E A 9% |,
AT A K AR B SURY 44 o

Salt, EncryptedVerifierf
EncryptedVerifierHash

XA AT >

|
BAYR
I

Hashi% 1% —>|

4 Saltfo 1 APwd# 1T Unicoded4 #, JF#t
ATAMEL AL, A KPwdTmp

A PwdTmp#4Tnik Hashik 1%, 15 2] % 41
Key

I

Jil Key #{ Encrypted Verifier# 1T AES/RC4
&5 ArHash# 7 1151, 153
EncryptedVerifierHash'

AES/RCAMAREE >

|
I E —

[
MEERDA

FfEncryptedVerifierHash' 5
EncryptedVerifierHash# 47 3t

X bR — BN A A Pwd

Bl 2 Office Jin % SCRY Y 14 fige v Bt 11

Fig. 2 Office encrypted document cracking flowchart

% 2 3 T Office 2003, Office 2007, Office 2010, Office
2013— Office 2019 45 WA 3= 2225 BRI TR AR UL B .

*£ 2 Office & WA 1Y EZ LR b7

Table 2 Analysis of main steps for each version of Office

TES RN

k%R

XA A oAy &

Hash #% %

AES/RC4 #n it % At B AE

Office 2003
Office 2007

Unicode % # ,MD5
Unicode % # ,SHA1

R 48 F WAL &
R 64 F WAL #

Office 2010 BRI 64 FHA/ESH  Unicode # # ,SHAL
Office 2013— .
e B 64 F ¥ H/ES  Unicode # 8, SHA512 100000 % SHA512
Office 2019

7k MD5
5000 % SHAI1
100000 % SHAI

MD5, RC4 i fif %
SHA1.AES128 #n f# %
SHA1,AES128 #n f# %

WiEA R B EERH DA
BEER . MBEHDAL
WAE AR EA 04

SHA512,AES256 fuf# % b4 R .M H E#H 04

£ Office 2003 JRAS 1. LA doc #% A7 % 3C 14 BRIA R H
RC4 I B YK E N 40 bit, A TE M B#E K0
A U L S R HR B ¥l 40 bit KE RIS, Wik R
R TS S5 28 2 Fh RCA B4, BINA G 0 2 45 3
JEHE E 4, 1E Office 2007— Office 2019 JRA 1, L) docx #% 2
FEGE SO R AES i 50 25 4 A B SRl O 128 {7 3K 256
P, T ESLIR 205 20 A A A ], Gn SR AR TR A 1R OE B
A A R A A Bk F B RS ARTA,

34k, Office HAWKE 015 Hash 348, L Office

2010 4, F5 % 10 T SHAL BB 5, 8k SHAL %5
P80 46, A A A R AR ANk A2 B s AT R AR K.
IR IE T & 0 A, £ 48 CPU (Intel i5-7500) B4 3 B AL K
2000 NEEFD 320 16 J6 1 K 52 PR Y H A9 ok . LYk, AEST28
I SHAT #4485 B2 M Encrypted Verifier i iy A 347 0 i 25 $5
B A0SR SR 47 A L T B Rt Ak 2 2 B L DR v 5
W, mE.REKHOSKER 20 FW, BRAAZHNS,
R [B] 14 38 175 v FAE A A A B AR, IR T D A

o,



2= R 5F LT FPGA R Office N4 R E AL 3L 8

35

25 I, AR LA Office 2010 R4, 78 FPGA | % H 3k 47 48
e, DhAE 2 1 e FPGA £/, IF 4 & 3] Office 2007 FI
Office 2013— Office 2019, T X} F Office 2003, H 7 & 7 £
B A FEXS AT A
3.2 HmLEEMSER
3.2.1 SHAI # &t 5%kt

SHA1 & Office 2007/Office 2010 RI#% 008 B B, i & A4
BRI 9900 DL I X DA i K SR S X SHAT B3 1Y
M, WKKEEME - ANREE NSRS E S T Tt
R B R AT DR At - B W B BEAT L NI & T R 4
PIPATRCER B B It AT Y . B 3 i T HA 80 %
WKL SHAL 5k TER BE L GA BT A 14
Bl an SRS A 80 4., Ml 80 A~ 4h B 1 JE &k kR
80 . WAKR. Y SHAL WK 42 i TA/EmE, Hoak Ak

o
i IR o

2 E]

#8304 1]2]3]4 5‘ 7980|

p— ’1 2[3]4]s ‘7980

#3% 12345| 7980‘

E2 12]3]4]s 79(80

wig | 1]2]3]4a]s 7980

F1% »
A o Igo fs) o agEl

Bl 3 JKLkE R ERE
Fig. 3 Schematic diagram of pipeline structure
SHAL ¥ ¥l ih 15 B 5T = 512 e, v ek
16 4~ 32 HeH i34 w[15:0], L HO = 0x67452301, H1 =
0xEFCDABS9, H2 = 0x98BADCFE, H3 = 0x10325476, H4 =
0xC3D2ELF0 Rl i ik 3578 5 % 5 AN B a.b,cod e 3
T 80 f ik LB, BRERLAXMT .

a= a_next;b=ajc=c next;d=cise=d (@D)

a_next=1{a[26:0],a[31:27]} + f,(b.c.d) +etk, +w,
(2)

c_next ={b[1:0],6[31:2]} (3)

Hr, £ (be,d) R IERPAEL R R N R AW &,
w, HERHIBIRSR ., £,k w, SRR FR AT

(NN (~bNd), 0<1<<19
DcDd , 20<<1<<39
fi(bscod)=
BNV DAND N (cNd), 4059
DcDd , 60179
4
0x5A827999, 0119
_ |0x6EDYEBATL,  20<</<39
b SFIBBCDC,  40<1<59 )
0xCA62C1D6,  60<<r<_79
w,=S"(w—; Dw,—s Dw,— 1 Dw,—15) 12216, S' TR E I
R 14,

)i,k a=a+HO,b=b+Hl,c=c+H2,d=d+ H3,

e=etH4 BYIRAH 160 A7 HUSIfE

WAR bsevdse LV HIBW A EEAR N o FEELE
ARIBEGH) W HE R AEH A T AE R PEAR o b, X T FP-
GAL L WALZ B AE R RG22 o0 T i/ ks iyl . e L
VERLAR BNk #% CSA, AR AR .

CSAGrsys ) = (2 3" )+ (&) | (2&2) | (y&2) <)

(6)
I, 5IAAR R ¢ #EATHFE ., E¥ITTENA .
g=CSA(esk, sw,) N
Y $2 T — e R L A
g=CSAd ki1 ywii1) (8

BURHIH T % e ME5 R d kv w3 EH g0 W
a BRI R

a_next =CSA({al26:0],a[31:27]}, f,(bscod)sg) (9)

WA CSA Ml g 4 AliA5 5 AN 32 ik s B R ALy
2ABE 32 LB R X T o AR SRR UL AMMUHE T
KA BEAR R T RER e TR AR . IR AR S B SHAL
PR EAC TR WA 4 FTR .,

<3 | | [[rea L >—F—-———————=— 4

|
|
|
[ I W e

4 SHAL Bk %A 454

Fig. 4 Structure diagram SHAI single iteration
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Fig. 8 FPGA high-speed password generation structure diagram
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Fig. 12 Overall architecture of FPGA cluster
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