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Abstract With the rapid development of network and information techniques,as an important part of automatic driving, the ve-
hicular ad hoc networks are the core module of the future intelligent transportation system. As a result, the security and condi-
tional privacy of the vehicular ad hoc networks (VANET) has become an urgent research hotspot. However,most of the current
conditional privacy-preserving authentication schemes for VANET environment suffer from the problem of cross-datacenter au-
thentication. To the best of our knowledge, blockchain technology has lots of advantages like decentralized and unforgeability
bringing a promising solution to this problem compared with the traditional cryptography technologies. However, the current
message authentication schemes based on blockchain technology for VANET environment cannot provide unlinkability, To ad-
dress this issue,this paper designs a lightweight conditional privacy-preserving authentication scheme for VANET environment
using physically unclonable function and blockchain technology,which can provide message authentication,integrity,identity pri-
vacy preserving, unlinkability and traceability.
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Fig. 1 System framework for Vehicular ad hoc networks
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