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Efficient Identity-based Authenticated Key Agreement Protocol with Multiple Private Key
Generators
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Department of Information Security, Naval University of Engineering, Wuhan 430033, China

Abstract An authenticated key agreement protocol can achieve the authentication and key agreement between users in the secure
network communications. In most of large scale network applications, there are multiple Private Key Generators,and a higher-lev-
el PKG authenticates the identity and generates a private key for lower-level PKG. Most of the existing identity-based authentica-
ted key agreement protocols with multiple PKGs are designed by using bilinear pairing which needs much more computation re-
source,and they are also not secure enough. To solve the security and efficiency problems of existing protocols with multiple
PKGs,a novel identity-based authenticated key agreement protocol with hierarchical PKGs based on Elliptic Curve Cryptosystem
is proposed. In this new scheme,PKGs are not independent to each other,and the lower-level PKG is subordinate to the higher-
level PKG. Security analysis show that the proposed protocol can overcome the disadvantages of the existing protocols.and meets
security properties such as ephemeral secret leakage resistance,forward security and forgery attack resistance. Comparing with
the existing protocols,the novel protocol is free from bilinear paring operation,so it can supply more security with lower compu-
tational overhead.
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Table 1  Efficiency comparison between our scheme and existing
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