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Wireless Network Authentication Method Based on Physical Layer Channel Characteristics
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Abstract In lightweight Internet of Things (IoT) ,the traditional authentication method has problems such as high energy con-
sumption and high delay. Therefore, this paper proposed a wireless network authentication mechanism based on physical layer
channel characteristics. The channel impulse frequency response (CIR) is used for identity authentication.and it is used as the ini-
tial message authentication code (MAC) for message authentication. It uses “Hash chain” to generate tag signals,so as to realize
MAC updating and improve the sensitivity of packet exchange,tampering and other attacks. This method combines identity au-
thentication with message authentication,tag signal and communication information,and is suitable for the communication envi-
ronment with high security requirements and limited equipment resources,such as industrial Internet of Things and smart home.
The security analysis and simulation results show that compared with HMAC,EIA3 and other algorithms, the authentication de-

lay of this scheme is small and it has certain practicability.

Keywords Physical layer channel characteristics, Message authentication code, Label signal,Identification, Message authentication
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Fig.1 System model
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Table 1 Label meaning of proposed scheme
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