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Self-adaptive Deception Defense Mechanism Against Network Reconnaissance
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Abstract The statically configured network host information is easy to be exposed in the face of network reconnaissance, which
brings serious security risks. Deception methods such as host address mutation and deployment of fake nodes can disrupt attac-
ker’s awareness of the network and increase the difficulty of reconnaissance. However, there are still many challenges in using
these methods to counter attacker’s reconnaissance behavior effectively. For this reason, by modeling the behaviors of both attak-
er and defender,an efficient self-adaptive deception defense mechanism SADM (Self-adaptive Deception Method) is proposed.
SADM considers the characteristics of the multi-stage continuous confrontation between attacker and defender in the network re-
connaissance process,modeling with the goal of maximizing the defender’s accumulative payoffs under cost constraints,and then
makes adaptive defense decisions through heuristic methods, to respond quickly to attackers diverse scanning behavior. The simu-
lation experiment results show that SADM can effectively delay the attackers detection speed and reduce the cost of deploying de-
ception scenarios while ensuring the defense effect.
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Cumulative payoffs of different scanning strategies within 20 available subnets



A T A ¢ — ol X B R 26 AT 43 Y B 3 25 B By A AL 7 309
100 100 100
50 / 50 // 50 /
=< =< OFs~
gl SIS ~- I RS o) ST~
= ST = STl = ST
I 100 ~ S~ I 100 : - I 100 - S~
BR 50 [[ === svw | TN BR 50 [ === SVV ~. B 50 f[==— SV | s
——sADM S ——sADM S ——SADM S
200 - — —rHM S 200 — — —rHM S 2001 — - —rHM N
-250 = -250 = -250 —~
0 10 200 300 400 500 0 10 200 300 400 500 0 100 200 300 400 500
K HK FRKH FAKREK

Ca) [ 38 1 451 4

Ch) 7 b AR 4 41 47

Co) T3 49 4

B 6 40 A0l TR A [ 4 R B BB R

Fig. 6
5.2 BITHE

T AE— AL, SADM 539 75 2 34k i f 10 72 o
W, L5 5 2% B LT R g LR O BRI IR AT o A T8
BAEAN T B EVLECGE T B TR0, X BRABIH N &
H I EAE S 100, B fi 2 40 B W 45 3] 100 WK H R — 5
SRR I FATT AR A 2 s AL &R e, T R
PR b e 5 17, W o 3 B Tl A A D T Y o A P
I o 5 A i P YRR A A DR b AR R ) Bl e e A SR
BN Z BT, AR R MRk . RO
100 R 1Y~ F- ¥ 470 R 4R R 30k 18 47 — R By if ], 72T
P E Ry 40 BYNE BT B R4 Al SR B HE AT 100 IR SE 5, SR 5 HL
TIEIE RN R BRI R A 7 TR,

30
—a— HENEH

25 || —A— KM
o —— NUFEH A
20
F=g
\‘g 15

104

05

20 35 30 35 10 45
TR REE

B 7 G AT
Fig. 7
N7 HhR] LUE B PSR 0 4 R T L 7 2 Rk AR 4k
4 ) Bt DL R K R K, X UL SADM B
R ARG R L VT 5 5T 2% B R OR 4 7E LA I 4% v B
TR, T DAAR 4 b R [R]RRASE 09 T 24 . b A L R0 R A
B R 7 0 T A B0 D 2 S T R N A Bk
SEYE AT . B T R A A AR e L 8
W B LB D, T B AR b 0 A D W 332
frofi s, EEAFRPA 45 AR FE L, &3k 1800
G AL R 45k, 34 28 A — R A BT 3 ms , 3R B0 2 o
% LI B0 2R (4 10 ms 3R I — > Hu ik $9 3, SADM
7T LA 25 Hb Rz %
5.3 AR
W b A 5 E WL M hE AR e 4 25 T 4% 1k BE R AR K 1 R
Wi A1 £ et 3 R P 28 S 1 3 4 s R R B I TR I AR 4T A
SADM J5 35X M 25 PERE B 52 . 7F SDN PR o, il 2 ) 2% 14
A 1) — A B A R 2 A8 4 BL v 114 A 2 ORI T 35 45 B0 B 1Y I
FHCR: T X G A HR S 45 A AR e b b K A 3R LR
A, Bk FATT R AE B B 3R] P 359 4 vk AR 4 b 7 B AR 1Y
EHLVECR R RS R MBI, W AR ML, FRATLL 100 Kk
PR AE A B 47 0 R 1k 4510, SR 5 LAIX 100 Sk kAR 19 = 014K E

Average running time per run

Cumulative payoffs of different scanning strategies within 40 available subnets

BT (B S — Bk 72 B Bk L AR I 100 YT i R SR B
SEHME, A BIRSERMIE 8 FR,

20

—a— HENEH
—A— REHEH
—— NUFE#

15

AT W EAHE

20 35 30 35 40 45

TR RHE
&8 Xy RIS AT b bk T Bk AR Y LR
Fig. 8 Average number of mutated hosts per run

Kl 8 B T AN [ i e ol SR M T L P 2 A i BBk AR 1Y
MUECA WA —2, B3 38T il B AR B R £, T i
P W g /b o R AE S L A 1 0 b g AR B 2 L A kR
BB A 1 E AR B 2 P 2 A O e iy BB £ .
AT LA B, B AEAS 7 R AL 5 45 65 15 BR SE AL AR N AL 1Y
R AR T A BRI R2% H s B A T ok H A 173 B
b PR A EALECE B P, BT
YA, - 328 0 5 EALEY TP Mkt wT DUAR 4 s By 1k e
i B R B ER AL, R UL FE AT — KBS A K
B — B I [8] Ay D0 AN 75 B AT 55 19 28 1 6 2R P BB Y S R
T 42 i FE T — E WO N

LERIE WIS B AR R W R g b A N B E
U R DME SRR — B p i o (H 30 #9897 7 58 47 76 Bk
Z L B AP AR B A A W S TR Otk FRATT 4R
W7 — bk BT R 25 40T R B 3E 1 S By A8 AL SADM,
SADM X BBl W5 A5 S AT 58— AR 5 % B 480 & e AL
SR TS ) A ARy — A R R BB 20T B I A R
o R el S5 40T 77 7 7 58 A RCR R R AS ] R B 3 T — R A
TR IR BT S T — RS R AR R Bk 7E— 1 SDN B
B PRAL T RO . SERR A5 R R U] SADM 1] LUA BT 5%
Tt & 0 PRI TR 5 R AR e AR AR DR IR AR S B T e
A R 2 18] 1) A KA

SR AR SCAFAE —SE IR R ZAL o T 518 AR SC A By A A5 2
SUEE X SR Al 2 2 SR s B Tt 2 T SR Al 2 A
S WY I N REAR A 3t B0 T o o AT D DA BB 47 B 2
HRPAR . U TER L BOR AR R b, SR B8 e Al ofe 3 o) 2R
Haw . BV 25 08T 2 W A B de R Ak L SRR A B B £ SR A AT
A5 I LA R OR RS . 765 T B TAR b BT XX 2 2 B
BB AL A e T i, T LR Y A 28 T 206 o 2 o T 3 L 1)
R U T o AT O I HER R L RS A R AL ST I T R T



310

Com puter Science

HEHLENE Vol. 47,No. 12, Dec. 2020

SRS TR) T ot 5 W T 907 0 2 ) e A L o R I+ BT B2 o oK e
KR

(1]

(2]

[3]

[4]

[5]

L6l

L7]

(8]

(9]

[10]

[11]

[12]

£ % X M

PANJWANI S, TAN S,JARRIN K M,et al. An experimental
evaluation to determine if port scans are precursors to an attack
[C]// 2005 International Conference on Dependable Systems and
Networks (DSN’05). IEEE,2005:602-611.

WANG L, WU D. Moving target defense against network recon-
naissance with software defined networking[ C] // International
Conference on Information Security. Springer,2016:203-217.
SOOD A K,ENBODY R J. Targeted cyberattacks: A superset of
advanced persistent threats[ J]. IEEE Security &. Privacy,2013,
11(1):54-61.

CHIANG C-Y J.GOTTLIEB Y M,SUGRIM S J,et al. Acyds:
An adaptive cyber deception system[ C] /2016 IEEE Military
Communications Conference. IEEE,2016:800-805.

XU M.GAO Y,FENG C. Dds: A distributed deception defense
system based on sdn[ C]// 2018 14th International Conference
on Computational Intelligence and Security (CIS). IEEE, 2018
430-433.

KELLY J,DELAUS M,HEMBERG E.,et al. Adversarially
adapting deceptive views and reconnaissance scans on a software
defined network[ C]// 2019 IFIP/IEEE Symposium on Integra-
ted Network and Service Management (IM). IEEE, 2019.
49-54.

ACHLEITNER S,LA PORTA T F, MCDANIEL P, et al. De-
ceiving network reconnaissance using sdn-based virtual topolo-
gies[ ] ]. Teee Transactions on Network and Service Manage-
ment,2017,14(4):1098-1112.

ROBERTSON S,ALEXANDER S,MICALLEF J.et al.Cin-
dam ; Customized information networks for deception and attack
mitigation[ C] // IEEE International Conference on Self-adaptive &-
Self-organizing Systems Workshops. IEEE,2015:114-119.
Cyberchaff{ EB/OL]. (2020-8-14)[ 2020-8-14 |. https://formal.
tech/cyberchaff/.

JAFARIAN ] H, AL-SHAER E, DUAN Q. Openflow random
host mutation: Transparent moving target defense using soft-
ware defined networking[ C]J // Proceedings of the First Work-
shop on Hot Topics in Software Defined Networks. ACM, 2012
127-132.

DU J,GUAN H S,JIANG B C. Defending against hitlist worms
using network address space randomization[ ] ]. Microcomputer
Information,2009(6) :85-87.

JAFARIAN J H,AL-SHAER E,DUAN Q. An effective address
mutation approach for disrupting reconnaissance attacks[ ] ].
IEEE Trans Information Forensics and Security,2015,10(12):
2562-2577.

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

JAFARIAN J H,AL-SHAER E,DUAN Q. Adversary-aware ip
address randomization for proactive agility against sophisticated
attackers[ C] /2015 IEEE Conference on Computer Communi-
cations (INFOCOM). IEEE,2015:738-746.

CLARK A,SUN K,POOVENDRAN R. Effectiveness of ip ad-
dress randomization in decoy-based moving target defense[C]//
Decision & Control. IEEE,2013:678-685.

MACFARLAND D C,SHUE C A. The sdn shuffle: Creating a
moving-target defense using host-based software-defined net-
working[ CJ // Proceedings of the Second ACM Workshop on
Moving Target Defense. ACM,2015:37-41.

ANTONATOS S, AKRITIDIS P, MARKATOS E P,et al. De-
fending against hitlist worms using network address space ran-
domization[ J ]. Computer Networks,2007,51(12) ;3471-3490.
YACKOSKI J,XIE P,BULLEN H,et al. A self-shielding dy-
namic network architecture[ C]// Military Communications Con-
ference. IEEE,2011.:1381-1386.

XING J,YANG M,ZHOU H,et al. Hiding and trapping: A de-
ceptive approach for defending against network reconnaissance
with software-defined network[ C] // 2019 IEEE 38th Interna-
tional Performance Computing and Communications Conference
(IPCCC) , London, United Kingdom. IEEE,2019:1-8.

ZOU C C, TOWSLEY D, GONG W B. On the performance of
internet worm scanning strategies[ ] ]. Performance Evaluation.
2006,63(7):700-723.

WANG S,ZHOU Y, LI Y, et al. Quantitative analysis of net-
work address randomization’ s security effectiveness[ C]// 2018
IEEE 18th International Conference on Communication Tech-
nology (ICCT).IEEE,2018.

STAFFORD S, LI J. Behavior-based worm detectors compared
[C] // Recent Advances in Intrusion Detection. International
Symposium, Raid, Ottawa, Ontario, Canada. DBLP,2013.

LI Y.CHEN Z,CHEN C. Understanding divide-conquer-scan-
ning worms[ C] // 2008 IEEE International Performance, Com-

puting and Communications Conference. IEEE,2008:51-58.

d b

ZHAO Jin-long, born in 1994, postgra-
duate. His main research interests in-
clude network security, deception de-

fense and software defined networking.

ZHANG Guo-min, born in 1979, Ph.D,
associate professor. His main research
interests include software defined net-
network

working, network security,

measurement and distributed system.



