http: /www. jsjkx. com

DOI:10. 11896/jsikx. 191000193

St A 2

HTHBER LM RN IERTIE

THE M M MIEB O OXE
TEARMBEGE LA KFE B 210000

(enhancelee@ foxmail. com)

B OE ORIREZRIKXIEHGEAM AR IBEFT ER S ARG L H ML DR EGAR L, X R R E T E0EH
FEARG. ERY NG ERIAAIXRRGEHE, AT E P, PR ET A TEREREGRIB XY F k.2
F ik QAT A T R e Rk AR IR A R A X 4 AT, Wb B RBFALE S B B A AR T LS
R Ande ) BRI AR B ER AT AT REEN SR T AR LA T HIERATRE, IR EF B EH
KR A5 69 BSR4 A0, 8 45 X B BOF W R E R R R UG MR IB KB R F Aol B A AR R AR IR U AR 33 5 515 L 6 P iU 4% A 39
AR FREATRFR,FACANRBERIEK, FREREAN,ZF 0% EH KRB BLGIR X,

KRR W ) DA IR SC R IR SUAS KA T Rk 4R b 45 AR IR S IR

FEESES TP398.08

Message Format Inference Method Based on Rough Set Clustering

LI Yi-hao, HONG Zheng, LIN Pei-hong and FENG Wen-bo
Army Engineering University of PLA,Nanjing 210000, China

Abstract Message clustering is an important procedure of message format inference. Most of the existing message clustering
methods take message global similarity as the clustering criteria. However, the accuracy of such clustering methods is often not
high enough.and affects the accuracy of subsequent message format extraction. To solve this problem.this paper proposes a mes-
sage format inference method based on rough set clustering, which consists of preprocessing phase, rough-setbased clustering
phase, feature word extraction phase and message format extraction phase. Firstly, messages are separated into business messages
and control messages. Secondly, messages are clustered on the basis of position attributions according to rough set theory,and the
clustering method considers local features of message sequences which ensures high accuracy of message clustering. Thirdly . pro-
tocol feature words are extracted according to length,frequency and position characteristics. Finally, protocol feature words are
classified into mandatory fields and optional fields,and they are used to represent message formats. Experimental results show

that the proposed method can extract message formats precisely.

Keywords Protocol reverse engineering, Message clustering, Messages format inference, Rough set theory,Feature word extrac-
tion
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Table 1 Example of segmentation result
Field, Field, Fields
X GET www. baidu. com HTTP/1.1
xy POST Wwww. sina. cn HTTP/1.1
x3 GET www. taobao. com HTTP/1.1
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TR ar BRAT PR Y HALY f(ava0) = f(a)

TR A AN @ R AP FEAR 2 Fl 2 X T %
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Table 2 Attributions and values of building blocks

a (L&) a, (B4R as (K/N)
X, Ead 7 N
X9 I ¥ x
X3 4 Vi N
Xy # R /N

ERFFH U={z, 22,25, 2,},.Q=
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ARSI Z AL B AA L — A 5571 28 501l o 1T R T oRDRE B2 2

{a17a2 7643}9‘/:

T 11 B 28 1 DU SRR AR R B M I 11 56 & — B4 BB B AR
HEAT B, P4 U i 6% LIS S A 1 TR 2R

AR SCHRE I 3 ORURE 58 IS 1 Sy I, i R M 2%
TR 2 448 L 1 Ak 5 A~ 25 SR A 18 T T A 2K B A B R 2
T4k,

2.2.2 BEMEHE

BT HURE S 28 (0 28 1k, e T B A A P B
M5 B RS S, AR SO B T A Y B A5 51 14 A 4k S
B A sE R A RAE A LS U E 1 PR CGET”, “www.
baidu. com”, “HTTP/1. 1”) i & 5 — 5% i SCHY 43 ia] 45 21, it
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N-CAS) N-<f#E@PEEEIEAEBIETI A b B Al
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B BT H A= (a, a,a:) ARIEE X 4,2-CAS =
{aisazsa5a1as aza; ) o AXHHERRGE SHEMES Q&
XK iR AL S FIELD # N-454% 8 P4k .

TERHE AL BB B - T KAR SR 0L (Voting Experts, VE)
SR AT AR PN S 4003 TR BOA RDRE B A/ L RIS S R AR R
— A AR 5% B R A ) B 43 B T A A6 3 R AT ) B 43 Y
LA AR F ANF R field, AT H XL field 554 W —
AR AR SR T N-SB 4 R MR . N-4F 42 JE k4 il
S EE A AR field J@VE, R85 75 5 28 b B2 v 3Bk e 43 1) r
JINTIT 51 % 19 58 25 ol o 3R 1K £ 17 2

HRYERE A TR B PR (4 45 T8 P _E B R 7T 20 380G 200 AR 3t
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Bk 1 ETHUEE SRR L

HiA S

it result

1. for ain Q:

2.h=0

3. forany x;.5.35...., in U:

4. k=0

5./ % WIS Xy g FETRPE & b SRR AT A0 6 DU 350 46 A 2
X

6. if {(x),a) =[(xy,a) =+ =[(x,,a):

7. cluster x; %y, . x,, as cluster k

8. k=k+1

9. end if

10. (U/a), = set(cluster, ,cluster; , =+, clustery)

11. result, append((U/a) )
12. h=h+1
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13. end for
14. end for
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B T 088 2% PR SC 0 AR BLPE 3K b AT B 8 R A0 43 S
3PS AR ARLEL 2 4 SC 2 BN [ g 45

BINA 7 3, Gl 4l Je 45 20 A 45 SR 3k 3 gl

® 3 ORELURRALRET

Table 3 Example of simplifying clustering results

field, field, field,
x GET AAA HTTP/1.1
z, GET BBB HTTP/1.0
x, GET cee HTTP/1.0
x, GET DDD HTTP/1.0
x5 POST EEE HTTP/1. 1
g POST FFF HTTP/1.1
x7 POST GGG HTTP/1.1

AR BEEREFEHBNEE IR E = {x 20025
it Aassxssxr b Er=Ha bl b las b o {a b o {as b {as b s
{xr )V Es={{xysx5 sx 527 ) s { g s 2502y Vb o T E, A
RS RS — AR BT EE X AT R A, A E,
B f I S 4% MO 63 9 7 8 8 M B0 E AT SR 2 0, IR Ik
R T N, IF N R R W R AT RS, kLG 3 SE=
Harsxe sas s b s {as sas s b o {arsas s sar b o {az s s s b o
2.3 45MEIRIRELEY B

i BERFAE 1R 45 & COWRD 7€ 10 4b B B B @ i VE H k3R

o — MR UL, UM AE TR AT LU 3 AN FRAE - B 6 E LA
T A BE DL KCTE BT A R R B 32 4R B (Support Degree) . A%
By BORE R 3 3 AN HRAE Sy 45> M e R AR 3R] 4T 43, DA T 22 B
IR P ICRAE R
2.3.1 LEHHK

T RUL BRSSO AT DS A R ) 4% S AR
TAERCRAE H 8 8 K D3OG BRI 3R SC i 1 AL b
MR X — " 0 FRATT R T T 07 B 5080 H pos_score KRFERIR .

1, only one pos

0, only appear once
pos_score= 1

max( pos) —min(pos) +1°

at least two different pos
D)

(7)) A, max( pos) Fl min( pos) 43 A% e 1% 15 1 18) 76 7%
Hh R G 4R 45 RS Y R R R M B2 g B 1R Y s
JEE (Sfield) it de RAH 5 dic/IME . U0 2R 3% A 3 17 A AE B2 o
I — VTR 28 8 A3 BE A 00 2R 3200 5 4R AE 7R iy
Wt — W Bk b BT AL E BB i Be S 1.
BAEARNTE AL E B, W24 1/ (max(pos) —min( pos) +1)

Bt A WA R SR AT R AP RN

AP g R 1. “GET”“User-Agent”“ Host” ;

AEER 2. “GET”“ Host”“ User-Agent”,

T Host” (9 2 B 70 B0 20 B AR - “ Host” TR 1% 5% v 11
IPUC AL — S P AL R fields  7E58 Z 5 P LAY
L EIE field, T field, =i, L max(pos) =2, min( pos) =
1, 3% 1 /AL 84 80 1/2,

2.3.2 KESHK

EE WK R CR LT /Y — D E TR R, — Bk,
PR ICRRAR 3R] AN B8 65 R A 545 KA. A 2R — A B R AR 7] K
T8 2 00 255 52 Xof B SSLHE AT A AT B4 F 1] 6 B8 s AR O, 2 IH A
FO VT BB 5 40 SR U BURRAE 38) KA, B 5 5 B0 5 4 1R 1
TS A BRI I . g 7 PR ESURR AR 38 1 4 L AR Sk T
T KB ACHE Len_score.

1, len_min<len(cword)<len_max

1

len_min—len(cword) +1"

len(cword) <len_min

1

lenCcword) —len_max—+1’

len_score=

len(cword) > len_max
(8

Horfr len_min Fl len_max J2WEA S50, © A1 7w FR AR 0 S 1F
BB R B 5 B /NI B L SR A% 2B R AE 1) A0 K B K T fen
mazx WA C BTN 1/ Uen(cword) —len_mazx—+1) s 41 FE
BHKE/NT len_min, AR5 EE R 1/ (en_min— len
(cword) +1),
2.3.3 AHEIK

TR RARTEREAES T A EEA B E TR AN
o b SRR, BiRE - NESH CERLH
HP s T2 MR o MR EE T TR 6.
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C={x) 22,03+ y2,} (€°D)

x={ejsesse540 e, ) (10)

BFREMATEAIEEICE ¢ MEERR 2 e fEHA C
T T IZICR M T A FEARMAEAICHE Cle: .

Clei={zile;sxnles = zile} an
I LZHEE IO o B LIFRERR N

s ,=card(C\ei)
sup(C,ei) Teard (O (12

Hrhcard(OFRRES CHIT R B card (Cle) Fm ik
& Cle: WImE ML,

o — AR A 2% 3R] 1) 5247 BE 43 BOHT 3 3o BT A
K A% A S BGCAE sup_score, TEITE B — 45 5k FRAE
T (4 SR B AR U S 7T LASE o AT ) () B A U ARRAE HE— 25 )
i 8 AL TR 4R 5 BEAT T AL

REX SO A R RFAE T 0 BRI 3 ( Cucord ) 2 Ml 47
B 24 HLAY S AERHAE 1 4E & (CWORD) w38 A7 AT o] — 4~ Ho fl 5
fEA 2 Cword; JBIFH I HH R AT Cword; W 3CHFE .

R S5, M 355 45 AF ) 4 v 8% T A 68 3 A AiE 3R] #6844 20
T 2L PR 00 o AR AT ) 1) 2% 2 o G SRS R 2 2% 1 U DA 3
AR T4 v B3 2 L AR AR TR . SRR B0 B R SR B b 43 ) 2o AR
FH R Ao 43 1) G o DA 5 75008 358 A A 3R] £ T /DN L 0 1% RE A8 G
b B I TE 1 P SRR AR 3R]
2.3.4 &HitoibEs

B AR RE A B RS R E SRR
Ty BRI A B, HGE X 3 Ao B AT SR A R
iCAE total_score,

total_score= pos_socre—tlen_score+sup_score (13)

—AMEBEFFAE R () total _score $TR , 3¢ W 3% 15 1 5 AiF 37)
JE P SRR AE 3] (9 T REME O . ] — A M B AR F 3 T B 1 IR TR
AN TR 1 5 T o A SRR A A% 8 R ALE 1) 78 BT AR TR e 4 B
VE A7 12 A B ¢ 1R 37 19 43K
2.4 XXMM R

TEASCHS ZUHE W7 By B, o i A Ding 450 42 A9 4 S0 %
FOREAY ) T — B B3R B D5 U AF 17 4R 4 el 4 SCRs =
2.4.1 MIAXHER

TR SO R A T AR AR R B GEAE fean
ture; € N FIEUE 7 B GEAE data, GE N FIRAT, f HiX
S By — MR AE IR SCh S B B, B feature; Ml data; # V] Hg
RS o IR R T4 B T AR TE A AT LI, — T S A BT
b 3 S AR B T AR T X R 5 A T SRR AE U R R
Hedl . MOCRKBRINE 1R,

data; I

Jeature, | data, | feature, Jfeature, | data,

1 RSk AR
Fig.1 Message format model
B HTTP B9 4 SCA% a8l 2 Bros . 76 4% Ui 5 47
“Method” & — /M FAF iA] 7 Bt » 1 URL J& — /8086 7 B 76 5 T
B JLATH, “Key” J& Fe ik 1) F B, “ Value” J& — B 7 B, 5
— 4TI Version” & —ANREAE 1] 57 B L 1 H i A8 7 B =5 .
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Method Space URL Space Version | \r\n |
Key : Value \r\n
Key | : I Value \r\n
\r\n |
Body

Fl 2 HTTP 4R 30k X
Fig. 2 Message format of HTTP

2.4.2 4R SA KA BT

R SCHE Al A e I R AE 3] Ok 2% 7R R AIE 3R 52 B R TR
Rk C__ R EIR T B

R SR 3 5 B B DI BSUR AR B L 5 B A 4 S 0 T 4 R
A1 77 4% H 2 W USCRR AIF 8] 7 4 SC o 1R 45 R b BT AL 1 field,
AL, AR SO TR Y L o i 1SCRR A TR SRS A 1Y AR R A7
B 3 R AR A R SOk X

Bk 1k =2 A o Xt RRAE 3R] 52 BE SR . X 43 06 8 F B (Manda-
tory Field) FIT] ¥ 5 B (Optional Field) 1 4» | E,

BEPSE @ M SIS j AN BURRIETT N feature; .5 i
SR SCHARAE 2 B R feature, . B S A SCXZFE N A
B feature, M—WIFHRME . 15 20 1% A T8 A9 BT A B IR AE

4 0k U feature, . SIEXHZREN BT feature, it

1T HAE 15 5 fjlfeature, . Tirjlfwture, LA B IURRE
T A 06 e T B B R AR A . A0 SR BOHR N % 7 R L T R AT
TR N R B F B, IR () feature, 5 U fea-

ture, W— V2 e T B U feature, — () feature, .3
B G i)y 255 B 56 0
B0 AT 3 Fe HTTP 040530 10 6 SR AE 1) & AT 50
[ — A FR N«
(“GET”,“HTTP/1.1”,“Host: ")
(“GET”,“HTTP/1.17,“Accept: ")
(“GET”,“HTTP/1.1”,“User-Agent”)

EKZEMH,Ckﬂum”z:<“GET”,“HTTRn.ru“HouJZ
i=1
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Table 5 Result of message format inference
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PASS(M)__
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150 Opening ASCII mode data connection for(M)__

226 Transfer complete(M)

CWD(M)__

250 CWD command successful(M)

TYPE(M)__

RETR(M)__

221 Goodbye(M)

NLST(M)

220(M)__

HELO(M)__
250(M)__
MAIL FROM(M) __
RCPT TO:(M)__
SMTP DATA(M)
354 Enter mail.end with “.” On a line by itself(M)
QUIT(M)
221 Closing connection(M)
EHLO(M) __

500 Command unrecognized(M)

BRI AR T — i ORI 4 JHE A 4T SRS A
W7 7 ¥ 35 1 A G 2 WY T A B AT Y [ o R
AR B4 I ] FE 9%

TE Ak HR B B A ST 1% 38 3 4R SCK B B L AR B
T 25 4R SCHEAT A3 BT SR 5 T 3 VE B8 6 0 45 11 28 i SCHE AT 4
H o 7E S TORDRE S 6 19 3R R B B 3l 0 o0 1) 25 2R P R i
JBR A R R A R AT R 28 AR X AT T AL L A5 B e v A
RERIEEE R . TE R AL 1A £ P B, O T A B RO A
0 A A 105 AR AR HT 43 o RS SR I S (B E R B A
RE A 3R A5 S P SCRR AE TR o B S R BB BOA AE AY  P
R AL 1) DU FE B B SO SR B o S R AR R o B AR R
T AT 3

2 % X M

[1] WU L F,HONG Z,PAN F. Network Protocol Reverse Analysis
and Application[ M] // National Defense Industry Press. Beijing,
China,2016:11-12.

[2] DUCHENE J,GUERNIC C L,ALATA E,et al. Protocol Re-
verse Engineering: Challenges and Obfuscation [ C] // Interna-
tional Conference on Risks and Security of Internet and Sys-
tems. 2017,

[3] BEDDOE M. Protocol information project[ EB/OL]. (2004-10-



326

Com puter Science

HEHLENE Vol. 47,No. 12, Dec. 2020

[4]

(5]

[6]

L7]

(8]

9]

L10]

[11]

[12]

[13]

[14]

05) [2019-06-25]. http://www. 4tphi. net/~ awalters/PI/PI.
html.

HE C,LIU F,ZENG X. Clustering Analysis of Unknown Proto-
col Message Sequence [ ]J]. Communications Technology, 2017,
50(2).277-286.

LUZY.LIG S,SHEN Y Z,et al. Unknown protocol message
clustering algorithm based on continuous features [ J]. Journal
of Shandong University (Natural Science) ,2018,54(5):1-7.
LIW M,ZHANG A F,LIU J C,et al. An Automatic Network
Protocol Fuzz Testing and Vulnerability Discovering Method
[J7. Chinese Journal of Computers,2011,34(2):242-255

LI Y,LI Q.ZHAGN X. Outline Format Signature Construction
Method Based on Separate Protocol Message [J]. Journal of In-
formation Engineering University,2018,19(2) :134-139.
YOUNG-HOON,GOO K S S,BYEONG-MIN CHAE,et al.
Framework for precise protocol reverse engineering based on
network traces [M]//2018 IEEE/IFIP Network Operations and
Management Symposium. 2018.

BICHENG C,RENHUI L, YUNFEI Z, et al. Research on non-
standard industrial control protocol formats reverse [ J]. Com-
puter Technology and Its Applications,2018,44(4) :126-129.
YANG L,QING L,XIA Z. Automatic protocol format signature
construction algorithm based on discrete series protocol message
[J]. Journal of Computer Applications,2017,37(4) :954-969.
ZHANG Z,ZHANG Z,LEE P P C,et al. Proword: An unsuper-
vised approach to protocol feature word extraction[ C] // IEEE
Conference on Computer Communications. Toronto, Canada,
2014:1393-1401.

PAWLAK Z. Rough sets[J]. International Journal of Computer
and Information Sciences,1982,11(5) :341-356.

ZHANG H Z,HONG Z,WANG C,et al. Closed Sequential Pat-
terns Mining Based Unknown Protocol Formal Inference Me-
thod[J]. Computer Science,2019,46(6) : 80-89.

X Z,DING S Y,LI O,et al. Keyword Sequence Extraction Based

on Byte Entropy Iterative Segmentation [ C]// presented at the

[15]

[16]

[17]

[18]

[19]

[20]

2017 3rd TEEE International Conference on Computer and Com-
munications. Chengdu,China,2017.

KUROSE J F,ROSS K W. Computer Networking: A Top-Down
Approach Featuring the Internet{ M]. Addison-Wesley,2002.
WRCCDC  Public  Archive traces [DB/OLJ.[2019-07-08].
https://archive. wrcede. org/pcaps/2019/.

MCHUGH ]. Testing intrusion detection systems:a critique of
the 1998 and 1999 DARPA intrusion detection system evalua-
tions as performedby lincoln laboratory[ J]. ACM Transactions
on Informationand System Security,2000,3(4) :262-294.
BOSSERT G,HIET G,HENIN T. Modelling to simulate botnet
command and control protocols for the valuation of network in-
trusion detection systems [ C]// 2011 Conference on Network
and Information System Security ( SAR-SSI). La Rochelle:
IEEE,2011:1-8.

KLEBER S,MAILE L,KARGL F. Survey of Protocol Reverse
Engineering Algorithms: Decomposition of Tools for Static Traf-
fic Analysis [J]. IEEE Communications Surveys & Tuto-rials,
2019,21(1):526-561.

NARAYAN J,SHUKLA S K,CLANCY T C. A Survey of Au-
tomatic Protocol Reverse Engineering Tools [J]. Acm Compu-

ting Surveys,2015,48(3) :1-26.

LI Yi-hao, born in 1996, postgraduate.

His main research interests include
cyberspace security and protocol reverse

engineering.

HONG Zeng, born in 1979,Ph.D,asso-
ciate professor. His main research in-
terests include cyberspace security and

protocol reverse engineering.



