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Abstract Keyword extraction is a key step in the reverse engineering of unknown network protocols. The existing keyword ex-
traction methods have some problems,such as low accuracy,complex operation and more prior knowledge is required. Therefore,
an automatic keyword extraction algorithm based on location information is proposed. First,the candidate keywords are obtained
by Trigram word segmentation. After adding the location information, these keywords are organized into a multi-level dictionary.
On this basis, the traditional tree merging of candidate keywords is improved to chain merging according to the location informa-
tion, so as to obtain more precise and the longest candidate keywords. The experimental results show that, when the frequency
threshold is set to 0. 6,this method can accurately extract the keywords of text protocol. At the same time, the influence of fre-
quency setting on experimental result is analyzed,and the limitations of related algorithms for keyword mining based on frequent
sequences are also discussed.

Keywords Location information, Keyword extraction, Unknown text protocol, Trigram,Chain, Multi-level dictionary

TF 5 3 1 5 il 1) 42 JBC 14 W B8 X4 B 0 A B R BB

sl SCAS RSO EL A T 0 5 P A RT E  TF k B I fa) AR AR A

il

R T T % IS0 1), g 8 6 R A W B A 5 0 R Y
B4 T, X ER LAY A 2 OIR A BIL L 38 SCAE BEAT Hi W 09 BF
RSO 2R 5 BRI X oA A0 0 285 b a8 ) ) AR B IR
IR A W7 77 9k 243 SR P X LT G R ] 4 0
KA. 2T RPN G B BORG 2l W 0 1k o B2 AR RO A A
Il DR ASCAR X 0 500 - I ] 2 2 8 P 2 (] R e 8 vy, EL 7
AN o T SR B T 4R ORGP SR AU TR S AR R —RE W
AEERETT HR A D) A — S B S B A AE . AL

FfE H 1 :2019-09-17 B4 H I .2019-11-21

R B FH I 32 DR O AR S 1 3 B A R SCAR T LA Ry E 5
XA,

H AT 0 T AR SCAR MM S IR 2 IE & s TR Z
B . Krueger FIFH B SR 1 5 Ak 28 FH 9 N-gram 57350
Xof 4 S 0 AT 43 18] 3 IO gk DG AR T L E 4R T S
it AR AT 3T 1 PRISMA, Zhang 254 1 T 2% T 4% 22
K F G S48 A 4R BUSE 36 ProWord . 1 I B PN 15 B0 A
TG B A H IR, Luo SERHETRHFMERFE

A SCE AT AR R COSID) L il E 7 4RI 5 B .

40 H - E R T &R (2017YFB0802900) ; VLI A F AR} 2 5 4 (BK20161469)
This work was supported by the National Basic Research Program of China(2017YFB0802900) and Natural Science Foundation of Jiangsu Pro-

vince,China (BK20161469).
SEAEVE# : 48 (al3592247640@foxmail. com)



Wi DR L 45« 22 07 B At 1Y 2R R0 SCAS IR0 A6% ok O B 3R i X5 0 s 333

1) AutoReEngine 8k, FFFER ¥ P 9l A T #4747 55 S5 1 0
PRI B P AT 42 00 A2 R e e B B B
fL 8 BEAT GE Tt IT HAR 5 08 5C B 1) 1 00 B 19 7 25 HE B 3
G330 AR AR AR K 0 2 SC R T, Hong A3 421 T 2T 478
TR BT B B ISUA% =X A DT 5 1 L % AL VR R T N-gram 43 ) 4K X
A 355 S B IR, 9K 5 45 G o TR AR R X8 8 G B iR #E AT 5 0 (3
YRR R R RN, Hou R TR TN ENA D
A 09 28 B AL o) 7 ik o R B S B ISR AT O S ) 4 B 5 FLR G
HR) RN — T R SR, HOCHR TR GO R By K 1y
] K+ 1 356 0 Bk i 2 (8] 52 2% B8 R () 52 2% B R A v
KR A I IR — E R R BRED Li S 4RH T —Fp
T PrefixSpant'® § PositionSpan % % , & & {72 4 % 42 4 4R
SCAN A 7 B b0 100 B 0 I, SR S R IR S KT N
1Ao7 0 T IR A T R A B B A AR s (R I
F 35 I S AR X T R SO TS ] E L AR BT 51 L R BE 3R K
b TR A P R TR DGR

B R A 1 S AR RIS O Bl i) 8 BSR4 R TR 52 A B R A
V) 5 4% J3E o 5 I) A, A SCHR M T — 3k 07 R B A9 R S
A PP BB IR R IR VE . AR e T Trigram 83k 3R
KEEy 3 MM L SR Y AR & JF 48 5 — > DB 3] B dn 7
15 B s SR 5 ALY A0 20 B X 4 30 O B ) R AT 07 30  HIR AR ol A 30
AN T 1065 B SG BT 5 i S AR 90 G B TR H B A R X AL Y X %
SRR HEAT A O DATIT 2K A5 B RS o 04 46 38 G SRR 4R

2 ETAERFEEHARMTAHINK IR

A 1 S5 IR B USRS s e . —
e Hb L BT Apriori ™ M, BI AR 2R 5 B T 4R I8 R A0 Z R A
T A AT BT B A I R R B B 8 O BT B A2 4R
208 T 52 B O S ) 0 BB, ol P AR B 4 A B 1k R O AR By
I8 Sk 1] 11 = B ) 4R v 7 S SR I A 0 D 1) St i i O g
) BN 1 K TR bR T S BRI GBI 1 K AR AR
INT 3 FHRKE NI EMN 1 FA 0 2 FHW RN 3 Fh K
R 01 % 358 G S 9R) & 0T DA o5 FH R B ) R 45 T Y i) B 2 %
B AR MG — RN K RIEFERCHANESST
T K+ KB R R A MM TEE WA,
Xof BT A K B 1 40 8 OC S ) A DR AE L T T — S R AE A A T
AR SCHY B RHTAE O X A [ B EAT T ek
2.1 ARMBEiE

AR SCRI Trigram FERIZITA K EN 3 F WK F
B, 3 T i 2 LB e T — e R Y T B AR S A I A 3 G
i

& 52 1 DA 1) 5 I J2 I B S KO 1T A i i DG B i)
AR N K +1 5 1 5 81, ke abede 1 bedef & J3F
ZJE HBr abedel (1947 B R L BN T A7 it T ARG B 19 468 38 G
SR TR ELAR AT T RO R AR 2 A i 2 G BRI L R 3 A ) B
AR 3L A A5 0 SRR AN I T B M L G R 22 18 AT DL AR
P00 B R ARRT 22 BEAT B 0T AR A R OC R AR A T DL %
A B e A 5% 3 S ], R T AR AT v [ BR 2S 14 40% 32 O gk i)
TG G245 IF 50 M B IR 5 H 2 AR 25 4 L AN 1B 1 9T 5 Ol IR 1Y
B IPFEL R A B 2 IR W T IR A A [ T

1 fempRa Irait

Fig. 1 Traditional tree merging Fig. 2 Chain merging structure
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BEGIN

1. listl1 =list(count_dict. keys)
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END
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Table 1 Overview of experimental data

Type quantity
HTTP #3L 2070
GET 1583
OPTION 307
PROFIND 80
HTTP 100
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Table 2 Keyword extraction results of proposed algorithm

under different thresholds

number Tfreq=0.6 Tfreq=0.7 Tfreq=0.8
1 GET_/ GET_/ _HTTP/1.1\r\n
2 _HTTP/1.1\r\n _HTTP/1.1\r\n \r\nUser-Agent:
3 \r\nUser-Agent: \r\nUser-Agent: \r\n\r\n
4 \r\n\r\n \r\n\r\n \r\nHost:
5 \r\nHost: \r\nHost: te_
6 \r\nAcce t:_ i c
7 0\r\n i_C
8 t:

9 i_C

B E N 0. 7,18 Fl AutoReEngine %35 %} HTTP i3
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Table 3 Keyword extraction results of AutoReEngine

number Tfreq=0.7
1 GET_/
2 _HTTP/1.1
3 User-Agent:
4 Host:
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