http: /www. jsjkx. com

DOLI:10. 11896/jsikx. 200500078

St A 2

HEBAESAENREZFINMERER

B2 IWE FTHE BEH
FEARAZA¥EREMNLL2¥K i 100038

(tongxindotnet@ outlook. com)

W E REFIBRABENAERBREFAEHEIANRARAGLE . BT THRERGHR 2L F A+ H AL M
WA T ARBZAEERAG AP, 4 ARETAEZARRAA TG FTHAARGRE, ERASRAEREEME G L
BE X PHEASATREF TN AR B ZAERAGE LM AR fo b)) AR Fo A Z 09 K KR 25 I8 55 1R B i 47 5
Mt —F R T LASRERAGHEE S EFRENER, T ZABRSREART RN R AL S o KB ERITTHE ;R B
RBARDBA S ELRGF A O SBRDAEAIARTRFREREIRBITTRE PTG AT E2d T BRAEE; RE
B AT A RIE T AE AR RS HEGREPIARITT R F R RE,

EXER ARBTRAE,RAEFI AIFREA  FRFRA; SHM

FEZESES TP301

w5

Survey on Adversarial Sample of Deep Learning Towards Natural Language Processing
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Abstract Deep learning models have been proven to be vulnerable and easy to be attacked by adversarial examples,but the cur-
rent researches on adversarial samples mainly focus on the field of computer vision and ignore the security of natural language
processing models. In response to the same risk of adversarial samples faced in the field of natural language processing(NLP),
this paper clarifies the concepts related to adversarial samples as the basis of further research. Firstly,it analyzes causes of vulner-
abilities,including complex structure of the natural language processing model based on deep learning, the training process that is
difficult to detect and the naive basic principles,further elaborates the characteristics, classification and evaluation metrics of text
adversarial examples,and introduces the typical tasks and classical datasets involved in the adversarial examples related to resear-
ches in the field of natural language processing. Secondly,according to different perturbation levels,it sorts out various text ad-
versarial examples generation technology of mainstream char-level, word-level, sentence-level and multi-level. What’ s more. it
summarizes defense methods,which are relevant to data,models and inference,and compares their advantages and disadvantages. Final-
ly,the pain points of both attack and defense sides in the field of current NLP adversarial samples are further discussed and anticipated.
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Fig. 1 Classification of adversarial examples
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Table 2 Summation of generation methods of NLP adversarial samples

P A Uik 1 4 EE SRR S B A7 HAE R LR I

char Belinkov 2%’ MT en,de,cs black-box no TED BLEU 15 v

char DeepWordBugl26] TC en black-box no AG news Acc If}j}“ﬁf ;ngf

char WordHandling[zﬂ TC zh black-box no Hotel Reviews Acc 35% ¥

char Ehmhimirzm MT en,de,cs black-box both TED BLEU 21y

char VIPER!2Y] Multi en black-box no G2P BAFZRET B 82%
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word MHAL5] TC en both both IMDB Ast Black; 98.77%

White:99. 9%
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s 8100 H % X H A K R
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