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Deep Neural Network Based Ponzi Scheme Contract Detection Method
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Abstract The development of blockchain technology has attracted the attention of global investors. Currently,tens of thousands
of smart contracts are deployed on Ethereum. In spite of bringing disruptive innovation to finance, traceability and many other in-
dustries,some smart contracts on Ethereum contain fraudulent forms such as Ponzi schemes,causing millions of dollars of losses
to global investors. However.at present,there are few quantitative identification methods for Ponzi scheme under the background
of Internet finance,few researches on detection of Ponzi scheme contract on Ethereum,and the detection accuracy needs to be im-
proved. Therefore,a Ponzi scheme contract detection method based on deep neural network is proposed. It extracts the features of
smart contract that are helpful to identify Ponzi scheme,such as operation code features and account features,to form a data set.
Then., the model is trained on the dataset and performance is tested on test set. The experimental results show that the Ponzi
scheme contract detection method based on deep neural network has a precision of 99. 6% and a recall rate of 96. 3% ,which are
better than that of existing methods.
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Fig. 1 Framework of deep neural network model for identifying ponzi scheme contracts
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Fig. 2 Deep neural network model for identifying ponzi
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Table 1 Index value and average of ten experiments

Precision=

Recall=

F-score=2X

Experiment  Train_  Validation_  Test_ Precision Recall Fscore
round accuracy  accuracy — accuracy
1 0.993 0.983 0. 964 1 0. 96 0.982
2 0.996 0.984 0.963 0.998  0.964  0.981
3 0.995 0.986 0.962 0.997  0.964  0.980
4 0.992 0.983 0. 960 0.995 0. 964 0.979
5 0.983 0.994 0.963 0.998  0.963  0.981
6 0.996 0.978 0.961 0.991  0.969  0.980
7 0.996 0.985 0.963 0.998 0.963 0.981
8 0.997 0.984 0.962 0.998  0.964  0.981
9 0.994 0.983 0.962 0.998  0.964  0.981
10 0.994 0.981 0.939 0.973 0.963 0.968
Average 0.994 0.983 0.962 0.996  0.963  0.980

BT 1 AT A5 A SO A 2 11 TR B b 2 T 45 A58 180 A I 2
FRYIEB R 99, 400, FE R UESE R IER RN 98, 3%, 7
R E R IEB R 96. 2%, EAHERN 99. 6%, A RN
96. 3% ,F-score {0 98% . W LA Hi, 3k T ¥R JF 1 28 I 4% 1Y
TR X T I B Jm B 29 8 B AN RS IR RE O .
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PPN RE . B A SORACR T R B3 A 28 I 2% 7 12 %o

G e & L9 AT RGN 3R B2 3R T — S ML B2 2% 3T i 2R
B AR (DT) L S FF 1 AL (SVMD | By S 6 B 188 58 (XG-
Boost) \—2& 3 # [5] & AL (OCSVM) | F& 85k (TF) F1 Fifi #1175 &
(RE) , LA 3 17 1k T 2R FH 0 % B M 222 T80 446 Ty 36 6 e TG 3R Jm)
B ARG IS P . A Uk A 2R A Fscore (E X 138
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Table 2 Performance comparison of different classification

methods
Algorithm Precision Recall F-score
DT 0.31 0.24 0.27
SVM 0.91 0.16 0.27
XGBoost 0.90 0.67 0.76
OCSVM 0.05 1.00 0.10
IF 0.02 0.05 0. 04
RF 0. 95 0.69 0.79
DNN 0.996 0.963 0. 980

W LR R 2 v A4 28 T Wk I TR R AR A A AN R B - AE
TR G LS 27 2] J7 i b, BE ML AR AR (RT) 77 12 % 2 [C 9k R & 24
BN RCRTE 3 AR b Y 3R B S R g AL 55 . HE A il
9 95% A4 RA 69% . F-score fH N 79% . H5ZHH. A
SCIUT SR FH B TR R 25 19 2% 5 125 A7) R A A v RS i 4. 6 %6
AR 27, 3% AT F-score #2557 19% . BJ, A< 3C 3k
TURBEAN 22 P 2% 7 vk A L B T X IR IR R A 2 04 1R )
K.
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W 189 53 — AR5 T 1) 2 A A X0 40 R 4% (GANs)
J5 . GANs 7T LA &% b fif Je B0 B & 2 45 1iE 43 A 1 1)
R, X TR A T DAJH R R AT S A I L A5 D TG i Jm) 1 24 iR
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