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Energy Classifier Based Cooperative Spectrum Sensing Algorithm for Anti-SSDF Attack
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Abstract Spectrum sensing is an important part of cognitive radio communication and is under the serious threats of spectrum
sensing data falsification (SSDF) in terms of security,which trends dynamically in the attacking methods nowadays. It is difficult
to identify dynamic tampered data using traditional defense algorithms because the traditional ways always assume that the atta-
cking strength remains unchanged. Aiming at the dynamic SSDF attack.an energy classifier enabled cooperative spectrum sensing
algorithm for anti-SSDF attack is proposed. This algorithm firstly analyzes the characteristics of dynamic SSDF attacks,combines
with the distance discriminant method to classify the neighbor users. Then it identifies the malicious neighbor users by comparing
the classification results with the local results. Afterward the local user establishes a reputation model under the sliding time win-
dow based on the information of historical results, thereby updates the reputation values of neighbor users and will eventually im-
plement weighted cooperative spectrum sensing. The simulation results show that compared with the largest deviation-based dis-
tributed cooperative spectrum sensing (LDCSS) algorithm and the reputation-based cooperative spectrum sensing (RBCSS) algo-
rithm, this algorithm provides an increased spectrum detection probability by 15% and 16% respectively when the attacking
strength is close to the threshold, which not only significantly increases the cooperative spectrum sensing performance of the cog-
nitive network, but also improves the efficiency of spectrum sharing.

Keywords Distributed spectrum sensing,Data falsification, Energy detection algorithm, Distance discrimination, Trust value

BIRG A1:2019-11-18 348 A 11:2020-04-25 AR SCE A TFALRR 1140 COSID) L i 4 17 — 4e Aok 3K BUHh 72 15

HETH ERARF ST (61502230, 61501224) 5 L35 4 A SR B 22 5 4 01 H (BK20150960) 5 Y155 45 8 w5 42 A 28 B4 22 #F 52 1 [
(15KJB520015) 5 IT.55 4 75 K imi e A A 4 9T B BT H (RTFW-020) 5 B 50 Tl BB RIBUH (201608009) 5 B 5T TS5 HLAK 1 B 45 R el 58 T A SE 3
ZE W B H (KFKT2017B21)

This work was supported by the National Natural Science Foundation of China(61502230,51501224), Natural Science Foundation of Jiangsu
province, China(BK20150960) , Natural Science Foundation of the Higher Education Institutions of Jiangsu Province, China (15KJB520015) , Six
Peak Talents Foundation of Jiangsu Province, China(RJFW-020) , Nanjing Science and Technology Plan Project,China(201608009) and State Key
Laboratory for Novel Software Technology,Nanjing University(KFKT2017B21).

WA VEH UL AT (hshen@njtech. edu. cn)



T RS, 45 B TR 40 28R AU DT SSDF T WM ST 12 o0 55 vk

283

1 3l

il

N TE 2k [ 2% (Cognitive Radio Networks, CRN)H
{14 457 3% JE 1 2 A 1 JC 26 HL ( Cognitive Radio, CR) F £l #L fi
HI 3 H Pt (Primary User, PU) ™) B2 AU 6 % i 55008 (1 56 5 B
Ao BT BRI A5 T 52 5 36 R 75 A5 50, S B0
CR W PR3 PU 5 HIFEARZS . CR AP IR U A8 4335 I Jn
(Cooperative Spectrum Sensing, CSS) ! fig % fi gt |- & o] 53T,
A R AR R AR 5 AT REED L R, 2 CR A P I
TR I T P 3 T R P 2 1) AR P A K R A SR
AU L% 5 R0 P AN 8 1 1 S e, DT S 38 90 2% W R VR
a7 B0 ZE R b B I S CRIN B 30 335 3R 0 1k T
PAIH , %o CRIN A 2 P i G 0 5 Bl 8 I Sy s

CRN i UL i Moy A7 #8400 32 4 7 eifi (Primary User
Emulation Attack, PUEA)N #1451 3% &% %01 %% 48 b @& o &
i # AR
PU i 8 5155 (50 55 & 2 BUt )5 338 i 50 o0 H B0 &
S Br— Ao BT A9 PU R AR AR AT, PR UL A
P Y K gy SSDF Beiti . i ULAY SSDF Teibi A 3 - 1) e
i B2 P ) 40 P R 3% B e 1 S e B (SR R
PR LAy 2SR G BT DT D i 25 R AR i T 9 BBk
R R A 2 B IR B BB P AR 2 R R AR R B Y
AR AL P E B Ak Bl NTTREAIR PU i ) e v i
B s )R EL AL et o B 2 P 1w A B AL K 26 1 R 2 0 Sk
HUE B S AR AR P 04 A3 0 e 7 AR 2R L S BOOME I 45
L5050 B SRR — B R B A IR T S B Rg A
B 7 AR S B — 38 S AR A DN VAT AR A S BRI ok, B
JE 1R L BN o B e (B 0 T SRS B AR S A
Dy PO TR R et o TR 43 AT TR L B o AR AE LA
A A HIA SSDF Hli S i 45 gt g i I f =2 — 00

B SSDF Bl , SCHRL 14 J2E5R CR P 6k H A i g
SERPEAT O Yo, FUA R AT EE P CR P A BE K B
G5 R R BIRG L 1R ALS O SR AT R R AR RS IR
R PP\ R F S L K R N 2 R v T B e R
TR IE R CR P, 3 A Hb 8% 0 45 5 AN W] 5, 7 A4
%A FL 7 P F A CR P 58k E bl 22 )15 2 4% i K & 1Y
Bt G IE AR P2 R A Sy T B AL R A N 4
BEUR B SSDF ek ¥ 43 A 2 Wp VR S0 1% I S 32 3] 8 ok b &2
WFSEH MG . SCHRLT6 42 M T 4 T e 2% 18 14 B A 33 Uk
Jl (Largest Deviation-based distributed Cooperative Spectrum
Sensing . LDCSS) & ik, iz B kit CR H P 5 H AR E A
F A R B R 2 (R HERR R B P . B2 R
T R AR Y 06 2 SR I R HA R MR R MR R BR
SCHR 17 J8 7 3 T r 5r B0 43 A 2B A 00 i SR N A7 L CR
FH P W £ 48 FH P 0 8 VBRI 35 B 408 e i R e A
22 AH 1 P AL B S R AR I B AR T2 = S R B ke
AR R A, R R Oy B TR 200
B P B 2 S W ) b B2 5 OB 5 1 5 R

45

(Spectrum Sensing Data Falsification, SSDF)!,

HREE — YA S AE B U B P W 2 S R

., SCHERCI8THE T 36 T 7 2 A AL AT 5 F P 1Y P 4R A
Jif J&% 11 77 15 (Reputation-based Cooperative Spectrum Sensing ,
RBCSS) » 244 J& P i Jn 45 S A CR O A e 8 A b &%
— BT ARG 25 SRS — BB A 2 0 A 4B R
FH P 00055 8 (EAVC T T00I5E 0 (L, DO FE 0 3 o s P IR
AL T . 1A A B A 7 B A A T vk R W CR P AT &
PR AR AL, B AR AR VR L 2R T ) R S ST R 0 1R R R
4345 2R A % B AR AT AR b il G ) R Y EE B 5T I
— . SCHRL20 82 0 T 36 T HLER 2% 3T 10 B 1R I8 A5 2 B, 8
Jil P Rk AT AR B L R 3 0 S A S T P A B S o, L
T R X R P DU B O UGS, S BOR A T
VA5G Bh 25 B 52 F P AR 0 A5 235 {0, YA 58 0 v T (L o)
e B Uk - AT 485 X 46 05 SR Al R I 4

14t SSDF i 8 2 Bl vt BE by 8 20 A SO 1 T 3
a9 B A A B A SSDF Bk B, A1 0 i b B o B X 1%
T13E T RE 43 25 48 AP0 SSDF M i B 4 A 3% J& M1 57 7% (Energy
Classifier-enabled Cooperative Spectrum Sensing, ECCSS) , 7 #]
G B B 38 T R R 43 2 AR A 4B I R AR YRR R 5 A HE B
F 0 AT 42 LA 5 U R 2 P B B s FE LA
W B, CR R 26 B[] 6 P9 AR 405 R ik 3 25 45 SR o5 48 & 77 4
A5 25 DL 2SR 25 (AR AR B 45 5 I3 5 A 85 S i
TINAL ST R BRAR B A Fl e 5 3R, [l B SRR L A
It LDCSS 81k 15 RBCSS Bk, AR SCT5 R B 0% A AP 1 % &
F P82 SSDF Bt - KAHE & 1 4535 4 I PE e

ARICH 2 WA Eh 4 SSDF W iy & 3 iy 1 72 5 4%
1E 355 3 WA XT3 A SSDF Brii B A £ 1h 2 T Re i 73 K AR 0
Bt SSDF Mgt 3 1 551 1% J8% 1 B30 vk, 40 458 B T BB B 0 301 /) e 1t
Sr ISR [H] 80 T B9 (5 Z L5 28 4 1l O 2L S I i A
WA AT RE AT S VTN B ST S AL

2 N7 SSDF W EHHEE

B CR M4 fE A& —4 PU, T4 CR PRI U A%
BRI CR AP ACE 0 P BEAL A A 78 PU S [ 23 A
AR U 1 TR o AR TE — AN R A 3 P I 45 4 2
FRFEAAE 2 CR F P 2Z A1 Y HE 88 X T 45 R0G8 15 18 & mt, )
HANEIER . B s — N H P (Secondary User, SU)
HEAT A S35 A L AT A M SRR R B AR SR SU 5 H — Bk
AT IK AR TP AT O 28 B DA AR A e A F B R

T A {:} % 55 4%

F 1 r#iz CRN #i#h g5 44
Fig. 1 Distributed CRN topology

=
=
o
o
P2



284

Computer Science THEHLELZ  Vol. 48,No. 2, Feb. 2021

2.1 BEERNE
B S8 g A DN 2, CR Pl 3 Xt PU {5 5 380 47 45 3%
R sk F W PU S B A7AE . X — a3 B nl LAH R
n(t), H,
¥ = e}
h(t) « s()+n(t), H,
Hr, v 8% CR HP MEWES . s(0) FR PUGES . n()
FRBMER 0T LR S WIMHEEHAMRS ., s(O5 n( R
SAES HMEMY., ()N PU S SU Z A #4715 S5 5 1
R, Ho f0E PU REFE MR B2 N, H, 0% PU M5
SAETEI S B .
5% CR F P B RABEREAS S8 N, WS o i) %) H B
HYG) R

N
Y<n>:i\] c Sy 2
1 i=1

AR R E B, Y N R K (N=50) BF L, Y Go) 35 fBLIR
PN
H,:Y(n)~N(s,25°/N)
H, :Y()~NC(+y) +6* 25"+ 2y+1)/N)
Horpr, y ARFRIEWEMRE L. ARAE0C3) , CR A P 19 2 b A 00 A
R py FAMEEE p, N,

(3)

=Pr(Y=A/HD=Q| (A —y—1). |- N 4
pa = /HD Q((Uz 7 1) 47+2) )

p‘/:Pr(Y>/\/H0):Q((i2—1) . N (5

o 2

S RAAET L QU = —= + Mo o ahig
o .

FE R, SR A = SR HE I iy 2 C5) ] LUK i an T Y )
ITRR

A=(@Q "(p) « N2+ 6 (6)

WA CR PRI B RE B 6 KT RGBH AL N RoRF
EHE PU S H ez et H/ D T BIE A MR R FiE 4 T
2.2 WEHER

T P 38 e B AR 18 e R L S P I AR S )
P, DLt R T . R T A s SRR I L R P R R B
ABELYGE . RSB P IR RE N A (i B4 b8
FE (D UE R P LA Pop KR WHRE N +A K SS-
DF Wi, M BENLT S A S F B, W se 3 i 2
>J I3 S it A B8 8 AR 25 By TR0 L ub A oA RE 5 TR R Y Bl A
SSDF M i1 T A g A2 4 iR 5 sl 52 3R 51, et g
TS B,

M P Ak 3 SSDF ¥ i B . 7 2 40 B CR HI P $210k
155 g (09 — A 43 A0 e vk DA 07 30k 5 P 47 2 5 B 38 3R
S, ASCGERE 30 A~ CR A3 R — 4> PU R TE 80 A4~ BF B
TN HEAT 80 R AT RN , LA AR BB A 5 BE = (E 1Y 43 A 1
B AN 2 TR . B 2 Ca) BT A TE MR AR B (E 4 A TE 9
B A 7 BSRm Bor A . EEARPAEE . BHE . BIBOE
EHAP SRR EN YO e RN .

Y+A=Y+QA—Y+ad) )
H BB A=A—Y+ar,a€ (0, D LB R, YTt

BRI A BB/ AR G Y 3 (B (0 B vk RE S AR A
Sy 03 e S v (85 90 S BT P B RE AR R {HL A T SR A
o7 A L e ) BB 4 30T 0 53 L U e s P AR e AL 2 T
BB R A P Yo, 200 2(b) AR T PU & FfEE
R 42 WA 5 B BB B2k (0 A A BB A 07 Bl el 7 o A, =
BEPERE po WIE B R E L BCh
Y—A=Y— (Y —2+ad) 8
k& e SSDF By, Hovh Y>> X, &P X5 Fopr 8 i W B R
PFE B BRI AL, LADRIE 23 A5 3 PR 50 5 S A T 5

18
16
14

)
—

0 100 200 300 400 500 600 700 800
z

(a)Ho IRZ

0 100 200 300 400 500 600 700 800
z

(b)Hy R
&l 2 CR H P #0055 f e 2 A 4 A

Fig. 2 Energy distribution of CR users received signal
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