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IoTGuardEye: A Web Attack Detection Method for IoT Services
LIU Xin, HUANG Yuan-yuan, LIU Zi-ang and ZHOU Rui

School of Information Science®. Engineering, Lanzhou University, Lanzhou 730000, China

Abstract In most of the edge computing applications including Internet of Things (IoT) devices, the application programming in-
terface (API) based on Internet application technologies,which are commonly known as Web Technologies.is the core of infor-
mation interaction between devices and remote servers. Compared with traditional web applications, most users cannot directly ac-
cess APIs used by edge devices.which makes them suffer fewer attacks. However, with the popularity of edge computing. the at-
tack based on API has gradually become a hot spot. Therefore.this paper proposes a web attack vector detection method for IoT
service providers. It can be utilized to detect malicious traffic against its API services and provide security intelligence for the se-
curity operation center (SOC). Based on the feature extraction of text sequence requested by hypertext transfer protocol (HT-
TP) , this method combines bidirectional long short-term memory (BLSTM) to detect the attack vector of web traffic according to
the relatively fixed format of API request message. Experimental results show that,compared with the rule-based Web application
firewall (WAF) and traditional machine learning methods,the proposed method has better recognition ability for attacks on IoT
service APIs.

Keywords Threat awareness, BLSTM, Edge computing, Web attack.,Internet of Things
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Table 1  Attack examples
Type URL Encoded Request Payload Description
Normal http://victim. com/?s= test Test Normal HTTP Request
SQLi http://victim. com/?s= %27) %20and % 20( %271 %27 %3d %271 ") and (’17="1 Boolean-based SQL Injection
LFI http://victim. com/?ReadFile=.. %2f.. %2f.. % 2fetc% 2fpasswd ../.. /.. /etc/passwd Local Confidential File Inclusion
XSS http://victim. com/?username= % 3escript % 3ealert(1) %3¢ % 2fscirpt % 3e iscriptialert(1)j/scripts Reflected Cross-Site Script
RCE http://victim. com/?folder= test % 26 % 26cat % 20 % 2{etc % 2{passwd testd.&.cat /ete/passwd Bash Command Injection
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Table 2 Character-level SEQ generation rule

SEQ Description Example
0,0,0,0,1 Unprintable Characters N/A
0,0,0,1,0 Digit. Letter or Short Underline 1.A,_
0,0,1,0,0 Blank Characters x0a,x00
0,1,0,0,0 Control Characters x08
1,0,0,0,0 Special Characters #,%,1
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Table 3 Types of models

Name Description

GPKM General HTTP Parameter Key Model
GPVM General HTTP Parameter Value Model
GHKM General HTTP Header Key Model
GHVM General HTTP HeaderValue Model
SAPKM Specific API HTTP Parameter Key Model
SAPVM Specific API HTTP Parameter Value Model
SAHKM Specific API HTTP Header Key Model
SAHVM Specific API HTTP Header Value Model
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Table 4 Experiment environment

Description

CPU Intel Core 19-7900X @ 3. 30GHz (20 vCPU)
Memory 128 GB DDR4 3000 MHz

GPU NVIDIA GeForce RTX 2080Ti x 4

0S Ubuntu 18.04.3 LTS
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Table 5 Training datasets
Dataset Count Type Models
SpNKey 2032 Normal GPKM
SpNVa 3980 Normal GPVM
SpAKey 2004 Attack GPKM/SAPKM
SpAval 4272 Attack GPVM/SAPVM
SiNKey 1000 Normal GHKM
ShNVat 1225 Normal GHVM
ShAKey 1003 Attack GHKM/SAKM
ShAVal 1276 Attack GHVM/SAHVM
SSA_pNKey 2000 Normal SAPKM
SSA_pNVal 4200 Normal SAPVM
SSA_hNKey 1000 Normal SAHKM
SSA_hNVal 1400 Normal SAHVM
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Fig.5 Accuracy changes during the training period
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Table 6 Cross-validation results
CRLAR: 20

Model Accuracy Recall Precision
GPKM 100 100 100
GPVM 98.1 96.5 99.9
GHKM 100 100 100
GHVM 92.6 85.7 100
SAPKM 100 100 100
SAPVM 100 100 100
SAHKM 100 100 100
SAHVM 96. 1 100 92.5
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Table 7 System-level evaluation results

Type Name Positive Count DR/ %
TQ-WAF 11722 11744 99.8
OwlEye 4898 11744 41.7

XSS
[General ] 11340 11744 96. 6
[Special API] 11344 11744 96. 6
TQ-WAF 8765 18146 48.3
OwlEye 16432 18146 90. 6

SQLi
[General ] 18023 18146 99.3
[Special API] 18128 18146 99.9
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