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Abstract The face recognition technology is improving rapidly these days. One the other side,the face presentation attack has be-
come a practical security problem. To protect the system,face presentation attack detection methods are employed for detecting
such attacks in advance. This paper extends a classic domain adaptation method to the deep neural network scenario.defines a fea-
ture augmentation-based domain adaptation layer, proposes a cross-domain few-shot face presentation attack detection method
based on deep feature augmentation. This method is based on the existing method based on Fully Convolutional Network and im-
proves the existing method by embedding a domain adaptation layer in the middle of the network. The new layer augments the
feature maps,adapts the difference between the source and target domains. Then,a pixel-level probability map is predicted based
on the augmented the feature maps. Finally, the prediction map is fused to a frame-level decision. Experiments are conducted on
the CASIA-FASD, Replay-Attack and OULU-NPU datasets. Six commonly used protocols including the cross-dataset protocols
between CASIA-FASD and Replay-Attack, the standard protocols of the OULU-NPU dataset are followed. The training and test
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data are cross different backgrounds, presentation attack instruments and cameras. The experiment results show that the baseline

method, the Fully Convolutional Networkbased face presentation attack detection method has already achieved state-of-the-art

performance. The performance can be further improved by learning the domain adaptation model on small-sample data in the tar-

get domain. The proposed method can halve the error rate by introducing domain adaptation (train on CASIA-FASD and test on
Replay-Attack: decreased from 27. 31% to 11. 23 % ,train on Replay-Attack and test on CASIA-FASD: decreased from 37. 33% to
21.83% ,OULU-NPU’s standard protocol 1V:decreased from 9. 45% to 5.56%). This confirms the effectiveness of the pro-

posed method.
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Table 2 Performance comparison under cross-dataset protocol

between CASIA-FASD and Replay-Attack datasets

V2 C—>R R—C

i 3 45 4F % 199 50. 20 147.90
LBP+SVM#Y! 55.90 57. 60
LBP-TOP+SVM! 49.70 60. 60

i 3 4 AE 3% 10 50.10 47.00
B2 g AL A 4 A s 30] 34,40 50. 00
CNNE 48.50 45.50
IQM+1QA+SVMHZ 14 37.35 40. 90
2 X -1 i 47.00 39.60
%t BB AT % 10 30. 30 37.70
EE e 27.60 28. 40

% 7 A A (8] 28.50 41.10
STASNL 31.50 30. 90

3k FON W 4 27.31 37.33

H A E N E i FCN 4 11.23 21.83
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# 3 OULU-NPU #rHE BT B9 PEREXT LL
Table 3 Performance comparison under the standard protocols of OULU-NPU dataset
. T L 11 L 1T IV
A ACER APCER BPCER ACER APCER BPCER ACER APCER BPCER ACER APCER BPCER
LBP+SvMLE] 32.29 12.92 51.67 25.14 30.00 20.28 25.92+11.25 28.50+23. 05 23.33+17.98 48.33+6.07 41.67+27.03 55.00+21. 21
IQM‘FSVMLM* 25.00 19.17 30. 83 14.72 12.50 16.94 21.9548.09 21.94£9.99 21.95416.79 36.67+£12.13 34,17+25.89 39.17+23.35
CPgDH? 6.90  2.90  10.80 - - - - - - - - -
GR/\]’)I/\A\IT"121 6.90 1. 30 12.50 2.50 3. 10 1.90 3.80+2.40 2.06+3.90 5.00+5.30 10.00+5.00 5.00+4.50 15.00+7.10
MixedFASNetH?) 6.10 9.70 2.50 6.50+£4.60 5.30%£6.70 7.80%£5.50
Massy HNU2) - - - - - - - - — 22.1017.60 35.80+35.30 8.3044.10
EEHp K EEM 160 1.60  1.60  2.70  2.70  2.70 2.90+1.50 2.70+1.30 3.1041.70 9.50+6.00 9.30+5.60 10.40+6.00
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RERER R
;jﬁ}lﬁ”g}ziﬂ 0.42 0.83 0. 00 5.97 11. 39 0.56 11.11+9.40 11.67+19.57 10. 56414, 06 25.00+12. 67 36.67+29.67 13.33+16.75
3 FCN H 0.42 0.00 0.83 2.78 3.33 2.22 2.924+1.34 3.89+2.93 1.94+1.74 9.45+5.04 11.39+6.90 7.50+6.30
:b?fiifﬂ?ﬁ 0.42 0.00 0. 83 1.95 2.22 1.67 2.09%£0.98 2.78+1.76 1.394+1.12 5.56%£2.52 6.944+3.95 4.17+3.15
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