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Abstract In recent years, with the rapid development and wide application of deep learning, artificial intelligence is profoundly
changing all aspects of social life. However,artificial intelligence models are also vulnerable to well-designed “adversarial exam-
ples”. By adding subtle perturbations that are imperceptible to humans on clean image or video samples,it is possible to generate
adversarial examples that can deceive the model, which leads the multimedia model to make wrong decisions in the inference
process,and bring serious security threat to the actual application and deployment of the multimedia model. In view of this,adver-
sarial examples generation and defense methods for multimedia models have attracted widespread attention from both academic
and industry. This paper first introduces the basic principles and relevant background knowledge of adversarial examples genera-
tion and defense. Then, it reviews the recent progress on both adversarial attack and defense on multimedia models. Finally, it
summarizes the current challenges as well as the future directions for adversarial attacks and defenses.
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X* (optimal adversarial example )
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Fig. 2 Illustration of Opt-attack!*?
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