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Abstract The traditional encryption scheme does not take into account the situation in which the adversary eavesdrops on the ci-
phertext to force the sender or receiver to hand over the public key,random number, plaintext,or secret key used in the encryp-
tion. Therefore, the concept of deniable encryption was proposed in 1997 to solve the information leakage caused by the coercion
problem. At present, only several complete deniable encryption schemes have been proposed and implemented. However, the
schemes are not practical due to the problems of low encryption efficiency and high expansion rate. By constructing a “translucent
set”,a practical bi-deniable anti-quantum encryption scheme is proposed in this paper. The scheme uses the difficult problem of
Module Learning With Errors (MLWE) based on polynomial ring to construct two ciphertext distributions that adversaries can’t
distinguish. The indistinguishability of two ciphertext distributions is verified by chi-square statistical experiments. The schemes’
security can be reduced to the Shortest Independent Vectors Problem (SIVP). Meanwhile, the correctness,security,deniable, ex-
pansion rate and complexity of the scheme are theoretically analyzed. And the experimental results obtained through C++

*,the ciphertext ex-

are consistent with the theoretical analysis. Experimental results show that the bit error rate is about 1X 10
pansion rate 5. 0,and the encryption efficiency is about 670 KB/s. Therefore,it has practical application prospects in many scena-
rios,such as electronic election and electronic bidding.
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R T 800 A i WA R R 1/4000, AH HLIE T 24565
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TN 1/1000,
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Table 1 Encryption and decryption efficiency
ko omERH WmERE/(KB/s) MERE/(MB/) BEKFE
2 2100 670 1.3 5.0
3 2160 440 1 6.4375
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RTINS 7 5 00 T RE M AL AR AT L, SR 2 M Ek 3 T
A, ATLAE Wy AP T 05 S8 1B A 3 X AT AN R R
R I R LA RO o BER AR 5 = 07 R

# 2 AN J7 A A DI REXT LL

Table 2 Functional comparison of deniable encryption schemes
R#EFATEN BEURFTELN BEHME =74
Xir[1] Ll ) x 53
Xk [4] El % B XA THE
X #k[5] % ) /N FE
XHk[6] % ) /N rHEE
XkL7] % El 0 rHE
Xwk[17] El & N rFE
Xwk[18] El ) B XA FE
X wk[19] Cl £ N FE
X #k[20] ) % LN rHE
ES YR g El 0 rEE
3 AN R ARORX L
Table 3 Efficiency comparison of deniable encryption schemes
e B & E U K % F 4K
X #k[2] %4 6B/s #11:100000 2kB
Xk [3] % 80B/s #1:20000 2kB
#*F LWE 47 160B/s 47 1:12000 %5 20 MB
AXFE 47 670kB/s 1:5.0 2kB
LRE T LA A AR AN T 58 A7 R R S

TR B 0 05 1A 7 el A9 )AL R SCHR R T — o =
ZE i S TR 1) AT 5 DA 5 58, HL e A v m] L2 B S b i IR

X B 8, Bl MLWE [/) 8,

A S o BV T B R S B IE T

JIT 4y S B AT AT 7 X P T R S A A ik R 2
%7 ST LA A AL T i 2 B T AN % 5 58 L {H R TT L
X T BEAT A AT PR AT 3 X 1) T A DA B
J7 58 WA AR R W AT 5 7 18] I AR SCH A R M ) R A 3 JR
U AT AR AT G2 0K 7 3 AT T AR IR X TR )
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