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Intrusion Detection Method Based on Borderline-SMOTE and Double Attention
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Abstract With the development of Internet, the network environment is becoming more complex,and the resulting network secu-
rity problems continue to emerge,so the protection of network security becomes an important research topic. Aiming at the prob-
lems of unbalanced traffic data collected in real network environment and inaccurate feature representation extracted by traditional
machine learning methods, this paper proposes an intrusion detection method based on Borderline-SMOTE and dual attention.
Firstly, this method performs Borderline-SMOTE oversampling on the intrusion data to solve the problem of data imbalance,and
uses the advantages of convolutional networks for image feature extraction to convert 1D flow data into grayscale images. Then it
updates the low-dimensional features from the channel dimension and the spatial dimension to obtain a more accurate feature rep-
resentation respectively. Finally.it uses the Softmax classifier to classify and predict traffic data. The simulation experiments of
the proposed method have been verified on the NSL-KDD data set,and the accuracy reaches 99. 24 %. Compared with other com-
monly used methods,it has a higher accuracy.
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Fig. 6 Feature update process
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Table 4 Comparison of the proposed method with other methods
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Table 5 Precision comparison of the proposed method with other

methods
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Proposed Method 99.67  99.81 83.12 98.94 82.61
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B 93. 56 % » T He A 75 v #B 2 L& FUR 28 W 44 (Convolutional
Neural Networks, CNN) & E KW 4 5 AR F ik, M4
A LU 0 T O R A B 8 I 4% 1 AR A vk (DC-
NNEZHE DONNU ) 8 3 Jil 8 4 FR o 28 1) 45 14 I 46 )22 0 DA 2
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R ) 245 6 2 B T B ke B e AR R ME A R 4 Ak B T
94. 370 H1 98% . RIS AT LAFE M, SCHR 17 JF0 A SC 5 vk 38 3
TN B =l ~F- A7 b 33RD 13 35 0 AL ) £ B, 43 20 ol 1 R 47
FE 99 LL ORI TR 3 Fh vk . ARSCEMB AL B T M
4% It A 30 4 R B B AR 22 I 45 AR S 2k BRI
B, I 43 590 DA 8 R ZS [8) 9 A J2 T EAT R RO A TR A L
ZNWER R SR 99, 24% . R AITE — R E FIE
WY 2 S5 v 0 0 A P R R

ARSI AAR A T7 12 5 H A B BRI T 12k 1 43 28
SN 5 A . R 5 Hnl LUE I, 20 1 A Ak 3 R R
Attention P 4 Y AR I 7 248 55 T 43 2 45 R AR 0 B L 4
JJ27E Normal Il Probe P Fh ¥ ai 25 53 9 3R 0] 13K 3 T st
R [ B X Dos T U2R W e 28 51 A 43 250K 32 o
FETEROR YKo 288 LLBOTT 0 A 26 5 T 91 Ay JHE A =2 4G
J5 R A SO R U T B R B S A 0 A SRR B
YA T LR R , BUA BOR A AR FFIE IR g

BERTE A SO Y AT A= R I 0 B 5 AR X AR
B A7 AE Y A A R, DL SRR AR 2R 7R AN HEAR 09 IRl AL B T
—fh 3 T BorderlineeSMOTE 1 X Attention FJ A & 6 ] J5
. %ITEHH Borderline SMOTE 77 # kAT 1 3% # . IF FI
FHHA XA 2 L 0 0 2%, 43 500 DA SE T8 A4 B2 R4 ) 4 B2
A J2 TR 43 28 45 55 R W R AR TR B R AR . % 0T R B
i D T BCHE A7 AE 1 AV A 0] R, SR R TR A IO 4 i AR SR
TNRETT . TGN R AR WA SO G ARG T ik AR 2
B RO, 25 28Ty 19 4 28 ME 0 S B AR AR UL A SO I LA
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