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Abstract  Shellcode generation technology is a program transformation technology that transforms programs from source form to
binary form. This technology can be used to implement Shellcode generation,including Shellcode used in exploitation and func-
tional Shellcode used in post-penetration period. This paper formally describes the relationship between code and data in the pro-
gram and proposes a LLLVM-based program transformation technology,which can be used to generate system-independent Shell-
code. By constructing a built-in global data table and adding dynamic relocation code, this technology converts the access form of
the code to the data from absolute memory address to relative memory address,eliminates the dependence of the relocation mecha-
nism provided by operating system during code execution, and makes the generated Shellcode have good position-independent
characteristics. In the experimental part, we test the function of our shellcode generation system based on this technology with
different source code of different sizes under different operating systems. We also compare the consistency of the code function
before and after the shellcode generation,as well as the file size.number of functions and execution time. Experiment results show
that the shellcode generation system functions normally and has strong compatibility and versatility.
Keywords LI VM, Shellcode, Shellcode generation, Memory loading, Program transformation
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Table 5 Code function test before and after Shellcode generation
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Fig.3 Comparison of file size before and after Shellcode

generation
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Shellcode generation
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Fig.5 Comparison of execution time before and after

Shellcode generation
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