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Abstract Malware is a very threatening security problem in the Internet age. Due to the emergence of malicious programs and the
speed up of propagation,it becomes more difficult to detect malicious programs. Most firewalls and antivirus software use a spe-
cial set of bytes to identify malicious code based on malicious characteristics. However,a programmer of malicious program uses
code obfuscation techniques to avoid this detection. Therefore.researchers use dynamic analysis method to combat this new mali-
cious program,but the time efficiency and matching accuracy of this method are not satisfactory. This paper proposes an effective
malicious behavior graph construction and matching algorithm, including the storage method of two-dimensional association
graph.the construction method of behavior graph, the construction method of behavior association rules, the design of behavior
graph parser.and the behavior matching algorithm. Finally.experimental verification analysis proves that this method has a high
detection accuracy rate,except for the AutoRun category,the recognition rates for other types of malware are all above 90%.
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Fig. 3 Behavior diagram of modifying register key value
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Table 1 Captured malicious behaviors

- MBGM- CWsandt Anubis Norman
T A MCA “Wsandbox nubis Sandbox
Process_ WinExec
T - N
AT XA v v v
File_Attributes_Get_
AT X v v v v
File_Attributes_Get_
FE T S v v V v
File_Attributes_Get_
AT X Kk v v v v
Process_Create_ J J J J

EE S S

(830
MBGM- N @
TH MCA CWsandbox  Anubis Sa(zlrdn};:‘(
Remote_Thread_
Create_X v v
Thread_Priority_Get_X N NG NG N
DLL_Load_% % 3 &
- ot J J J J
HHEEL
Thread_resume_X N NG NG N
Thread_Context_Set_X N N N Nj
Process_Memory_Write_X N/ N N/ N
Process_Memory_Read_X N NG NG N
Get System Catalog N/
Nelworvk Information J J J
Registry Query
Operation-driven\
Device\ip v v
Network ICMP. DLL
etwor : J J
Loading
Rsaenh. d.ll Registry J J
Information Query
Rsaenh. dll Injection N/
Create a Remote thread J
in Rsaenh. dll
Network Port Scanning N/ N N N
Mutex Creation and Waiting Ni J N
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Table 2 Distribution of seven kinds of test samples

AR 4R 4 WG s HE/ AN

Virus. Win32. Downloader Downloader 66
Worm. Win32. Agent Agent 98
Worm. Win32. Delf Delf 100
Backdoor. Win32. Agobot Agobot 137
Worm. Win32. AutoRun AutoRun 354
Trojan-Spy. Win32. Ardamax Ardamax 119
Trojan. Win32. AntiAV AntiAV 126

TEAN bR 52 56 op i 3 A1 3R (RacalD) | 32 K %6 (False
Positive Rate, FPR) LA ¢ J i ¥ % Ff (Confusion Matrix) %] 5
9 55 SR AT IPAG

F 3G T L HEAMES P, MBGM-MCA 2378 1000
AR FEAR b TR E HE R, A A] LU 45 3] MBGM-MCA 8 &
o 7 [ 24 70 20 T AR T 1 TRV R B L O o o B 1k S ] 2K
WAL R A B RARGRE 4 B,

%3 EZHHLS P MBGM-MCA S5k 7SR L i IR v S
Table 3 Confusion matrix of MBGM-MCA algorithm on test set

for multi classification task

Downloader Agent Delf Agobot AutoRun Ardamax AntiAV

Downloader 60 0 0 0 4 1 1
Agent 2 89 1 1 3 1 1
Delf 1 0 95 1 2 1 0
Agobot 1 1 1 129 3 1 1
AutoRun 2 10 8 12 300 9 13
Ardamax 2 1 1 2 4 108 1
AntiAV 0 0 1 1 3 1 120
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Table 4 Recall rate and false positive rate of different samples
HAEA AEE/%  ERE/Y
Downloader 90.9 0.94
Agent 90. 81 1.46
Delf 95 1.47
Agobot 94.16 2.15
AutoRun 84.75 3.06
Ardamax 90.76 1.73
AntiAV 95. 24 2.13
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B REAK

e 3 HP A SE R B th S e R R A BE AR PR AR T RS A Bk
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