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Summary on Reverse Debugging Technology

XU Jian-bo,SHU Hui and KANG Fei
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Abstract In the process of software development and test deployment, debugging consumes a lot of developers’ energy and time.
Sometimes,in order to find a critical bug,debugging needs to restart many times. Reverse debugging is a technology of software
debugging. It can check running instructions and status backward without restarting, which can greatly improve the speed of soft-
ware debugging,reduce the difficulty of software development,and effectively repair the errors during the running of the pro-
gram. The core issue of this technology is the recovery of running state. At present, current solutions are state preservation and
state reconstruction. This paper mainly reviews the development of reverse debugging from the aspects of principle,academic re-
search, products implementation and technical application. It focuses on the time-based and instruction-based state preservation
and two methods of reverse execution reconstruction states. It summarizes 3 specific applications of record replay program execu-
tion,location analysis software error,reverse data flow recovery,which provides a reference for the research and application of re-
verse debugging technology.

Keywords Debugging,Reverse debugging,State save,State reconstruct, Reverse execution, Software failure
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Fig. 1 Flow chart of cycle debugging and reverse debugging
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Table 1 Reverse debugging research and products
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Fig. 2 UndoDB reverse debugging process
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kali@kali:~/test-code$ gdb -q a.out
Reading symbols from a.out...
(gdb) start

(gdb) record

(gdb) ¢

Breakpoint 2, main () at threads-rd.c:23
23 if (sw)

(gdb) ¢

create id:0 thread id:0, p:0x4055b0
create id:5 thread id:5, p:0x4058d0
program runned time:4.516137s

Thread 1 "a.out" hit Breakpoint 3, main () at threads-rd.c:42

42 pthread_exit(NULL);

(gdb) rc

Thread 1 "a.out" hit Breakpoint 2, main () at threads-rd.c:23
23 if (sw)

(gdb) m

21_ int sw=1;

(gdb) n

Thread 1 "a.out" hit Breakpoint 2, main () at threads-rd.c:23
23 if (sw)

(gdb) set sw=0

GDB is in replay mode....... Write memory at address 0xbffff294?(y orn) y
(gdb) ¢

passed the function!

program runned time:8.365730s

Thread 1 "a.out" hit Breakpoint 3, main () at threads-rd.c:42
42 pthread_exit(NULL);

(gdb) info record

Active record target: record-full

Record mode:

Lowest recorded instruction number is 1.

Highest recorded instruction number is 79518.

Log contains 79518 instructions.
Max logged instructions is 200000.
F3 GDB A fal 91k 7 2 1A
Fig.3 Example of GDB reverse debugging
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Table 2 Typical reverse debugging tool tests
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