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Black-box Adversarial Attack Method Towards Malware Detection
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Abstract Deep learning method has been widely used in malware detection, which also has an excellent performance in the aspect
of classification accuracy. Meanwhile,deep neural networks are vulnerable to adversarial attacks in the form of subtle perturba-
tions added on the input data,resulting in incorrect predictive results,such as escaping the malware detection. Aiming at the secu-
rity of malware detection method based on deep learning,this paper proposes a black-box adversarial attack method towards the
malware detection model. First,it uses the generative adversarial net model to generate the adversarial examples. Then, the gene-
rated adversarial examples are identified as the pre-set target type to achieve the target attack. Finally, experiments are carried out
on the Kaggle competition malware dataset to verify the effectiveness of the black-box attack method. Furthermore, the generated
adversarial examples are applied to attack other classification models to testify the strong transfer attack capacity of the proposed
black-box attack method.
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Fig. 1 Black-box attack example generation based on GAN
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Fig. 4 Discriminator loss function curve
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Table 1 Kaggle malware data set and partition

Malware Malware Sample Number of - Number of
family type Label size san.n[?les on sam-ples
training set on testing set
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Vundo A 4 475 380 95
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Gatak J& 1 9 1013 810 203

AE T JE S0 S I AR K B RIS
80 % AR o L2 20 %6 1 L 3 4730 43, Ul 42 3k 8694 A~
BEAR AR AR 3L 2174 DREAR
4.2 EMIER

T I3 28 LI 0 A 2R AT 0 M AR SO R B AR D AT
B bp e TEAL 73 2R ARz AL PR RE . KR RIA N
ace(fsD) =5 STy = fCa) o8

Hb, fG) R AT KRR 2 W53 ARy AR TN
PR FEAR BB n, KE BE N 0 28 IE B B9 RE R SRR R Y
Al

SrEARTEXTPOREA b (0005 R IS 8 2, T O vk Ay
o BEAb A SO AR 43 S5 4 00 TN A o1 5 LSRR A W AL A
73 W B IE 4 (True Positive, TP) B IE i (False Positive, FP) |
H il (True Negative, TN) i [z #] (False Negative, FN),
BRAEARBEN 2, WA TP+ TN+FP+FN=1, H,
H.IF # (True Positive Rate, TPR) Hl % IF % (False Positive
Rate, FPR) 73 5l 4= (5) F15X (6) i 7 -

TP

o, FP
PPR*FiPJrTN (6)

VL TPR 39\ %l . FPR g B3 A i 42 32 2 £ A 45 1



64

Computer Science THEHLEIZ  Vol. 48.No. 5. May 2021

AT o A A M
BEIEAG I, — 403688 189 ROC IR A RE O AE 55— 4r 288 10
ROC ik, Wi 5y 28 4 A A LA B0 12 A kR . i — 208
i ROC [l £k 5 4 A5 il B30 T8 R AT LLAS 3] AUC(Area
Under ROC Curve) . ffi il AUC {4 7] 347 5 B4R (19 1 BEIEA
4.3 XWHERSW

h T EAE A SCER R JE T GAN B9 BB & Tk A ok,
L RBUR S AT T R O R T A A ) A A ek AR ST
8w, B T A B O AR DA T R A AR AR L 4R 64 X 64 X
1R ST 2 P R TR A% . GAN BB SR F IR B 35 TR AR I 4t
% 2% (Deep Convolutional Generative Adversarial Network,
DCGAN) P gk, TR B A5 LA 5P 465 A0 HL — M1 26 B0XT 4t
P 2% . FLAT A B RE 0 B SR K I R R T R B R S L A R
FEATE N ZFEAR AR . b A 88 BRI 2540 15 B n %
2 A, HE R R = RS ) 5 0 4 12 )2 MR AR L R
VERH g A X4 X 1024 R/NRHIER, BT 4 BEBBRE R
3X3 KA 2 YIS RZ A W 75 5 AR (Y RRAE 1 — 25 25 ik 1T
S B O B FOR R AR HE B — R R SE. A
A 2% 3t 5 2 L3k 6194304 AN UIZR 2 B (5 2= I B (S A A
RN %3 N E o ] 2 7 i s e N BN o e S R A e
i S HCR WA BRI .

2 R L S5

2% (Receiver Operating Characteristic, ROC),

Table 2 Network structure of generator
Output Number of
Type of network . Lo .
Information characteristic training
layer
chart parameters
Input layer — z —
Full connection All connected to
16 384 16384 X =z

layer 1(fcl) 16 384 neurons

Scale transformation  Transform to feature

(4,4,1024) —
layer map format

Convolution kernel:
3X3X1024 X512
Step:2
Activation function:

RelLU

Deconvolution
(8,8,512) 4718592
layer 2(deconv2)

Convolution kernel:

Deconvolution 3X3X512X256

layer 3 Step:2 (16,16,256) 1179648
(deconv3) Activation function:
RelLU
Convolution kernel:
Deconvolution 3X3X256X128
layer 4 Step:2 (32.32,128) 294912
(deconvd) Activation function:
RelLU
Convolution kernel:
Deconvolution 3X3X128X1
layer 5 Step:2 (64,64,1) 1152
(deconvb) Activation function:
RelLU
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Table 3 Network structure of discriminator
Type of network - ()utpu.t » Num.b.er of
laycr Information characteristic training
chart parameters
Input layer — (64,64,1) —
Convolution kernel:
Convolution 4 X4 X1 X64
layer 1 Step:2 (32,32,64) 1024
(convl) Activation function:
ReLU
Convolution kernel:
Convolution 4X4X64X128
layer 2 Step:2 (16,16,128) 131072
(conv2) Activation function:
ReLU
Convolution kernel:
Convolution 4X4X128X256
layer 3 Step:2 (8,8,256) 524288
(conv3) Activation function:
ReLLU
Convolution kernel:
Convolution 4X4X256X512
layer 4 Step:2 (4.4,512) 2 097 152
(conv4) Activation function;
ReLLU
. Fully connected to 1
Full connection
output for 1 8192

layer({c5) e
classification
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Table 4 Experimental results of disturbance generation attack

based on GAN

Experimental Malware image

group Parameter = Parameter £ recognition

number rate/ %
0 — - 88.17+0.87
1 100 20 18.78+0.88
2 1000 20 16.8040.70
3 1000 10 18.04+1.03
4 10000 10 21.08+0.04
5 10000 20 24.2641.10
6 10000 40 20.637+0.89
7 10000 60 22.95+0.94
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Table 5 Network structure of CNN model
Type of Output Number of
network Information characteristic training
layer chart parameters
Input layer — (32,32, —
Convolution kernel:
Convolution 5X5X1X6
layer 1 Step:1 (28,28,6) 150
(convl) Activation function:
RelLU
Pooling layer 1 filter:2X2X 6 X6 .
(14,14,6) 144
(pooll) Step:2
Convolution kernel:
Convolution 5X5X6X16
layer 2 Step:1 (10,10,16) 2 400
(conv2) Activation function:
ReLLU
Pooling layer 2 filter:2X2X16 X 16
(5,5,16) 1024
(pool2) Step:2
Full connection Fully connected
120 400
layer 1(fcl) to 120 output
Full connection Fully connected
84 120
layer 2 (fc2) to 84 output
R Fully connected to 10
Full connection
output for 10 84

layer 3 (fc3) .
classification
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Table 6 Experimental results on migration of adversarial examples

AT 2 95)
Classifior ()rigina. lvsamplcs Advcrsar.iavl samples Migration success
recognition rate recognition rate rate
SVM 96.50 0 97.55
KNN 97.00 28.57 100
LR 97.40 2.27 97.41
DT 97.70 20. 80 98. 21
GBDT 98. 30 7.89 96.93
RF 98.50 0 96. 40
CNN 98. 90 25.90 87.70
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