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Abstract The identity-based encryption(IBE) by lattice can effectively resist quantum attacks.and this mechanism takes users’
identity information as public keys.which can ease the management of public key infrastructure(PKI) with an extremely large
number of users. The lattice-based IBE system is an improvement of the traditional PKI to solve some problems in the Internet of
Things(IoT) environment. However, previous IBE schemes based on lattices are cumbersome,and there are few implementations
of these schemes. Aiming at this problem.this paper proposes an IBE scheme based on R-SIS and R-LWE with advantages of low
expansion rate,which is secure against IND-sID-CPA. Firstly,a block reusing technology is proposed to reuse a ciphertext block
for auxiliary decryption which occupies a significant amount in storage so that the expansion rate of ciphertext decreases and the
encryption efficiency improves in a large extent. Then, by using a compression algorithm and introducing a plaintext expansion pa-
rameter, the two indicators of the scheme have been further optimized. Next, the scheme’s security, correctness,and computing
complexity are analyzed through rigorous theoretical derivation,and numerical experiments with Maple give the optimal parame-
ter values of this scheme under three scenarios. Finally.the new scheme is implemented with C+ =+ ,and the performance of the
scheme and the BFRS scheme in three scenarios are compared. Experiments and comparisons show that.while ensuring the cor-
rectness and security, this scheme improves the encryption and decryption efficiency of the original scheme and reduces the ci-
phertext expansion rate effectively.

Keywords Identity-based encryption, Lattice, Ring small integer solution problem,Ring learning with errors problem, Block re-

using technology,Compression technology,Gaussian sampling
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il

5G BT , ¥ B ’ (Internet of Things. IoT) % 3 & J& .
R ToT F P2 FIR 28 B B 08 DL & ToT P8 ) 42 4 1 i) 22
SRR L AT Bt N 4 JE Rl i (Public Key Infrastructure,
PKD 5 (145 B ALK TC LG I ToT Hbg, 3+ &0
14 i ML il (Identity-Based Encryption, IBE) J& 2% 4 % 15 (1)
T T 33X AL T BE A8 L in % T B 40 A O Y B 3 AR R
ERAE @ T PKIZEZ H & G % 5100 77 4 Ao e
5 o DT fiff ke T A% B 20 S BIL R B K 32 4 B0 iE B i 3 3 R
GRCRAL T M A, IBE (9 ARSI 7E 1984 4FEH Shamir #2
52001 4, Boneh B 4R H T —F4 m ST ) IBE ##™
WJE AR % IBE & LB SRE 2L ER,

1994 4F, Shor F kP A HE Bk E A — & & 715l
AT LA AR R i 5 A1 35 28004 T J0 1 Tt 2 3 T 0 Ao T AR N
PlEm AR RN YETE 2 BT AR 225 T G B0 R )
B3 IBE %8 B se B0 [N sk 8 0 S A i i P RHAC R
WL IPU R PR . M8 B 3 R AR AL S BE S HE BT
F s AT DL RCTE o R XA D0 00 1R 158 TR TG kR A 119 A 4
P BT LUK AR #5105 5 IBE i %5 AL A 45 A A 28 % S i
WAL, BB RPEET Ajtal B9 TAES X R
AR ] SR FE A TR B 1] R0 g A s T A 5 ) 22 A b2t . %0 B T
1k B I %8 4 1 3 4 14 BRI ] 0 5 A AR . 1D /N RL
fi# 1] i (Small Integer Solution Problem, SIS)! ;2) 25 4 2 )
[a] f5 ( Learning With Errors Problem, LWE)' ¥ /4> & %k 0]
B 92 AS A R-SIS®) 5 R-LWE! 23 51 F 2006 4EF1 2009 4F
BOARARER L AR A T A SRR BB & I AR
NS5 17 15 F AR i) R 1) 35K 7 A S PR ZE B I BB D 2 . A
SR FE & K Z 8k% I IBE 7 A T B B AR, I8 00 1 IR 4%
SRR RO BT Y (TE L IRAT) ELAE B RE R B IS £ Y
R FEAT T R R S (R SRR T RV B R R e TR A

2008 4, Gentry S48 H T 58 — P 3k T 4% BRI XE 1] 8004 )
F IBE il % #L # ( Gentry-Peikert-Vaikuntanathan, GPV)'?),
I 5 BT 4 5 AR ML SE R AT T 2 T, 2010 4R,
Cash 17 Agrawal 4507 43 1 $2 1 T %5 # A [ i) IBE HE
0, Cash %5 T4 7 20 % & PR IE W T T % A 9 Random
Oracle #EARY, (B H 2880 R F K KM JE 2 52 BR W FH 5 Agrawal 4§
FI I AR IR B T 8 T 36 F 4% (1) IBE 3 A5 A (Agrawal-
Boneh-Boyen, ABB) , J5 £:1R £ IBE J7 % #f J&: 3 T ABB fE 42
FIHER) . 2014 4E,Ducas 5T GPV JnaHLHl & T —Fb
£F NTRU #1# IBE K& AT BT L8 T 4% -
Fy3& (% IBE J5 % (Ducas-Lyubashevsky-Prest, DLP), K NT-
RU F 19 55 5k M 5 . 1% 7 8 B9 N A %% 350 % A 5, Mecarthy %5 7E
TR FEERE LT T AR BT 5 R SO 26 1 3 )
TAESE Bert %42 1) —Fp 3L T R-SIS #1 R-LWE [ #i /Y 1BE
%% J5 % (Bert-Fouque-Roux-Sabt, BFRS)?Y, H % il MP
(Micciancio-Peikert) E AR 44 # (4 1], 5k I GM (Genise-Mic-
ciancio) FIET IS FAGCRBE HEAT T O 4k . 2 0 00 i 2 5K
FAT DLP &, 3F B H T — oy WA i, 54

KBRS I IBE S AU B R R 2B TR &
AT X 3T & )y % 4 (1dentity-Based Signature, IBS)
R TR A% 1 IBE (4 n] 40 AL 02 LR IBE 78 Tl s
R TR ok AR £ 0 2 B AR G AL KR B 1Y T Rk L L A %
BB LA A M R TT VR T R SE PR K .

MRA L5 B AT U R A6 B840 15 1Y IBE JF £9F R
T K 22 BN A5 B8 A B F 5% W B, i £ 285 280 3 R0 A A
fi I AN B T 2 S B B FH A T 3K I A OGO 28 1 HL A BE 4y
Branbz 3, R, A SCHEH T —F 5T R-SIS il R-LWE
MR AL IBE F & . AXMEBETMA: DT LWE K
Z AN AR I T E T R-LWE B920 B 2 H AR, 3F F1)
AiZBEARMAL BFRS 4. 2)¥ Kyber A9 FE 4 £ A L B 3c ¥~
KSH 5 BFRS M4 &, #F — LRI SO k% . 3) I %
AR T A TEVERE B Y 1Y IBE 22 AR 8 b X 40 4 25 A R
e S B L 2ERAE RSIS 5 R-LWE #
S [0 50 5 43 A7 W 7 7 A 4 5% 2 43 A, 30 T 4 R R R R AR
T J7 8 T B T NEE R A L IRIE T O B IE S R
Maple & 5 BEAT H00E 52 5, R A8 HE S A XGH A A ST 3
ARG 5 F il R &M SEORE., O C++ 5
MHAAS SC T 2 PEfg 0 W T TR 7 2 5 BFRS J7 R 7€ 3 fi i
ST B SRR . SCIR AR R AR SO =B
il 2 AR T v B S KR AR

2 W&EHIR

2.1 iBS&T
1B T A SO A BEAAT S 1 f B E L
#1 EAFSRR

Table 1 Basic symbolic representation

Symbols Descriptions
z The set of integers.
Z, 7Z mod g.usually ¢ is a prime and Z, is a field.
z; The N-dimensional vector space of Z,.
R The set of real numbers.
Zy[ 2] Z[x] mod (x"+1).
R A set of polynomial ring with integer coelficients
R, For an integer ¢,R,=R/qR= Z,[x] mod (2" +1)
Rf; The set of column vectors consisting of £ polynomials of R,.
negl(1) Negligible functions with safety parameter A.
0,78 Gaussian parameters used in Gaussian sampling.
D,. Discrete Gaussian distribution on lattice A with gaussian pa-
rameter o.
uy) Uniform distribution of random variable Y.
<X (V) The value of the random variable Y sampled according to the

X distribution is assigned to s.

B a=C(ag.ap s ya, 4 )eanll’ € Zy,and a; is the coefficient
! of 2.

B a=C(aysay s sa, )€ R:;I a; € R, vand a; ;is the coefficient
" of x ina;.

KR S 81 161 6k L 43 0P TORL E /N 5 5 O
0 UL 5 5 0 i, T 3, Lo it e 0 Bk
JUHAHCH | | L T 009 o 81 IR AT 40 i)
BRAE B 1) =max] e | % T x€ ROGH | x | %84 x
il U A5 x B A x O ST x R x
[ /N
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2.2 WEBEREMBEXRT

EX TOEDT) e —dH o PR Mmip, .
by yb, € R™ N F I L8 1] 1 2E B AYAE 8 SLUNR

A= (b by b= (X2 b2 € 7)

JFH B=[bi,by,.b, ]2 AW —HIE . n HAHF.m A A
HAE%K .

EX 2 ZAESHRFZNER BRE &2 EH
BAXLENBE Y =rmodtq. JFH Y EAREEEERZ,—
{(=(q=D/2,=(q—=3)/2 =, (qg—1)/2} 'f 5 r ME—XF N Y
JEE LWL P =rmod ¢, R, EXBHE ¥ =r mod q.r FR
HEREFIRRZ,={0,1,.q— 1) r XA ITTE
2 7 =r mod ¢,

EX IETWMARWTESD S n k2 RRE,E X
ZWMAXIAR,=Z,[2]/ (" + 1), It R, 58 HHs 7 W,
AR LM EIA [ [ € R, Fh— 41RO B
BOR AR 0 1 Lo i fim)) € Z7 o X TAEREPIA £ 0
K a,6ER, S c Ha Mb AEZ L2 IH MR, WK « Flb 7ER,
YR E XN a » b=c mod (2" +1)mod* ¢,

AR R R R A AE Z A R, P AT , Hr AR

EX Agary ¥ X F DB g A€ 2 IR
u€ 7 AT E X

AJ(A)={z€ Z",s.t. As€ Z2,ATs=z(mod @)}, A}
(A)={z€ Z",s.t. ATz=0(mod ¢)},A(A)={z€ Z",s. t.
A"z=u(mod ¢) } ,

EXSGEH Wi M FHA x€ R PO 2
CER"FTESEN >0 1 n &R BE LN p,.0 (1) =
exp(—x|x—cl?/c).

FI RT3 56 B B O DL E 2 2R AT fR] 5 0 R M i g, T LA
B XA SR DL R DLIE 8 X FRAERE X =BBT NPT
25 5 AR 114 55 o bR

prs.c (@) =exp(—n (x—e)" 27 (x—¢))

W —AH8 A b s T A A e U

Poc(X) 0 (X)
pre (D) 200, (X)

7 3T P AS K IR M 1] AT R-SIS il R-LWE, 9> BLAR 4%
g ) R3S AT LA 2 Z A b A B IR ) ) BB GapSVP I Gap-
SIVP,

EX 6(R-SIS,.,. ;A0 g5 2 — AN L B4 o A
B om LR a=(a) a5 0a,)" ERY L, FHR—DETEK
BUEE/NWAEZR M B RBRMZMA x= (21, .2,)" €

Dy, (x)=

Ry ,‘?Vfﬁ/@aTx=é:1a,f, =0, H O<mlax(1“, )<1B,

E X 7(Decision R-LWE, [ JEEST) - & A=Rr, X=
Dy, — N WREM I m B 2HNX a=
(aysay s+ sa,)TER UK b=as +e, i s<U(R,) ,e< X,
Decision R-LWE ... [ 81 B Ay X 43 43 BR DL 1= 440 5 45 3 14 43 A
(a,b)FTE Ry X Ry 134 5) 35 LAY 434

2.3 HHNESTIRARRIHE

EE1 B2 HEENTEEWNDNET R, Mn 2
WAV AU AR VRN U B 4350 RO 7 I L 2 013 8
0I5 2453500 p AL E W43 A WX A~ Z A Y =VU
B 58A3E LT N (0n » &) 531

BULEWARHE AW LI 00ME RV =m1u +
vat et T MU=u tuy ot Fu, 2B, H
FE S 2 B R RS AT LR BEICT VAU MR .

(yvosyis s yn1) = (v vy 500t 50,1) *
Uo uy Uz St Uy
U, Uuo u u
T Up—2 T Uy Up  **° Up—3
U Uz T us o U

HiL,Y AL AR Y=VU=y, +yix+ -+ y1a" ',
B3 Y PE—I R v =vw toiu T o — v o —
—ee =, s BT v, Flw, WEIRST, y &0 2R
P SE A v u, BIERMEALS UL Y B98I0 R B0 ST 8] 43
Mo B v, Flw, B9BSEMETT LIAS S v u, BT RIS 22005 .

ECo,u,) =E(v,) » ECuy) =0

VitoUn—2

D(v,uy) :7‘2; :2(:(7)*’ s w)? * Prlo, IPrlu, 1— E* Cogus)
:b(‘vg)l)(uh):v <&

ARG O R E HL, fT AR B 2 L2 T Y 19 434 3 8L
WA HAB R N (0,n + 98
2.4 IBE mZE L&)

Bl 145 7 IBE A 2EA TAEW R . PKG 7E— & i ] Y
W8 R 5% 4 2 804 M B A 32 28 83 (Master Public Key,
MPK) 1 F #748] (Master Secret Key, MSK) , HH# Alice B4
Bob %% W% {5 8. . HU% ZLAE Bob B9 £ 03 5 B (Ui ik £ 4
HE IS5 55D, i BE AR U T Bob (9281, #F 100 X RIE &
K (1485 SCHEAT N 5 0 Bob ff 425 I BT I 1 AR sk, B FR ST
HY Extract S35 42 1, Bob B I R 4L A3 Y sk, X% SCHEAT
5. i T IBE i AE 22 4 > 22 0 XN JE] B0 B vk 4
i : Setup s Extract, Encrypt 1 Decrypt, RS 2% SCHk[21],

Private Key Generator:
(mpk, msk) < Setup( 1%

Extract(id,,,) SKidyg

Bob:
M < Decrypt(mpk, skig,.,, C')

T C =Encrypt(mpk, idy.,, M)
Alice:
idy..=" bob@bob.cigit.ac.cn’

K1 1BE 2R
Fig. 1 Flow chart of IBE

2.5 G-#&MBEINTER#E

R TR B A id R AR X, T B G5
K3 P A HT PR RS R RE S R M L RA BT . i TR IR
BRI A S H 4 SR TR B 5 OR 0 R AN S X
wk[21].
2.5.1 AKR

BFRS ##Y IBE %% HLH1 £ 2R SE  Ajtai 51 A B —Fb
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B x MG T R BE R RTER S THEHR S 8 Tk
HEEEET BFRS G TR R E R R

WFALRE aC R, u€ R, EFETTHREL: fo (x) =axER,,
XK1 R B 2 4 M R-STS [R]85 Ak S £ (PR L 2 L 6)
MEH a Flu, FER—DEE/PYEFT 2T RK )5 x 2
ax=u€ R, WY,

A R 1) R Y e, BT DL G A i G- T O SRR
FREE BRI, 454 IBE R4 ARBH A AH N a, NTT
SHCN w, BIRTTIEXS a BIREH RRRER W BRI G-FAT]
AT, FIHEIE TER™ P EME A (o) LIS S 05
WS o PEAT RAGORAE v DL A 2] H P FAGH x AT AT A 72
WHERAHTH f*&tTﬂEbe%%A%ﬂ X 5 G Ab 1Y) 2 4
R-SIS [a] AR IIE

2.5.2 G-It
WH RN 2R = ARAE g-m el g
(1,2,2%,-,28" DT € R H W k=>log, (¢) . % 1] & 1Y 03 TE

THAIPFE RGBS TR fr (2)=g"2€R,, Y for
(D) =u€R, B, T u AT LLKAT ) 2 2,

A SCHE BFRS 757 0 B L RE A FRETIN - £ 4
Fr. LA 678 35 ¥, I BFRS-TrapGen , BFRS-SamplePre
BFRS-SampleP Ul % BFRS-SamplePolyG , 7 3 % #)
BFRS-TrapGen Wl 1 M2 A o AL o B T S 5L
o B H ' BB YRS b HE R A R RS bR B0 AT B 0y
S hy =HGD IR E &0 bR %5, 8RR 3 £
R T<Dgon—wox J5 i H PN a=(a" |hug—ad " D",

BT A& (o, D, BEMSERHE LR,
a(T.D"=h,g" D
2.5.3 RUEFHEE

i F RAGCR AR Bk 0 B R R R B T S 80 T P oK fig
B x. FARRAEE MBI E XS WiCwk[12], BFRS
i R4S SR AR s BERS-SamplePre 318 x i a"x =
u€ R, BUSL IZS R I A T 45 B 55 BFRS-SampleP Fl
BFRS-SamplePolyG., BFRS-SamplePre W KEE BT .
KPR AS a€ Ry BETT TER™ V7 BATTHR%E hy €R, Bl
MZBRX wER, RS S o Mo fENMIA, &%
FIH] BFRS-SampleP 7= 4 i J& ; =g I,—d (T, I)" (1"

IO shid p. RJAHHE

v<hy' * (u—a"p) (2)

FIH] BFRS-SamplePolyG 5EiEAE Af (g") k4T G#4%
BRORAE A5 203 AR 2

g'z=vER, (3)

FJE A x:

x<p+(T, )"z )

XEEH x ﬁ{gﬁﬁz = 2+a2 (T, I (T" 1) =¢1,,
ﬁﬂill}\m%ﬁ%?ﬁf/\(ﬁ%ﬂx’rﬂ A £ B
RO XKD BB x=a"p+a" (T,1,)"z=a"p+
hug z=a " pt+hy « hiy' (u—a") p=u, JFAZ RAEF B0 I #1E
Rk,
2.6 E&HFEAR
T BEAR B SCRE K R A SO Kyber 8 M9 45

(compress) 5 fi# ' (decompress) & AP, B K §) 8 5E X
nr,

Compress(x,d.q)—>y=[ x+ (2¢/¢) | mod™ 2¢ % A €
7, JEH B d<|log, (@) | (d 5 ZLAR §ix W 75 XF it %5 10 1 M
B 52 R AT B S — MR T 2, BBy,

DecompressCy,d.q)—>x' =[(q/2%) * y |:¥i A y=Com-
pressCed @) il 2" =[(q/2) « y |,

MXEEL 2 € Z, 43 50 VH R 46 R0 R S R R T AR R
%2’ —x| mod ¢<[ ¢/2¢"" ],

I 46 F i R B R 5 . A LAY %5 SC b AT — 8 B Y
4, KX P E AR HEZTH x€R, K x €R, L, W AT L)
BN B — TR A N S B AT R 4 R % . E AT 4R R
SR T FE MR 25 L — R SE A, 3. 4 TR S XA SO R EAT
WREME R IHIE B OE 6 1

3 ETHRANESNEZHIBE A

BFRS % & 3 T R-SIS fl R-LWE [a] i #4 £ 19 1BE i
AL H R L B 40 T 3 T NTRU #% B #4 £ 89 IBE #49 )7
%, SR, BFRS FEMACRIE A 1725, JF H BFRS 51
302 [ /N A {0, 1) IR A e AR & A B BT T L RE A
F) 1:1696 BB SCREMK R, BB 1 kB W S0t & 77 A4 4
1. 656 MB 1) %5 3C % T & Ga 9 fin fige 25 10 5 AN HL A7 S2 M. &

XF LA b 0], A< SexF BFRS 25 vk #6477 8ok
3.1 SRERFEAR

ARYEF LWE M2 HfFmas B0 I EEMR T R
LWE B B . 7 — M ry & T LWE [a] 3869 i % Jr

Fh L EIOER N b, o) € Zy X Z,» 48 W SCfE B % SO
AN c=uls+e+M- [ ¢/2 | . Wi HBERNFE L b=As+e
T Ak, BIC(byo) E—A m+ 1 4L ] i, [ AR X A
BISCH MO#EAT I . T BRSSO Kk =R, T LURT A R]— A
B0 RELK Y b, — W] B X 224~ WY SCHeagk A7 25 < R A
BISCAL (M seee s M) S 7R 75 2 2 S I B BIL SR B — AN 6 U=
Gy sou) € 27 55§ AWSUE BRI ¢ =ufs+¢ ' +M; -
q/2 B IE KA R (byeyseve) AL B Z AR INE R,
LR RAE N A BB B R A U (AR S PEIE B LS 3.3
NFOMAE ue€ 7, ZH AR HE CHIELZFHE ¢ —¢ =
e =+ q/2 ]« (M =M T e,/ —e TR/, L 23l 55
WSCE R, FERFEMRE UG X B4 u €U BB S M0 0 7= A
— AN Hex T R Ax=u, . BEE SE L RO, B SO K
FNGRRAL A RFAAR ST SR (5.

Kl , LWE 1 2 R fn % AR AT LU m) R-LWE #i)7 .
BFRS FEHHELIE X A (b.o) ERY XR, s N T FEARE U K
BET 2 LR UL, R 3 B A TR T ) A b
BEE N FAEA R FEAS 1t 88 58 245 09 1% 00 S i 36 5
WML, SREMNBEAREART B Z 2R 3.3
WA Game 3 PHAT M. AP SRE S B [ H KD
BUATEILE 3.6 11,

3.2 AR#HE

AW EHEEESHEARE 5P EZ AR S BFRS k45

&L BB SIABISCY R SE dp™ T I RB TR TR
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WMEHIBE FRTREEARSE n,mok,q, K S d, M
d VRSP EREE I N o078 FTHL,

(1) NEW-Setup (1)Y= (mpk smsk)

WA WIRASE .,

D) WH (asT)<BFRS-TrapGen(qso.h="0) 81, ¥ et
BT TR AL 2 AT RFE T<Dro o, d<U Ry 1), 4
ad=d)eER " I a=(d' | —d"D'ERy.

DB B SRS L AT L RBEPLRAE w, < U(R,) ,
AR u= Cuy s

i A mpk= (a.w) ERYT M ERH msk =TE
Ry"HE,

(2) NEW-Extract(mpk smsk .id € ID)—> sk,

A BN mpk EFVH msk B Ay id€ ID.

D RS G BIRE iy =HGd) ,

2) H¥8a,=a"+0|h,g)" = |hyg—a DT,

3) Al x;<BEFRS-SamplePre (T a, shiy »{s0a,u;) B 1k
WG 1 e 0 P FABH R W 2 5 AT alix =i .

Wit R sk =x= (x5 0x,)

(3)YNEW-EncryptCmpkid,(M, ,++ ,M,) € Rbs )—>C

A ENH mpk HP By id WL,

D NEW-Extract 8L R R P FR%E by Flay .

2)RAME s<U(R,) se< Dy .M e;< Dy si=1,,1,

DA b=aus +e€ Ry Flc,=u; * ste+[ q/2% ]
M, i=1,,0,

4) F) FH 46 B 9% SCiE AT R 48 b= Compress(b.d, »q) »
c;=Compress(c;sd. +q) 138 e=(cy vt ve)) o

Wi ® 3 C=(b,e)ERI,

(O NEW-Decrypt(sky sC)—(M,”,++,M,")

BB sk X C,

DX % S8 47 1% K . b’ = Decompress (b, d, , ¢) Fl
¢;"=Decompress(c: sd. sq) o

DB EMBELE R cres, =, — bV x, ER, . HF M, =
Compress(res; sdpq) .

.M, M)
3.3 ReMWHW

AR5 W IE A S0 )5 R AE R-SIS Ml R-LWE %% F & IND-
sID-CPA @4 i), H b H Adolesd [/ R R Al sk

i=1,-

FHEA S
E® 2 4 A=Ry,WH R-SIS,,.. 5 Decision-RL-

WE, ..., . FFIE ]S ST. B0 )y 58 6 3 5 = 19 3k % WA S il
T J& IND-sID-CPA % 4, 3f H 4 )5 22 & F 0 00 #0 &2 -
AdoRii A LA Ad oS LA+ Adof 0 [/l +negl(X)

TEBA < AR SORE 38 28— 213 X% 50 3E I B 2, Bk kAT 4
BliEk. BmTAT 3 U E A HEAIM IS e Y AR SR
IR . 7ESE A4 AUk h, RS TR A E H
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Table 2 Analysis of computational complexity of our scheme

Algorithm stages Time complexity Space complexity
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Table 3 Basic parametersset for our scheme

A n m k o ¢ T
40 512 52 50 3.3 1935.7 3.3
80 1024 53 51 5 6360.5 5
195 2048 64 62 6.7 19898.5 6.7

TEARHEIEZS 20 A oh, BEHILAE B KT 8 A% A ofl 22 B L 2R
2700 AT LA R A, R A 2k W S B RE D T R R
AP B SCE AR(T) L S5 A Maple {52 56 15 21 A SCH
W45 S B SCY Ik B8 d,y . do R dp 1A BUE DL R AR
SO SR AR p (O TR ED  BARBUE IR 4 Fro,

A RIS S BORE

Table 4 New parametersset for our scheme

(Asn) dp dy d.
(40,512) 15 25 25 14.1
(80,1024) 13 27 27 17.8

(195,2048) 1230 30 23.7
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Table 5 Performance comparison between our scheme and
BFRS in three different scenarios

(a) Encryption algorithm performance comparison

U+

(Asn)
Ours/(kB/s)  BFRS/(kB/s)
(40,512) 263. 80 3.73
(80,1024) 217.97 3.57
(195,2048) 166.95 2.90

(b)Decryption algorithm performance comparison

v

(Asn)
Ours/(kB/s)  BFRS/(kB/s)
(40,512) 80.16 3.58
(80,1024) 65.91 3.43
(195,2048) 48.94 2.77

(o) Ciphertext expansion rate comparison

o) £
Ours BFRS
(40,512) 18.10 1696.08
(80,1024) 21.20 1728.08
(195,2048) 27.60 2080. 57
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