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Abstract In order to improve the performance of network security situation assessment, this paper presents a network security
situation assessment method based on genetic optimization probabilistic neural network. Firstly,In the process of network securi-
ty situation assessment modeling,according to the characteristics of network security situation and common evaluation levels, the
network security situation assessment model of PNN neural network is established,and the advantages of PNN neural network in
fine-grained network security situation assessment are fully exploited. Then,in order to prevent the slow convergence caused by
the fine-grained evaluation of network security situation parameters,the correction factors of PNN are left,and then the stable
PNN network security situation assessment model is obtained by iterative training of PNN neural network. Experiments show
that compared with the traditional PNN neural network algorithm, by using genetic algorithm to optimize the PNN network secu-
rity situation assessment classification,evaluation accuracy is higher,average accuracy rate is more than 90% ,and training speed
is faster.
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Table 2 Security classification based on network security situation
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Fig. 2 PNN network security situation assessment process

based on genetic optimization
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Table 3 Accuracy rate of PNN and GA-PNN security situation

assessment
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Fig. 3 Comparison of network security situation assessment

values in the second quarter
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Table 4 Accuracy rate of security situation assessment with

different sample sizes
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1000 300 0.8947 2.5216
3000 900 0.9062 1.7153
5000 1500 0.9145 1.3409
10000 3000 0.9427 1.0726
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50000 15000 0.9628 0.6527
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Fig.5 Network security situation assessment performance
of different algorithms
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