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Intranet Defense Algorithm Based on Pseudo Boosting Decision Tree

LI Bai-shen LI Ling-zhi SUN Yong ZHU Yan-qin
(School of Computer Science and Technology,Soochow University,Suzhou,Jiangsu 215006, China)
Abstract Combining with the idea of TF-IDF algorithm, the frequency of characteristics (Eigen Frequency) . the fre-
quency of forest(Forest Frequency) and the pseudo boosting decision tree(PBDT) were put forward.solving the margi-
nalized problem of wrong data with the increasing number of iterations for gradient boosting decision tree(GBDT). In
PBDT,all the decision trees produce respectively in data sets after the original data set of the Bootstrapping,without ai-

ming at each iteration to sample data sets. Then intranet defense experiment was conducted on distributed cluster. The

experimental results show that on the training set with a certain scale, PBDT has better prediction accuracy.
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3 Pseudo Boosting Decision Tree( PBDT)
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3 0.291 0.352
6 0.314 0.343
9 0.256 0.312
12 0.239 0.272
15 0.303 0.253
18 0. 288 0.220
21 0.297 0.181
24 0.273 0.157
27 0.254 0.133
30 0.262 0.129

A LLE ] F PBDT, 3 45 B 40/ 48 48R 22 /9 Dk 3h v
PR35 K i 50 o R ASE 0 38 K 1% 2 S (R ol /s,
Z BTN, TR PR Z A 01 B 2L U SRR
B RF 152 22 3R 00 8 5 R 3G B i 1iii %1 T PBDT ., b
155 I RN AE PR IE S R R AR B R LR H ) 4
Hi U T B PR B AN B DT (A R 2 R AR b, PB-
DT Y15 2% S8 0 T e 2 b RF P, EL7E AR [R) A48 %5 48 4k b
M5 22 5 2 (E TN,

25 b SeEs AR IR IE T HEIE 1, B PBDT 16 40 7] W0 4 %K
P45 FEA L RE (R 1435 25 38, 78 008 ML B /N A L T
2T RF X AR 0] G & PBDT BB 7E %15 L T X o s 15
BRI = T A RS

GREFE  ASCE X RF AR SIGH - AR 2 T GB-
DT kA Uk S A gt (] 8, 454 17 TF-IDF 119 AR A2 iy
REHE T oA TSR 15 5 B2 0 T OB B R T PR R B
B4 Bk 0 0 T N ZREHE E 78 Spark ¥ 5 LW TSR] A
A0 Hb 3R T 38 AT A A AR L LR PRI B AR A P AT O
JUlp R R A 0 T b BRAS T O AR .

AR EG BARIEAT T BRI (H RS R T 0 EF R
FF WIUEA R b3 BAT — 8 i AR M, XA X i X



162

it oL RE

2 2018 4F

A I AN BEAR o 4 3 il 38 23 S8 0 B bR B K L 7 R e
PR i 4 DO R B A R ) 2 SRR AE S R AT i H B AE B
B LR IR R A IRl 3 R AIE B S i R LD B
VI EF EW 280/, R B 3T 80 LAY 43 RRRAE 7R H
({323 U R AN U e A T A o 0 Ol RN N = S
il B4 B4 IR N 00 30, BI85 32 3 03 2 e 22 1 B9 A
HAYE, Pt AR SO A 550 A R X T B0 IR A 1)
TR P 5 2 CAR AT LIRS 7 TR AT S5 M 8 T

(1]

(2]

[3]

(4]

(6]

2 % x W

PRADHAN B. A comparative study on the predictive ability of
the decision tree, support vector machine and neuro-fuzzy mo-
dels in landslide susceptibility mapping using GIS[J]. Computers &
Geosciences,2013,51(2) :350-365.

SHOTTON J. Real-time human pose recognition in parts from
single depth images[]]. Communications of the ACM, 2013,
56(1):116-124.

FREUND Y,SCHAPIRE R E. A Decision-Theoretic Generaliza-
tion of On-Line Learning and an Application to Boosting[ ] ].
Journal of Computer and System Sciences, 1997, 55 (1): 119-
139.

GLIGOROV V V,WILLIAMS M. Efficient,reliable and fast
high-level triggering using a bonsai boosted decision tree[ J].
Journal of Instrumentation,2012,8(2) :6.

RUTKOWSKI L. Trees for Mining Data Streams Based on the
McDiarmid’s Bound[]]. IEEE Transactions on Knowledge and
Data Engineering,2013,25(6) :1272-1279.

SCHAPIRE R E. The strength of weak learn ability[]]. Ma-
chine Learning,1990,5(2) :197-227.

[7]

(8]

9]

[10]

[11]

[12]

[13]

[14]

XIE J B. Research and Implementation of Intranet Security Situa-
tion Awareness Technology[ D]. Guangzhou: Guangdong Uni-
versity of Technology,2015. (in Chinese)

BRI, A2 2SR R AR MR 5L HID] "M T &
Tk k#2015,

BREIMAN L. Bagging predictors [J]. Machine Learning,1996.
24(2) :123-140.

SCHAPIRE R E. A brief introduction to boosting[ C] // Interna-
tional Joint Conference on Artificial Intelligence. Sweden, 1999
1401-1406.

SCHAPIRE R E,SINGER Y. Improved boosting algorithms
using confidence-rated predictions[ J]. Machine Learning, 1999,
37(3):297-336.

WITTEN I H,FRANK E,HALL M A. Data Mining: Practical
Machine Learning Tools and Techniques(Second Edition) [ M ].
San Francisco: Morgan Kaufmann publications,2005.

PAIK ] H. A novel TF-IDF weighting scheme for effective ran-
king[CJ / 36th International ACM SIGIR Conference on Re-
search and Development in Information Retrieval. 2013; 343-
352.

WU H C,LUK R W P,WONG K F,et al. Interpreting TF-IDF
term weights as making relevance decisions[ J]. ACM Transac-
tions on Information Systems,2008,26(3) :55-59.
ESCALANTE H J. Term-weighting learning via genetic Pro-
gramming for text classification[ ] ]. Knowledge-Based Systems.,
2014,83(1):176-189.

KUNCORO B A,ISWANTO B H. TF-IDF method in ranking
keywords of Instagram users’ image captions[ C]// International
Conference on Information Technology Systems & Innovation.

2015:1-5.

(k4% 151 )

(2]

[3]

[4]

(6]

7]

(8]

ASOKAN N,EKBERG ] E,KOSTIAINEN K.et al. Mobile
Trusted Computing[]]. Proceedings of the IEEE,2014,102(8):
1189-1206.

FUGINI M G,BREVEGLIERI L,PELOSI G,et al. Trusted
Computing for Embedded Systems[ OL]. http://rd.spring. com/
content/pdf/bfm % 3A978-3-319-09420-5 % 2F1. pdf.

MU Y. Zhong Guan Cun Trusted Computing Industry Alliance
was Established[ ]]. Information Security and Communications
Privacy,2014(5) :16. (in Chinese)

ARGy o A WA T R B RS LY. A5 B 2 4 3 (5 IR,
2014(5) . 16.

SONG X L,ZHANG L H.CHEN D Y. Preventing Hypervisor-
based Rootkit with Trusted Execution Technology[ J]. Informa-
tion Security & Communications Privacy,2009,7:76-81.

YU A.ZHAO S. Enhancing Flexibility of TCG’s TNC through
Layered Property Attestation[ C] // TEEE International Confe-
rence on Trust,Security and Privacy in Computing and Commu-
nications. IEEE Computer Society,2011:751-756.

ARTHUR W,CHALLENER D,GOLDMAN K. Platform Con-
figuration Registers [M] // A Practical Guide to TPM 2. 0.
Apress, ,Berkeley,CA,2015.

SAILER R,ZHANG X,JAEGER T.et al. Design and imple-

mentation of a TCG-based integrity measurement architecture

[9]

[10]

[11]

[12]

[13]

[14]

[C]// Usenix Security Symposium. San Diego. CA, USA, 2004 ;
16-16.

JAEGER T,SAILER R,SHANKAR U. PRIMA : policy-reduced
integrity measurement architecture[ C]/ SACMAT 2006, ACM
Symposium on Access Control MODELS and Technologies.
Lake Tahoe, California, USA,2006.:19-28.

CAMENISCH J, CHEN L, DrRJVERS M, et al. One TPM to
Bind Them All:Fixing TPM 2. 0 for Provably Secure Anonymous
Attestation[ C]// Security and Privacy. IEEE,2017:901-920.
XU Z Y,HE Y P.DENG L L. Efficient Remote Attestation
Mechanism with Privacy Protection[]]. Journal of Software,
2011,22(2) :339-352. (in Chinese)

TRAEAR AL T, X RA. — Bl OR 4 B A 1 i AL I R 56 HIL
[J7. #2741 . 2011, 22(2) : 339-352.

ZHU Y,L1 Q B,ZHONG C L,et al. Non-balanced Binary Hash-
tree Model for Fine-grained Integrity Measurement[ ] ]. Journal
of Chinese Computer Systems,2014,35(7):1604-1609. (in Chi-
nese)

KRB,V BRI, A T T AR 58 v R R R T Al
W A R, N SEAL R 48 . 2014.35(7) :1604-1609.
FU D,PENG X, YANG Y. Unbalanced tree-formed verification
data for trusted platforms[J]. Security & Communication Net-
works,2016,9(7) :622-633.

DENNING P J. The Locality Principle[J]. Communications of
the Acm,2005,48(7) :19-24.





