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Routing Directory Server Defined by Smart Contract
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Abstract The routing directory server plays an important role in the anonymous network, which is restricted by its centraliza-
tion. Currently, the main problems are reflected in the scalability of the system,the security of the data,and the flexibility of the
network. According to the characteristics of the directory server, the following three functions are implemented by smart con-
tracts: user registration authorization,routing information auction,and the routing information encryption with decryption. Expe-
riments prove that the smart contract proposed in this paper can replace the interconnected routing directory server in function.
The smart contract can not only complete the transaction process of routing information, but also perform a good security in per-
formance. The addition of smart contracts implements the function of the directory server on a decentralized blockchain. The solu-
tion improves the scalability of the network,data security and network flexibility. In addition, the solution means more energetic.

Keywords Anonymous network,Routing directory server,Smart contract, Authorized authentication, Auction
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