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Abstract In recent years,the existing deep learning network models have been able to achieve high accuracy in various classifica-
tion tasks,but they are still extremely vulnerable to be attacked by adversarial samples. At present,adversarial training is one of
the best methods to defend against adversarial sample attacks. However, the known single-step attack adversarial training me-
thods only have a good defensive effect against single-step attacks,but have poor defense performance against iterative attacks.
The iterative attack adversarial training methods only improve the defense performance against iterative attacks, but the defense
effect of single-step attacks is not ideal. In order to improve the robustness of the deep learning network model against single-step
attacks and iterative attacks at the same time.this paper proposes GILLC,an adversarial training defense method that combines
Gaussian enhancement and ILLC iterative attacks. First,a Gaussian perturbation is added to the clean samples to improve the gene-
ralization ability of the deep learning network model. Then, the adversarial samples generated by ILLC are used for adversarial
training , which approximately solves the internal maximization problem of adversarial training. In this paper,a white box attack
experiment is conducted with CIFAR10 as the data set. The results show that the GILLC method effectively improves the robust-
ness of the deep learning network model against single-step attacks and iterative attacks by comparing with the baseline, single-
step attack adversarial training and iterative attack adversarial training methods, without significantly reducing the classification
performance of the clean samples.

Keywords Iterative attacks,Gaussian enhancement, Single-step attacks, Adversarial training, Adversarial samples,Deep learning
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Table 2 Classification accuracy under FGSM white box attack
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Fig. 1 Classification accuracy under BIM white box attack
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Fig. 2 Classification accuracy under PGD white box attack
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Table 3 Classification accuracy under DeepFool white box attack

Training Accuracy/ %

Natural 1.2
NAT 7.9
PAT 42.6

GILLC 46.5
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Table 4 Classification accuracy under CW white box attack

Training Accuracy/ %

Natural 0.6
NAT 5.9
PAT 51.9

GILLC 52.2
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