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Abstract With the advent of artificial intelligence, all walks of life begin to deploy artificial intelligence systems according to
their own business needs, which accelerates the scale construction and widespread application of artificial intelligence worldwide in
an all-around way. However,the security risks of artificial intelligence infrastructure,design and development.and integration ap-
plications also arise. To avoid risks,countries worldwide have formulated Al ethical norms and improved laws and regulations and
industry management to carry out artificial intelligence safety governance. In the artificial intelligence security governance,the ar-
tificial intelligence security technology system has important guiding significance. Specifically, the artificial intelligence security
technology system is an essential part of artificial intelligence security governance, critical support for implementing artificial in-
telligence ethical norms.meeting legal and regulatory requirements. However, there is a general lack of artificial intelligence secu-
rity framework in the world at the current stage,and security risks are prominent and separated. Therefore,it is urgent to sum-
marize and conclude the security risks existing in each life cycle of artificial intelligence. To solve the above problems, this paper
proposes an Al security framework covering Al security goals,graded capabilities of Al security,and Al security technologies and
management systems. It looks forward to providing valuable references for the community to improve artificial intelligence's safety
and protection capabilities.
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Fig. 1 Security risk map of artificial intelligence
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Fig. 2 Artificial intelligence security framework
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Fig. 3 Artificial intelligence security technology atlas

3.1 kHERERHRK

b 55 2 A AR B e N T8 BBl 55 2 3 B 1 2 4 B AR
AL FEMIFLF 4 A J7 .

(Db 55 A I PEARY . 56T B R R A7 W BOR
DA BN 288 B A BRI 908 45 6 ek N T2 BB R 0 R T4 1 1 2
SFOR RN TR BB 4t AT B & 0 1 1R B A0l 55 3
SN TR RGN B br Ay k17 & B PRAG

() ZEIHRI , 80 A T4 68 R 5 A B0 Ui
()47 Sy e 45 555 O T AT 5 A A0 MT  RR SRR TN T3 RE
M B Z ) E 2Tl R R ML eF i, RSN L &
S A B, 3 — il 5 R PR AR I AR T
G T2 27 Bl G SRS 0 T e A DR RS | AR 38 1 A DA

AL BT ORI

BRI % T 0 5% i S J P T DR L R 30 1 3 DA 2 4 T
i T B Z A SO 1 R i A R A B R F B BT A
o 35K 4 <2 4 A 1) A WU B R 1) D YR R O 1 R AR AR )2 G

(3 GRENHIREIN . £5 5z T 2 AR 23 B U0 L 85 O
SR X AR O 3 5 B A R 36 UE A e i A5 N TR W B
AT R #EAT 43 A0 U o 90 0 e %o VR BE A A1 15 Deepfake A
FEFRAT T T2 e

O 5522t . 261z 50y B iE U ) ik ZO8R 1
N 276 o I I AR A R e o s N
Tt 52 Bl 55 177 [R] 45 1 L <22 4 B 8 L 2 4 05 W R -2 & M 4 4 22
LR B R R SN TR R OT & S T X A P
P B U A B B 1) U ORI A A ] A5 4T BR
194 2B 5 A
3.2 BEEREHEAR

B BORAE B N T B SR AR Y L e B A
AR, FZEAFFELT 5 AN J5E

(DA TR, NTHEER SR NES N EE
TR A7 T (9 B . — J2 1E 5 PR B 10 Bl ) 5 0 A B o
HY 52 W) o (9 T AT 48 O 2k 58 BT L AR BT L BE B SR AR N ML A L O O
PO M T PR R R T A XU R B R AT
B AT B R R B0 2l 0 S 15 A5 Y 8 A 7 A 5 o L 491 )
FRBR 1T X PUREAS B0 AR 2 T R BN T R A i AL
AR . 25 A I8 TRCHE 1Y SR B R R AR 2 ) L B BB AL
o BERLIE W) A0 55 05 2, RS A B0 T N T RS i A A 1)
B, Bl Madry 565005 SHPURE A B 5 H S0 BUIR A S
HEAT XSG L, 7T R 32 A5 FL R X X B0 R AR T 19 58 0 3
M7 32 TH BB 5 e

(BB PR e, 70 5503 22 THT St A R e 2 ~F- 1 1Y
BRI FEAM, — R N T EREE A S, fl i
Tk X6 B T P 24 R AR 9 B 0 o AR e 1 A
s DL )5 A BRAE T AR A B AT, ZEAFRATLE

P I B R A RO R R R AR
FIPEAN B B A, Fan, Bose 20 415 LA BY Bk A
B T 1 Ak B T 2 B I R A R 2 3] R 5 U R T
AHE S ST 38 2 51 A KT PUE Sk X 18] ik A 94T 2 1
AR AL GHER LRI 2 M BURME B . Google JF IR
TensorFlow Constrained Optimization £ £t T A8 W #) 25 fig
AR R

()L R RS- . 48 A T2 BB 03 Wk WA R 1Y
FWEFEAWE, —ZEEREA SR TEEII%
Y 0 Y Y T A A )£ R T L R A A AR ) phe S AR
BT HRARE » AN 2R DL 307 etk [T 05 L e SRS L 5 T R 0 ¢ A
RAE, ZIRBRATR S g R ROR T B T A R O 1k B
A e RS TR X 2 R U1 e B R L 1 AR BILR) L PSR AT
FPe AR R HEAT AR BE . 0 Liu 250500 ) FH A 20 28 18 3 R
ST A AR 2 5] (19 BRI KR 4 O TN TR AL DL R IR AL 1Y
SR I B G b X BBk HEAT AR R . Yang G507V M AZ
Y 25 190 2% v $ T 5 B0 L it SR DT AR A BT R IR B Y
D] OFe fifp % A2 A A ple SR A



Computer Science FTHEMLFI2:  Vol. 48,No. 7, July 2021

COF R BRI, 18 5 1 BB I e IR K B i A
AR SO 9 8 3 K BB L SE BT X B I R R B BUAT A Y G
BRI . B0, Zhang SEUC SR T AT ORI IS AL B AR
BRI RERK ENAEZR . At AT] % B0 Wit 2 () F AR AL B fy S A/
i H AE Uk — A AQHRASE B I Y 7K Bt 2 i > 3L D
FT L Je Ao B ] 7 A 280 0 B B 2 i AT BOIE W) O

OBERRETM . L5518 A TFE & AT R
S5 75 T B 2 A 9 AR AN SR TR e A L TR fE
B 05 T I ) 2 e 5 o A ) R
3.3 HERERAR

B 2 2 B B X L LA R I R B0 31 28 14 <22 4 By 1
B, EEAFFLT 5 DI

OB BT . HA8 15 A 3 3% KO0 £ 2 A9 il 42 8 2
BUBCHE 23 Fr 7 B9 — JEBR AT 4R TR N TR B R T K A B
e A 2 A I R A0 5T TR L B A B | A ) 3 TR
Gl MR EOR BB A RN R B B AT 2R
S LAE AT IREE VBRI 2 3 ATy ey, o, B R 2% 7 16
LA A 2207 vF 5 L [ o Y LR RGIE L 22 2y B RL 0 4
PR NI . TR AT B0 558 8 09 7 I8 222 4 DX Il B4 A
W A DR N BEAT A3 AT T AT S B B R B AR Y 22 A A i R
B At T T AR o TR T — b o A LA
FOJHER RETE RUR R R B TE R 2 5 AR 0L T
2 BUALAS 2 T P IR A B E Y

COBAR B W U . JFC 9 38 i 5408 of VRO ok L R4 ok
Aib FER 25 B9 — S BOAR AT G SR ON TR RE L A DIl £ Hi A 1 5E
LN EL S, Sy S i S £ BE BT Y DI SR B B T A
BT . BT B 22 A hn 48 | IX e 2 W0 28 5 P A9 2080 38 B )
LR & S i i L T N SEN RS DR PR (R L & 1T
WUR 5 1 38 R T SRR W A R AR A AU — R R R
A 3K B30 9 A P s RS R R S AT o g B Y L S AR
AR W A AN B 0 TR 5 SR S AR 09 DG . R X
Pl 1 R B0 50 A T BT L R 0 A L T DX R BE AR AE T
TFie R YISk K HE 4 R U L % A o e A 9 U AE R T T A
8 B 460 I R RO S A SE R E Y

(3) () BRI T R o HC 9 0 AN 58 B B0 L T AR B L b R
O R DO AT R R T A — 2R TR LT
FE L 14 080 T R M S A I 1 DI R BSOS A% B X BT R A B
PEAE AR B T R AL S T A A [ R R A A A B
R i) AL A S SIS L T A A R IR ik M) [
JEUHCAIE I IE AR 09 53 A AN T ok 3 B AG I A BRI % 5 )
B iy H R, 1] R K o A 18 52 7 vk e o FE X SR B s S OE
RO B 22 S ok X S W RO HEAT A B AL L TR IR R B B =
1 B0 T AT A A2 A A B R BE AT RS R SRR T . 4
I Tran S50 1 S R AT BE 42 & £ 75 B i B0 5 I 2R
B, K5 ) 2 % i A i A BOHRE B R AE AT SR 26 AT v
3 ik LA B R AE A it 28 1 (L A RO L O o i ek S 4
R

COBR ARG R . FL A8 I BRI 2 8O0 42 v A7 7 Y i
T ARG 22 B AR 8 T DR 22 55 T AR 5 OB RE BN 8 P e S v —
FBOR TR T B A S BlE 8 R A e

SR HEAE E YN ZRBCE Lo ) I R B00E e e 5 Ty . BRI 2R
B Lo )58 o B )T 2 A TR ke TR 1 B A T Uk
A E A AN ) B0 s A R 2 4 B I B30 P o | L. B
U Feldman 481 X Il 500 19 4 JB AT B 20 (A 2 T
9 BUR B M T AR bR A A AR . IBM O FUR Y AT Fair-
ness 360 " ELART 4 T S0 Rl A0 S P AL B A 0L VT IR IF &
HIWHA .

) B2 2 PP 3T B F AT A B 22 4 i vk L
KA ARBRAE 38 3k % 58 A DL RSB 8E 5 Bt % 07 =0, 0
N CE BE R BB A FE DL R B0 2 4 PR R AT PR
3.4 FEREHER

VBT ARAR XL AR A S HE LRS- & T8 1Y 2 4 B
AR, FLEAHFELT 34 H 1,

(DIFRZIREE . AN T8I IFEAELRT &0, @
ok A AR T T | Sl A AR ) 3 A5 O R 42 S T AR B
MATHBEHBHERFEHRME 2R AMER., AT
FEURHE L 5 4k X 37 8 4 (0] SR 5 AL, B s A1 RE e
R I AL BB S N AR A BE YN LR LRSS W 4
] 8

(ORI SCERE S . A B 1k N T8 R T IR HE L &5 0 38
RN TR BRSSO T A A R B SR R AR L R
SR T 00 205 45 K A B ke R A A UL B Ok L AT B Y 4R
T P B B SO, I, Tensoflow B9 lite Difig &
(TR T AT SO IR IE A OC H) APL FH F Az & Tensoflow lite
BRSO R R A k.

(OEHTELLHE. @ AN TR FEENT &
T TE W] A5 PR BT s AR AZ R A VD A8 PR B8 L R AR O N T
B BETTIRAEZE S & O 23 Mk 88 N T8 8 T Y BOHE RN s B
A, TG T8 2o 7R BOHE 40 1 4 R e T A R TR AE 4L
V. BN, Tensorflow H AT A5 AUl H B S it il 11 53 15T 14
B2 B S 80n] DL T3 B B AT Dy s 2R A 0 AR R 0
2, AT e S BUE A AT e E S 2R

EERE  ASCESE TN TR Y BB L A &
LR A B FH T T I P B ™ R ) 2 4 AU 5 I AH IV 223 1
T RN TR R 2 A R A i i T A 2 TN T

Az i JEL A P 25 A B BT G 9 A RURS SR IR AT 2 . AR
M. Pk E Mz A TR BEL L, ik LA T
A 22 4R B, AN AE X N T AR 77l i e A ) R kA
SCHE . BE RN T R T I A 5 g A XU AT R T
WRATEELEHER ATERZ2HE N AT ERE
EHARMATHEEARENWATHRELLER, ARt
SEREBATLERNZ VPR IRBEAZNSE,

2 % X M

[1] CHEN X,LIU C.LI B.et al. Targeted backdoor attacks on deep
learning systems using data poisoning[ ] ]. arXiv:1712. 05526,
2017.

[2] PEI K,CAO Y,YANG J,et al. Deepxplore: Automated white-
box testing of deep learning systems[ C] // Proceedings of the

26th Symposium on Operating Systems Principles. 2017 :1-18.



SR ANT AL SR 7

[3] 360 B{rZe4s. ATHEZL 22 2K IHHEDE . 360 AT % 4 F 5% B B% #% national Conference on Theory and Applications of Models of
Tensorflow 24 4~ i [EB/OL]. http: / www. anquanke. com/ Computation. Berlin, Heidelberg: Springer,2008:1-19.
post/id/218839. [21] GENTRY C. A fully homomorphic encryption scheme [ M].

[4] ZHANG T.HE Z.LEE R B. Privacy-preserving machine lear- Stanford: Stanford University,2009.
ning through data obfuscation[]]. arXiv:1807. 01860,2018. [22] YANG Q,LIU Y,CHEN T,et al. Federated machine learning:

[5] XU K,CAO T,SHAH S,et al. Cleaning the null space: A priva- Concept and applications[ J]. ACM Transactions on Intelligent
cy mechanism for predictors[ C] // Proceedings of the Thirty- Systems and Technology (TIST),2019,10(2):1-19.

First AAAI Conference on Artificial Intelligence. 2017 2789- [23] MindSpore[ OL]. http: / www. mindspore. cn/security.
2795. [247] Porn Producers Offer to Help Hollywood Take Down Deepfake

[6] SZEGEDY C.ZAREMBA W,SUTSKEVER I, et al. Intriguing Videos,Janko, Roettgers [ OL]. http: // variety. com/2018/di-
properties of neural networks[]]. arXiv:1312.6199,2013. gital/news/ deepfakes-porn-adult-industry-1202705749/ , Aug. 2019.

[7] GEIGEL A. Neural network trojan[]]. Journal of Computer Se- [25] MENG D,CHEN H. Magnet:a two-pronged defense against ad-
curity,2013,21(2):191-232. versarial examples[C]// Proceedings of the 2017 ACM SIGSAC

[8] TRAMERF,ZHANG F,JUELS A, et al. Stealing machine learning Conference on Computer and Communications Security. 2017
models via prediction apis[ C]// 25th {USENIX} Security Sym- 135-147.
posium ({USENIX} Security 16).2016:601-618. [26] MA X,LI B,WANG Y.et al. Characterizing adversarial sub-

[9] SHOKRI R,STRONATI M,SONG C,et al. Membership infe- spaces using local intrinsic dimensionality [ J]. arXiv: 1801.
rence attacks against machine learning models[ C] /2017 IEEE 02613,2018.

Symposium on Security and Privacy (SP). IEEE,2017.3-18. [27] GU S,YI P,ZHU T,et al. Detecting Adversarial Examples in

[10] FREDRIKSON M,LANTZ E,JHA S,et al. Privacy in pharma- Deep Neural Networks using Normalizing Filters[ C]//11th In-
cogenetics: An end-to-end case study of personalized warfarin ternational Conference on Agents and Artificial Intelligence.
dosing[ C]// 23rd {USENIX} Security Symposium ({ USENIX} 2019.

Security 14).2014:17-32. [28] CHEN B.CARVALHO W.BARACALDO N.,et al. Detecting

[11] REN K,MENG Q R, YAN S K,et al. Survey of artificial intelli- backdoor attacks on deep neural networks by activation cluste-
gence data security and privacy protection[ ]]. Chinese Journal ring[J]. arXiv:1811. 03728,2018.
of Network and Information Security,2021,7(1):1-10. [29] WANG B, YAO Y,SHAN S.et al. Neural cleanse: Identifying

[12] CHEN D,ZHAO H. Data security and privacy protection issues and mitigating backdoor attacks in neural networks[CJ /2019
in cloud computing[ C]// 2012 International Conference on Com- IEEE Symposium on Security and Privacy (SP). IEEE, 2019.
puter Science and Electronics Engineering. IEEE, 2012, 1. 647- 707-723.

651. [30] OH S J,SCHIELE B, FRITZ M. Towards reverse-engineering

[13] ROBERT M L. The Sliding Scale of Cyber Security[ EB/OL]. black-box neural networks[ M7 // Explainable Al Interpreting,
http: / www. sans. org/reading-room/whitepapers/analyst/ Explaining and Visualizing Deep Learning. Springer, Cham,
mem-bership/36240,2015-8. 2019:121-144.

[14] YEOM S,GIACOMELLI I,FREDRIKSON M,et al. Privacy [31] CHEN Z,XIE L,PANG S,et al. MagDR:Mask-guided Detec-
risk in machine learning: Analyzing the connection to overfitting tion and Reconstruction for Defending Deepfakes[ ] ]. arXiv:
[C]//2018 IEEE 31st Computer Security Foundations Symposi- 2103.14211,2021.
um (CSF). IEEE.2018:268-282. [32] ZHAO H,ZHOU W,CHEN D,et al. Multi-attentional deepfake

[15] JAGIELSKI M, OPREA A, BIGGIO B, et al. Manipulating ma- detection[ ] ]. arXiv:2103. 02406,2021.
chine learning: Poisoning attacks and countermeasures for re- [33] MADRY A,MAKELOV A.SCHMIDT L.et al. Towards deep
gression learning[ C] // 2018 IEEE Symposium on Security and learning models resistant to adversarial attacks[]J]. arXiv:1706.
Privacy (SP). IEEE,2018:19-35. 06083,2017.

[16] GILPIN L. H,BAU D, YUAN B Z, et al. Explaining explana- [34] BOSE A,HAMILTON W. Compositional fairness constraints
tions: An overview of interpretability of machine learning[C]/ for graph embeddings [ CJ // International Conference on Ma-
2018 TEEE 5th International Conference on Data Science and chine Learning. PMLR,2019.715-724.

Advanced Analytics (DSAA). IEEE,2018:80-89. [35] CHAKRABORTY S,TOMSETT R,RAGHAVENDRA R,

[17] HUA Y.ZHANG D,GE S. Research progress in the interpre- et al. Interpretability of deep learning models:a survey of results
tability of deep learning models[ ] ]. Journal of Cyber Security., [C]//2017 IEEE smartworld, Ubiquitous Intelligence & Com-
2020,5(3):1-12. puting, Advanced & Trusted Computed, Scalable Computing &-

[18] ZEILER M D,FERGUS R. Visualizing and understanding con- Communications,Cloud &. Big Data Computing, Internet of Peo-
volutional networks [ C] // European Conference on Computer ple and Smart City Innovation (Smartworld/SCALCOM/UIC/
Vision. Springer,Cham, 2014 :818-833. ATC/CBDcom/IOP/SCD. IEEE, 2017 :1-6.

[19] TALVITIE E. Model Regularization for Stable Sample Rollouts [36] LIU X, WANG X, MATWIN S. Improving the interpretability
[C]//UAL 2014 .:780-789. of deep neural networks with knowledge distillation[ C] // 2018

[20] DWORK C. Differential privacy: A survey of results[ C]// Inter- IEEE International Conference on Data Mining Workshops (IC-



Com puter Science MBI Vol. 48,No. 7, July 2021

[37]

[38]

[39]

[40]

DMW). IEEE,2018:905-912.

YANG C,RANGARAJAN A,RANKA S. Global model inter-
pretation via recursive partitioning[ C]// 2018 IEEE 20th Inter-
national Conference on High Performance Computing and Com-
munications; IEEE 16th International Conference on Smart City;
IEEE 4th International Conference on Data Science and Systems
(HPCC/SmartCity/DSS). IEEE.2018:1563-1570.

ZHANG J,CHEN D,LIAO J,et al. Model watermarking for
image processing networks [ C] // Proceedings of the AAAI
Conference on Artificial Intelligence. 2020, 34 (7). 12805-
12812.

TRAN B, LI J, MADRY A. Spectral signatures in backdoor at-
tacks[J]. arXiv:1811. 00636,2018.

FELDMAN M,FRIEDLER S A, MOELLER J,et al. Certifying
and removing disparate impact[ CJ // Proceedings of the 21th
ACM SIGKDD International Conference on Knowledge Disco-
very and Data Mining. 2015:259-268.

[41] BELLAMY R K E,DEY K, HIND M, et al. Al Fairness 360: An

extensible toolkit for detecting, understanding, and mitigating

unwanted algorithmic bias[J]. arXiv:1810.01943,2018.

JING Hui-yun, born in 1987, Ph.D, se-
nior engineer. Her main research in-
terests include artificial intelligence se-

curity and data security.

HE Xin, born in 1982, Ph.D, senior en-
gineer. His main research interests in-
clude network information security and

SO on.



