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Abstract Face detection is a classic problem in the field of computer vision. With the power-driven by artificial intelligence and
big data,it has displayed a new vitality. Face detection shows its important application value and great application prospect in the
fields of face payment,identity authentication, beauty camera, intelligent security,and so on. However, with the overall accelera-
tion of face detection deployment and application process,its security risks and hidden dangers have become increasingly promi-
nent. Therefore, this paper analyzes and summarizes the security risks which the current face detection models face in each stage
of their life cycle. Among them,adversarial attack has received extensive attention because it poses a serious threat to the availa-
bility and reliability of face detection,and may cause the dysfunction of the face detection module. The current adversarial attacks
on face detection mainly focus on white-box adversarial attacks. However, because white-box adversarial attacks require a full un-
derstanding of the internal structure and all parameters of a specific face detection model,and for the protection of business se-
crets and corporate interests,the structure and parameters of a commercially deployed face detection model in the real physical
world are usually inaccessible. This makes it almost impossible to use white-box adversarial methods to attack commercial face
detection models in the real world. To solve the above problems.,this paper proposes a black-box physical adversarial attack me-
thod for face detection. Through the idea of ensemble learning, the public attention heat map of many face detection models is ex-
tracted, then the obtained public attention heat map is attacked. Experiments show that our method realizes the successful escape

of the black-box face detection model deployed on mobile terminals, including the face detection module of mobile terminal’s
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built-in camera software,face payment software,and beauty camera software. This demonstrates that our method will be helpful

to evaluate the security of face detection models in the real world.
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Fig. 6 Face detection escape effect of alipay face payment
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Table 1 Influence of different number and combination of training models on escape effect of different distances
(HLAL: 00D
RS W i i P B F ¥ E
# 4 A (MTCNN) 9.27 3.33 6.67 6.42
W AE A (Mtenn+ Pyramidbox) 62. 67 52.67 56. 00 57.11
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74.67 92.00 75.33 80.67
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2 = Ed
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Light-DSFD # #

Facebox+ DSFD)

Pyramidbox+ Facebox)
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1.32 20.67 19. 34 13.78
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D http: / github. com/EricZgw/PyramidBox
2)http: // github. com/610265158/faceboxes-tensorflow/tree/tf1
3)http: // github. com/610265158/DSFD-tensorflow
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