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Abstract Deep neural network (DNN)-based automatic modulation recognition (AMR) outperforms traditional AMR methods
in automatic feature extraction,recognition accuracy with less manual intervention. However, high recognition accuracy is the first
priority of the practitioners when designing AMR-oriented DNN (ADNN) models while security is usually neglected. In this
backdrop,from the perspective of the security of artificial intelligence, this paper presents a novel characteristic gradient-based ad-
versarial attack method on ADNN models. Compared with traditional label gradient-based attack method.the proposed method
can better attack the extracted temporal and spatial features by ADNN models. Experimental results on an open dataset show that
the proposed method outperforms label gradient-based method in the attacking success ratio and transferability in both white-box

and black-box attacks.
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Fig.1 Label gradient-based adversarial attack
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