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Differential Privacy Protection Machine Learning Method Based on Features Mapping

CHEN Tian-rong and LING Jie

School of Computer, Guangdong University of Technology,Guangdong 510006 ,China
Abstract The differential privacy algorithm in image classification improves the privacy protection capability of the machine
learning model by adding noise,and at the same time easily causes the accuracy of the model classification to decrease. To solve
the above problems,a differential privacy protection machine learning method based on features mapping is proposed. This method
combines the pre-training neural network and shadow model training technology to map the feature vectors of the original data
sample to the high-dimensional vector space in the form of differential vectors,so as to shorten the distance of the sample in the
high-dimensional vector space to reduce the leakage of private information caused by model updates,and improve the privacy pro-
tection and classification capabilities of the machine learning model. The experimental results on the MNIST and CIFAR-10 data-
sets show that for the e-differential privacy model with € equal to 0. 01 and 0. 11,the classification accuracy is improved to 99 %
and 96 % , respectively,indicating that compared with DP-SGD and many other commonly used differential privacy algorithms, the
model trained by this method can maintain stronger classification capabilities at a lower privacy budget. And the success rate of
reasoning attacks against this model on the two data sets is reduced to 10% , which is against inference attacks. Compared with

the traditional CNN model of image classification,the defense capability of the CNN model is greatly improved.

Keywords Machine learning, Differential privacy,Image classification,Inference attack,Shadow model
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Table 1 Comparation about the classification accuracy and attack
accuracy of the training model under different parameters

in MNIST dataset

PNN Size/4t PNN Epoch/# Model Accuracy/% Attack Success Rate/ %

10000 10 99.51 11. 60
20000 10 90. 67 23.80
30000 10 92.11 24.17
10000 25 86.17 27.11
20000 25 59. 82 44.53
30000 25 54.89 45. 34
10000 50 55.42 57.21
20000 50 26.83 74. 44
30000 50 22.93 61.50
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Table 2 Comparation about the classification accuracy and attack accuracy between our method and CNN under different parameters

in MNIST dataset

Model Attack
Dataset Size/ > Epoch/# Accuracy Success Rate Model Accuracy Attack Success
' T o (CNN) /% Rate(CNN)/ %
(R X7 %) /% (R X7 %)/ %
10000 10 99. 32 9. 80 97. 45 99.97
10000 25 99. 56 10. 35 98.07 90. 32
10000 50 99. 74 11.48 92.43 64.41
15000 10 99.57 11.45 98.23 81.64
15000 25 99. 84 11. 66 98.52 69.07
15000 50 99.92 9.75 95.78 52.01
20000 10 99. 82 10. 31 98. 64 79. 34
20000 25 99. 95 10. 26 98.67 60. 34
20000 50 99.99 11.46 96. 13 50. 49

# 3 CIFAR B ESz B b 76 A R S 80T A 3077 1 F1 CNIN B30 16 23 25 o R 32 R0 A 32 0 450 1) 9 1 i < v 0 4 0 LG
Table 3 Comparation about the classification accuracy and attack accuracy between our method and CNN under different parameters

in the CIFAR dataset

Model Attack
. . . Model Accuracy Attack Success
Dataset Size/ /™ Epoch/ # Accuracy Success Rate (CNN)/ % Rate(CNN)/ %
(RXFHE)/ % (RXFHE)/ % ) '
10000 10 96. 46 11.21 56.38 94.70
10000 25 97.79 9.76 68. 14 96. 82
10000 50 98.83 11.63 70. 54 97.13
15000 10 97.75 11.61 60.42 95.41
15000 25 97.88 9.78 67.37 97.52
15000 50 98.98 11.03 71.92 98.13
20000 10 97.34 9.08 63.88 96. 88
20000 25 99. 30 10. 10 70. 42 97.17
20000 50 99. 32 9.51 73.56 97.56
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Fig. 4 Distributions of vectors in the experimental group with

high privacy protection ability
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Fig. 5 Distributions of vectors in the experimental group with

low privacy protection ability
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Table 4 Comparation about the classification accuracy and capabilities of privacy protection between various algorithms and

our method in MNIST and CIFAR-10
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