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Intelligent Penetration Testing Path Discovery Based on Deep Reinforcement Learning
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Abstract Penetration testing is a general method for network security testing by simulating hacker attacks. Traditional penetra-
tion testing methods mainly rely on manual operations,which have high time and labor costs. Intelligent penetration testing is the
future direction of development,aiming at more efficient and low-cost network security protection. Penetration testing path dis-
covery is a key issue in the research of intelligent penetration testing,the purpose of which is to discover vulnerabilities in the net-
work and possible attackers’ penetration testing path in time and achieve targeted defense. In this paper, deep reinforcement
learning and penetration testing are combined, the agent is trained in simulated network scenarios,the penetration testing process
is modeled as a Markov decision process model, and an improved deep reinforcement learning algorithm Noisy-Double-Dueling
DQN,., is proposed. The algorithm integrates prioritized experience replay mechanism, double DQN, dueling DQN and noise net

mechanism. Different scale network scenarios are used for comparative experiments. The algorithm is better than the traditional

DQN (Deep Q Network) algorithm and its improved version in convergence speed and can be applied to larger scale network sce-

narios.
Keywords Cybersecurity,Deep reinforcement learning . Penetration testing, Path discovery,.DQN algorithm
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Table 1 Agent action list
Name Type Operating Cost  Probability  Access
system
SSH Exp Linux 3 0.8 USER
FTP Exp Windows 1 0.5 ROOT
HTTP Exp Linux 2 0.8 USER
SAMBA Exp Windows 2 0.2 ROOT
SMTP Exp Windows 3 0.5 USER
Tomcat PE Linux 1 1 ROOT
Daclsve PE Windows 1 1 ROOT
Schtask PE Windows 1 1 ROOT
Subnet-scan Scan — 1 1 —
OS-scan Scan - 1 1 —
Service-scan Scan — 1 1 —
Process-scan Scan — 1 1 —
#2 EHBCEIE
Table 2 Host configuration list
Address Operating Host Service Process
system value
(1,001, Linux 0 SSH Tomcat
(3,00(6,0) Linux 0 SSH Tomecat
(3,2)(3,3) Linux 0 SSH —
4,0)0(4,1) Windows 0 FTP Daclsve
(2,0) Windows 100 SMTP —
2.1 Windows 0 SMTP Schtask
3,1 Linux 0 SSH,HTTP —
(3,4) Linux 100 SSH Tomecat
(5.0) Windows 0 FTP Daclsve,
Schtask
5, Windows 0 FTP,HTTP —
6,1) Windows 0 SSH,SAMBA —
7.0 Windows 500 ALL Daclsve,
Schtask
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Table 3 Experiment scenarios list

Scenario Scenario-2 Scenario-3 Scenario-4
Scale(Host number) 20 40 60

Scenario Scenario-5 Scenario-6 Scenario-7
Scale(Host number) 80 100 120
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Table 4 Hyperparameter list
Hyperparameter Meaning Value
Max steps B %K 106
Step limit B E A LR KIS 2000
Learning rate,/r EIR: S 0.0001
Batch size Y G BT 3 BBy A AR R KD 64
Discount factor, 7 40 B T 0.99
Hidden layer size [EF 93¢ 128
Replay memory size % % B ok AN 50000
Target network update frequency ERCES & R 1000
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